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1 Reason for Change

The document OMA-BCAST-2005-0664R02-Service_Content_protection_SmartCardKeyManagement proposed changes to the OMA BCAST Service and Content protection document updating the sections related to (U)SIM/(R-)UIM for key management according to current work on smartcard profile key management. It was introduced during the Athens BCAST/DL-DRM joint meeting. 
Comments lead to an open point, regarding a common layer for traffic encryption (layer 4) instead of common layers for layers 3 and 4 in the original version of OMA-TS-BCAST_SvcCntProtection-V1_0-20051206-D. This point is addressed in the present CR.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

This has to be taken into account in all related documents, specifically smartcard profile key management adaptation documents.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA BCAST agrees the proposed changes and updates the BCAST Service and Content Protection accordingly.

6 Detailed Change Proposal

5.1.2.1.1Authentication Layer
The 4-layer model described in the OMA BAC BCAST architecture document (AD) allows different key management systems to be used for layers 1 and 2. 

A key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0].  Other key management systems based on asymmetric keys (PKI) MAY be used instead.

Alternatively, a key management system based on symmetric keys MAY be used for layers 1 and 2, e.g. the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083] security models. Other key management systems based on symmetric keys MAY be used instead.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.
Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section ‎5.2.

Section ‎5.1.2.1.2 below provides an example of a key management system based on symmetric keys for smartcard-enabled terminals.  

Section ‎5.1.2.1.3 below provides an example of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.
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