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1 Reason for Change

The main purpose of this CR is to propose MBMS [3GPP 23.246] adaptation for the 4-layer service protection model described in the OMA BCAST service and content protection document [TS SCP]. In order to reduce the number of keys and parallel functions fulfilling the same security requirements as BCAST SCP has defined, the security architecture used by MBMS for 3GPP systems SHALL be reused as much as possible.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
6 Detailed Change Proposal
13. Interfacing to underlying broadcast distribution systems
13.2 MBMS

13.2.1 Content Layer
OMA BCAST satisfies the requirement to protect MBMS streaming data by using Secure Real-time Transport Protocol (SRTP) [RFC 3711]. The master key identifier (MKI) field included in the SRTP packets is in the form of a concatenation of MBMS service key (MSK) ID and MBMS traffic key (MTK) ID, i.e. MKI = (MSK ID || MTK ID).
13.2.2 Short Term Key Delivery Layer
In 3GPP MBMS, MTK is used to encrypt the MBMS streaming data directly. MTK is protected transferred to the terminal(s) from the service provider via point-to-multipoint connection by using multimedia Internet keying (MIKEY) [RFC 3830] protocol.
13.2.3 Long Term Key Delivery Layer
In 3GPP MBMS, MSK is the long term key used to protect MTK. In OMA BCAST, the long term key MUST be authenticated. The MSK request from the terminal to the service provider is authenticated and integrity protected with HTTP digest [RFC 2617] protocol. MSKs are transferred to the terminal(s) from the service provider via point-to-point connection by using MIKEY protocol.
For the sake of efficient implementation of both subscription and pay-per-view business models for the same service as described in 5.3, the MSK SHOULD contain two types of keys. Different type of MSK can have different lifetimes and can be used to provide different granularities of purchase periods to different customers.
13.2.4 Registration Layer
In MBMS, the service provider is responsible for establishing shared keys with the terminal by using GBA, authenticating the terminal with HTTP digest mechanism. The terminal is responsible for establishing shared keys with the service provider by using GBA to register for broadcasting services. The established shared key, namely Ks, can be used to derive the subscriber management key (SMK) defined in OMA BCAST,
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