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1 Reason for Change

This CR resolves two comments that were given during BCAST ETR review.
1) BCAST Management Objects are now identified in the ETR.

2) Section on ETR for both Service Protection and Content Protection is provided.

Changes in R01: created separate tables for DRM Profile and Smartcard Profile. Added missing features. Moved optional features to mandatory as they were incorrectly placed. Added clarifying text introducing each section / set of tables.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST / IOP for agreement. Further, it is proposed that this CR closes the relevant ETR review comments.
6 Detailed Change Proposal

Change 1:  ETR entries for BCAST Management Objects
5.1.5 Test Requirements related to Terminal Provisioning

5.1.5.1 Mandatory Client Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Announcing the existence of and access to Terminal Provisioning through Service Guide
	Required to test whether the client correctly interprets the declaration and access to Terminal Provisioning function through Service Guide.

	
	
	

	ERROR FLOW
	
	

	
	
	


Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.5.2 Optional Client Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support OMA DM 1.2 over Interaction Channel for Terminal Provisioning
	Required to test whether the client supports OMA DM 1.2 for Terminal Provisioning over Interaction Channel.

	
	Support delivery of specific OMA DM 1.2 messages for broadcast-based Terminal Provisioning
	Required to test whether the client support the delivery mechanism to deliver specific OMA DM 1.2 messages for broadcast-based Terminal Provisioning over Broadcast Channel.

	
	Support BCAST Management Objects in conjunction of OMA DM 1.2
	Required to test whether the client supports BCAST Management Objects so that the respective client parameters can be provisioned when the client supports OMA DM 1.2 for Terminal Provisioning.

	ERROR FLOW
	
	

	
	
	


Table 2: Applicability Table for Enabler Specific Optional Test Requirements

5.1.5.3 Mandatory Server Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Announcing the existence of and access to Terminal Provisioning through Service Guide
	Required to test whether the server correctly fills in and provides the declaration and access to Terminal Provisioning function through Service Guide.

	
	
	

	ERROR FLOW
	
	

	
	
	


Table 3: Applicability Table for Enabler Specific Mandatory Test Requirements

5.1.5.4 Optional Server Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support OMA DM 1.2 over Interaction Channel for Terminal Provisioning
	Required to test whether the server supports OMA DM 1.2 for Terminal Provisioning over Interaction Channel.

	
	Support delivery of specific OMA DM 1.2 messages for broadcast-based Terminal Provisioning
	Required to test whether the server supports the delivery mechanism to deliver specific OMA DM 1.2 messages for broadcast-based Terminal Provisioning over Broadcast Channel.

	
	Support BCAST Management Objects in conjunction of OMA DM 1.2
	Required to test whether the server supports BCAST Management Objects so that the server can manage the respective parameters on the client when the client supports OMA DM 1.2 for Terminal Provisioning.

	ERROR FLOW
	
	

	
	
	


Table 4: Applicability Table for Enabler Specific Optional Test Requirements

Change 2:  ETR entries for Service and Content Protection
5.1.6 Test Requirements related to Service and Content Protection
5.1.7 The following sections define the test requirements for Terminals and Servers supporting the Service Protection function and the Content Protection function.
5.1.8 For clarity, separate Tables are provided for Terminals supporting the DRM Profile and for Terminals supporting the Smartcard Profile for optional features (not common to both Profiles).
5.1.8.1 Mandatory Client Test Requirements for Service and Protection
The following Tables define the mandatory test requirements for Terminals supporting the Service Protection and/or Content Protection function.
For clarity, separate Tables are provided for Terminals supporting the DRM Profile and for Terminals supporting the Smartcard Profile.

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support Service Protection for the DRM Profile or the Smartcard Profile or both.
	Required to test whether the client supports the DRM Profile or the Smartcard Profile or both for Service  Protection.

	
	Support Content Protection for the DRM Profile or the Smartcard Profile or both.
	Required to test whether the client supports the DRM Profile or the Smartcard Profile or both for Content Protection.

	
	Support for processing of IPsec for Transport Layer encryption.* (optional)
	Required to test whether the client supports processing of IPsec for Transport Layer encryption. 

	
	Support for processing of SRTP for Transport Layer encryption.*
	Required to test whether the client supports processing of SRTP for Transport Layer encryption. 

	
	Support for processing of ISMACRYP for Content Layer encryption, RTP encapsulation and SDP signalling.* (optional)
	Required to test whether the client supports processing of ISMACRYP for Content Layer encryption, RTP encapsulation and SDP signalling. 

	
	Support for SDP-based signalling related to Service and Content Protection*
	Required to test whether the client supports SDP-based signalling of Service and Content Protection.

	
	Support for Terminal Binding Key* (mandatory only for Smartcard Profile using (U)SIM for Content Protection)
	Required to test whether the client supports the procedures related to Terminal Binding Key.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Mandatory Test Requirements (Client)
* Note that these features are the same for the DRM Profile and the Smartcard Profile.
Note that unless indicated otherwise all the above features are mandatory for Clients implementing the either Profile.
5.1.8.2 Optional Client Test Requirements for Service and Content Protection
The following Tables define the optional test requirements for Terminals supporting the Service Protection and/or Content Protection function.

Where a certain feature applies only for Service Protection or Content Protection, this is specified in brackets. In certain cases an optional feature for Service Protection is mandatory for Content Protection.

For clarity, separate Tables are provided for Terminals supporting the DRM Profile and for Terminals supporting the Smartcard Profile.

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for Long Term Key Management – DRM Profile
	Required to test whether the client supports the defined formats and specified procedures for Long Term Key Management of DRM Profile.

	
	Support for Short Term Key Management – DRM Profile
	Required to test whether the client supports the defined formats and specified procedures for Short Term Key Management of DRM Profile.

	
	Support for broadcast extensions of DRM 2.0 (mandatory for terminals without interactive channel, optional for those with and interactive channel)
	Required to test whether the client supports broadcast extensions of DRM 2.0

	
	Support for Usage Metering
	Required to test whether the client supports Usage Metering and the related procedures and signalling.

	
	Support for OMA DRMv2 DCF for file protection
	Required to test whether the client supports the defined OMA DRMv2 DCF format for file protection

	
	Support for adapted PDCF (DRM key track) (optional)
	Required to test whether the client supports the adapted PDCF

	
	Support for recording of streamed content. (optional)
	Required to test whether the client support recording of streamed content.

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Optional Test Requirements for DRM Profile (Client)
Note that unless indicated otherwise all the above features are mandatory for Clients implementing the DRM Profile.
	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for Long Term Key Management – Smartcard Profile 
	Required to test whether the client supports the defined formats and specified procedures for Long Term Key Management of Smartcard Profile.

	
	Support for Short Term Key Management – Smartcard Profile 
	Required to test whether the client supports the defined formats and specified procedures for Short Term Key Management of Smartcard Profile.

	
	Support for Terminal authentication and BCAST_Client_ID (optional for Service Protection only)
	Required to test whether the client supports the procedures related to terminal authentication and BCAST_Client_ID

	
	Support for Usage Metering
	Required to test whether the client supports Usage Metering and the related procedures and signalling.

	
	Support for DCF for file protection.
	Required to test whether the client supports the defined DCF format for file protection

	
	Support for adapted PDCF (Smartcard key track) (optional)
	Required to test whether the client supports the adapted PDCF

	
	Support for recording of streamed content. (optional)
	Required to test whether the client support recording of streamed content.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Optional Test Requirements for Smartcard Profile (Client)
Note that unless indicated otherwise all the above features are mandatory for Clients implementing the Smartcard Profile.
5.1.8.3 Mandatory Server Test Requirements for Service and Content Protection
The following Tables show the test requirements for the Server for Service and Content Protection.
For clarity, separate Tables are provided for Terminals supporting the DRM Profile and for Terminals supporting the Smartcard Profile for optional features (not common to both Profiles).

A Server SHALL support at least one Profile for Service Protection and one Profile for Content Protection i.e. a Server MAY support both Profiles.
	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support Service & Content Protection for the DRM Profile or the Smartcard Profile or both.
	Required to test whether the server supports the DRM Profile or the Smartcard Profile or both for Service  & Content Protection.

	
	Support for processing of IPsec for Transport Layer encryption.*
	Required to test whether the client supports processing of IPsec for Transport Layer encryption.

	
	Support for processing of SRTP for Transport Layer encryption.*
	Required to test whether the server supports processing of SRTP for Transportt Layer encryption.

	
	Support for processing of ISMACRYP for Content Layer encryption, RTP encapsulation and SDP signalling.*
	Required to test whether the server supports processing of ISMACRYP for Content Layer encryption, RTP encapsulation and SDP signalling. 

	
	Support for SDP-based signalling related to Service and Content Protection.*
	Required to test whether the server supports SDP-based signalling of Service and Content Protection.

	
	Support for Terminal Binding Key.*

	Required to test whether the server supports the procedures related to Terminal Binding Key.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Mandatory Test Requirements (Server)
* Note that these features are the same for the DRM Profile and the Smartcard Profile.
5.1.8.4 Optional Server Test Requirements for Service and Content Protection
	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for Long Term Key Management – DRM Profile 

	Required to test whether the server supports the defined formats and specified procedures for Long Term Key Management of DRM Profile.

	
	Support for Short Term Key Management – DRM Profile 
	Required to test whether the server supports the defined formats and specified procedures for Short Term Key Management of DRM Profile.

	
	Support for Usage Metering
	Required to test whether the server supports Usage Metering and the related procedures and signalling.

	
	Support for broadcast extensions of DRM 2.0
	Required to test whether the server supports broadcast extensions of DRM 2.0

	
	Support for OMA DRMv2 DCF for file protection
	Required to test whether the server supports the defined OMA DRMv2 DCF format for file protection

	
	Support for adapted PDCF (DRM key track)
	Required to test whether the server supports the adapted PDCF

	
	
	

	
	

	

	
	
	

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Optional Test Requirements for DRM Profile (Server)
Note that unless indicated otherwise all the above features are mandatory for Servers implementing the DRM Profile.

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Support for Long Term Key Management – Smartcard Profile 
	Required to test whether the server supports the defined formats and specified procedures for Long Term Key Management of Smartcard Profile.

	
	Support for Short Term Key Management – Smartcard Profile 
	Required to test whether the server supports the defined formats and specified procedures for Short Term Key Management of Smartcard Profile.

	
	Support for Terminal authentication and BCAST_Client_ID
	Required to test whether the client supports the procedures related to terminal authentication and BCAST_Client_ID

	
	Support for Usage Metering
	Required to test whether the server supports Usage Metering and the related procedures and signalling.

	
	Support for DCF for file protection.
	Required to test whether the server supports the defined DCF format for file protection

	
	Support for adapted PDCF (Smartcard key track)
	Required to test whether the server supports the adapted PDCF

	
	
	

	
	
	

	
	
	

	ERROR FLOW
	
	

	
	
	


Table xx: Applicability Table for Enabler Specific Optional Test Requirements for Smartcard Profile (Server)
Note that unless indicated otherwise all the above features are mandatory for Servers implementing the Smartcard Profile.
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