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1 Reason for Change

This CR fixes a bug in Section 7.4.2.1, Recording Broadcast Content, which would have caused the leakage of SEK to devices that are not subscribers to the service through the superdistribution of recordings. The value of the subscription to the service can in some cases be significantly higher than the value of a single content item recorded from the service. The change allows recordings to be superdistributed without giving SEK to the devices that want to use the recordings. 

2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal

Change 1:  Replace the sentence “The recording device MUST either choose the CIEK to equal KEYsek/pek, or generate a suitable key value at random” with explicit rules describing which key to use as CIEK under which circumstances.

Change CIEK equation accordingly.

Replace + with || in the GroupKey equation to indicate that this is a concatenation operation instead of an arithmetic addition 

7.4.2.1 Recording Broadcast Content 

The device makes a recording of broadcast content that is accessed through an asset, that identifies the Broadcast Content Identifier (service_bci or program_bci), and which is associated with either a Service Encryption Key or a Program Encryption Key. In the following sections, BCI refers to the broadcast content identifier of that asset, and KEY refers to either the SEK or the PEK, whichever is associated with that asset.

	
	Asset contains program_bci and PEK
	Asset contains service_bci and SEK

	BCIservice/program
	program_bci
	service_bci

	KEYsek/pek
	PEK
	SEK


The device MUST include a GroupID box in the new asset that is to hold the recorded content. The GroupID in that box MUST equal BCIservice/program. 

The content of the created asset MUST be encrypted with a key CIEK. The GroupKey stored in the box MUST be the key CIEK that is encrypted with KEYsek/pek.

The EncryptionAlgorithm field in the GroupID box MUST identify the AES-CBC mode algorithm. 
The recording device SHALL choose a randomly generated value for CIEK, with the following two exceptions: 

1. If a PEK is available, the device MAY use PEK as CIEK. Note that this implies separating programmes with different PEKs to different assets.
2. If a recording is not intended for superdistribution, but the device is making it for its own use, and no PEK is available, the device MAY use SEK as CIEK.  Note that in order to prevent the propagation of SEK to non-subscribers, the RI may not want to issue other devices Rights Objects for the playback if it finds that CIEK equals SEK.

The initialisation vector MUST be randomly generated by the device.


CIEK

:=
random 128-bit AES key     or     PEK or  SEK, as described above
IV

:=
random 128 bit number

GroupKey
:=
IV || AES-CBC{ KEYsek/pek }(CIEK) 

Table 31: Fields in the GroupID box
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