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1 Reason for Change

As per Vancouver meeting discussion yesterday, here is the reorganised service and content protection spec following document OMA-BCAST-2006-0317R01-Proposed_Service_and_Content_Protection_Document_Layout.

Changes to the document are shown using change tracking.

Some links are broken following the reshuffle, these will be promptly corrected once the document has been agreed. 
Attached service and content protection document now indicates using comments where the original text comes from using the section number / chapter number from OMA-TS-BCAST_SvcCntProtection-V1_0-20060324-D.
In Section 6 Detailed Change Proposal the Table of Contents of the new reorganised service and content protection specification is presented together with the old section numbering highlighted in yellow. This shows the clear mapping from new to old sections. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the attached reorganised document.
6 Detailed Change Proposal

See attached Service and Content Protection document
Mapping of sections is outlined below:

91.
Scope (unchanged)


102.
References (unchanged)


102.1
Normative References


122.2
Informative References


133.
Terminology and Conventions (unchanged)


133.1
Conventions


133.2
Definitions


143.3
Abbreviations


153.4
Symbols


164.
Introduction (from Chapter 4)


164.1
Overview of the solution (from 5.1)


184.2
Selected Technologies(from 5.2)


194.3
Overview of Operation for Streaming of Content(from 5.3)


214.3.1
Streaming Using Service Protection (from 5.3.1)


224.3.2
Streaming Using Content Protection(from 5.3.2)


224.4
Overview of Operation for Download of Content (from 5.4)


224.5
Key Management (from 6)


234.5.1
Smartcard Profile Key Management (from 6.2 and 6.1)


254.5.2
Use of the Smartcard Profile for various BDS architectures (from 6.1.1)


254.5.2.1
Smartcard Profile using a pure cellular based BDS (from 6.1.1.1)


264.5.2.2
Smartcard Profile using a broadcast BDS and cellular interactive channel (from 6.1.1.2)


275.
DRM profile


275.1
Introduction


275.2
Layer 0: Key Provisioning


275.3
Layer 1: Registration


275.3.1
Service Domain (from 8.1.1)


275.3.2
Device Domain(from 8.1.2)


285.4
Layer 2: Long Term Key Message - LTKM


285.4.1
Use of ROs (from 6.3.1)


295.4.2
OMA DRM v2.0 Extensions for Broadcast Rights Objects (from 6.3.2)


295.4.3
ROs in Long Term Key Delivery Layer for service protection (from 6.3.3)


305.5
Layer 3: Short Term Key Message – STKM (from 6.4 and 6.4.1)


315.5.1
Descriptors for access_criteria_descriptor_loop


335.5.2
Constant Values


335.5.3
Coding and Semantics of Attributes


415.5.4
Authentication for STKMs for OMA DRM 2.0 Extensions (from 6.4.3 and 10.1)


425.6
Layer 4 for Streaming


425.6.1
Service protection of streams


425.6.2
Content protection of streams


425.6.2.1
Encryption of Audio Video samples (from 7.2.2 and 7.2.2.1)


425.7
Layer 4 for File Delivery


425.7.1
Service protection of files


425.7.2
Content protection of files(from 7.2.1)


425.8
Recording


435.9
ESG Signalling


446.
Smartcard Profile using (U)SIM


446.1
Layer 0: Key Provisioning


446.2
Layer 1: Registration (from 12.6.3 and 12.6.4)


446.3
Layer 2: Long Term Key Message – LTKM (from 12.6.5 and 6.4.4)


456.4
Layer 3: Shot Term Key Message – STKM (from 6.4.5)


466.4.1.1
OMA BCAST MIKEY Extensions for STKM(from 6.4.5.1)


486.4.1.2
OMA BCAST STKMs and encryption protocols (from 6.4.5.2)


486.5
Layer 4 for Streaming


486.5.1
Service protection of streams


486.5.2
Content protection of streams (from 7.2.3)


496.5.2.1
Rights Management using the Smartcard Profile (from 7.2.3.1)


496.6
Layer 4 for File Delivery


496.6.1
Service protection of download data using DCF (from 7.1.2)


516.6.2
Content Protection of Download Data using DCF for Smartcard Profile (from 7.1.4)


516.6.3
STKM Delivery for Download (from 7.1.3)


516.7
Recording


516.7.1.1
Content Protection of recorded material using the USIM (from 7.2.3.2)


526.8
ESG Signalling (Description of Service Access for Smartcard Profile using MBMS for Key Acquisition) (from 12.6)


526.8.1
MBMS USD used as entry point


536.8.2
Session Description used as entry point


547.
Smartcard Profile using (R-)UIM


547.1
Introduction


547.2
Layer 0: Key Provisioning


547.3
Layer 1 Registration (from 12.7.1)


547.4
Layer 2: Long Term Key message – LTKM (from 12.7.2)


547.5
Layer 3: Short Term Key message STKM (from 12.7.3)


557.6
Layer 4: Streaming


557.6.1
Service protection of streams


557.6.2
Content protection of streams


567.7
Layer 4: File Delivery


567.7.1
Service protection of files


567.7.2
Content protection of files


567.8
Recording (from 7.2.3.3)


577.9
ESG Signalling


588.
Recording


588.1
Recording of Protected Streams (from 7.1.1)


588.1.1
Recording in the clear


588.1.2
Recording in protected form only


588.1.2.1
Recording of streamed content using OMA PDCF file format (from 7.2.2.2)


619.
Encryption Protocols (from 6.5)


619.1
IPsec


649.2
SRTP


669.3
Content encryption (ISMACRYP)


679.4
RTP Transport of Encrypted AUs (ISMACryp) (from 7.3)


699.4.1
Padding


699.4.2
Timestamps


699.4.3
OMADRMAUHeader


7210.
Signalling


7210.1
Key Stream discovery (from 6.4.2)


7210.2
Protection Signalling in SDP (from 12.1)


7210.2.1
Description


7410.2.2
Short-Term Key Message Streams (STKM)


7410.2.2.1
Description


7410.2.2.2
SDP example for Short –Term Key Message Streams


7510.2.3
Short-Term Key Message (STKM) Streams Binding


7510.2.3.1
STKM Streams Binding Example


7610.2.4
Long-Term Key management Message (LTKM) Stream


7610.2.4.1
Description


7610.2.4.2
SDP example for LTKM Stream


7610.2.5
SDP Entry Examples (Informative)


7910.3
SDP Signalling of ISMACryp (from 7.3.4)


7910.3.1
Overview


8010.3.2
Session Description Protocol Signalling


8110.4
ESG signalling


8211.
Common Keys / Sharing Streams (from 6.6)


8211.1
Service and Program Keys for the DRM Profile and the Smartcard Profile


8211.1.1
Mapping of Encryption and Authentication Keys for the DRM Profile and the Smartcard Profile


8311.2
Service and Program Key IDs in STKM for the DRM Profile and the Smartcard Profile


8311.3
Sharing Protected Data Streams using both DRM Profile and Smartcard Profile


8411.3.1
Sharing 3GPP-MBMS compatible SRTP protected media streams


8411.3.2
Sharing protected media streams where content is aimed only at BCAST terminals


8712.
Terminal Binding Key (from 9.1)


8712.1
TBK Generation


8712.2
Wrapping of TEKs with TBK


8712.3
Unwrapping of TEKs with TBK


8712.4
TBK Acquisition


9013.
BCAST Client ID (from 11)


9013.1
BCAST Client Identifier


9113.2
Signalling Protocols used for Smartcard profile using (U)SIM


9313.2.1
Certificate-based mutual authentication between Terminal and Rights Issuer (NAF Server)


9313.2.2
Terminal sending BCAST_Client_ID at start of MBMS User Service Registration


9413.2.3
Rights Issuer (NAF Server) Requesting BCAST_Client_ID


9413.2.4
Terminal Sending BCAST_Client_ID to Rights Issuer (NAF Server) following Request


9413.2.5
Rights Issuer (NAF Server) Accepting BCAST_Client_ID


9413.2.6
Rights Issuer (NAF Server) Refusing Access to Terminal


9513.3
Security Requirements on BCAST_Client_ID and Terminal Private Key


9614.
Server Side Interfaces and Messages


9614.1
Interface SP-4-1 (from 12.2)


9614.1.1
Protocol Stacks


9614.1.1.1
SP-4-1


9614.1.2
Message over SP-4-1


9614.1.2.1
Keys


9614.1.2.1.1
Key Request Message


9714.1.2.1.2
Response to Key Request Message


9814.1.2.1.3
Key Delivery Message


9914.1.2.1.4
Confirmation to Key Delivery Message


10014.1.2.2
Other Messages


10014.2
Interface SP-4-2


10014.2.1
Protocol Stacks


10014.2.1.1
SP-4-2


10014.2.2
Messages over SP-4-2


10014.2.2.1
Keys


10114.2.2.1.1
Key Request Message


10114.2.2.1.2
Response to Key Request Message


10214.2.2.1.3
Key Delivery Message


10314.2.2.1.4
Confirmation to Key Delivery Message


10414.2.2.2
Other Messages


10414.3
Interface CP-3


10414.3.1
Protocol Stacks


10414.3.1.1
CP-3


10514.3.2
Message over CP-3


10514.3.2.1
Key


10514.3.2.1.1
Key Request Message


10614.3.2.1.2
Response to Key Request Message


10714.3.2.1.3
Key Delivery Message


10714.3.2.1.4
Confirmation to Key Delivery Message


10914.3.2.2
Other Messages


10914.4
Interface CP-4


10914.4.1
Protocol Stacks


10914.4.1.1
CP-4


10914.4.2
Message over CP-4


10914.4.2.1
Keys


11014.4.2.1.1
Key Request Message


11014.4.2.1.2
Response to Key Request Message


11114.4.2.1.3
Key Delivery Message


11214.4.2.1.4
Confirmation to Key Delivery Message


11314.4.2.2
Other Messages


11415.
Conversion between time and date conventions (from 7.4)


11615.1
Local Time Offset


11716.
Usage Metering for DRM Profile (from 8.2)


11817.
Interfacing to underlying BDSes (from 13)


11817.1
BCMCS


11817.1.1
Content Layer


11817.1.2
Short Term Key Delivery Layer


11817.2
MBMS


11817.3
DVB-H


119Appendix A.
Change History (Informative) (unchanged)


119A.1
Approved Version History


119A.2
Draft/Candidate Version <current version> History


124Appendix B.
Static Conformance Requirements (Normative) (unchanged)


124B.1
SCR for Clients


126B.2
SCR for Servers


130Appendix C.
Service and Content Protection for Applications (unchanged)


130C.1
Subscription Applications


130C.2
Pay-Per-View Applications


130C.3
Free Pre-View Applications


130C.4
Controlled Recording and Editing


132Appendix D.
Global Status Codes (unchanged)
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