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1 Reason for Contribution

This Input Contribution is for the internal collection of comments and resolutions related to [BCAST10-ServContProt] for BCAST 1.0 Consistency Review. The content of this IC will be reflected in the formal BCAST 1.0 Consistency Review Report later. 

2 Summary of Contribution

Collection of comments and resolutions related to [BCAST10-ServContProt] for BCAST 1.0 Consistency Review.
3 Detailed Proposal

Review Comments

< OMA-TS-BCAST_SvcCntProtection-V1_0-20060324-D>
	ID
	Open Date
	Edit
	Section
	Description
	Status

	SC-old-001
	2006.03.03
	N
	SP Back End Interface Section (Section 12)
	Source: KPN and Bamboo

From: OMA-BCAST-2006-0190R2

Comment :

Evolution in the security model and the need to support streams shared by multiple and independent BSMs now require the ability of the BSDA to generate Short Term Keys, deliver them using STKMs and use them for securing the transmitted content.

More specifically there are two issues with the current usage of BCAST-4 for service protection:

· Having the BSMs generate TEKs and deliver them to the BSDA for transmission over BCAST-5 could cause a number of synchronization problems. A BSDA may start using a TEK while the BSM has not yet issued the appropriate TEK in an STKM

· In a shared stream scenario, the TEK needs to be centrally generated for the shared stream so the TEKs cannot be generated in each BSM. Further the centrally generated TEK needs to then be delivered in multiple MIKEY message – one per BSM (corresponding to a current MSK),

To address these issue we propose to have the BSDA to generate TEKs on its own and consequently to generate the associated STKMs. This requires the BSDA to be aware of the long-term keys used by the BSM so that it can produce the STKMs for each BSM and deliver the generated keys. TEKs generated by the BSDA are then used for encrypting service data.

Proposed Resolution : 

Change Request OMA-BCAST-2006-0190R2 resolves this one.


	Status: OPEN
KPN to work with Qualcomm, Vodafone, and Samsung

(Proposed Resolution:  OMA-BCAST-2006-0190R07)

	SC-old-002
	2006.03.30
	N
	Appendix D
	Source : Samsung and LGE
From : OMA-BCAST-2006-0316
Comment : 

The usage of current Global Status code is missing.

The description about the usage of Global status code for BGI is missing.

Proposed Resolution : 

Change Request OMA-BCAST-2006-0316 resolves this one.


	Status: Tentatively Closed
OMA-BCAST-2006-0316R02
is Tentatively Agreed.

	SC-old-003
	2006.04.01
	N
	New
	Source: China Mobile
From: OMA-BCAST-0264R1

Comment : 

The main purpose of this CR is to propose MBMS [3GPP 23.246] adaptation for the 4-layer service protection model described in the OMA BCAST service and content protection document [TS SCP]. In order to reduce the number of keys and parallel functions fulfilling the same security requirements as BCAST SCP has defined, the security architecture used by MBMS for 3GPP systems SHALL be reused as much as possible.
Proposed Resolution : 

Change Request OMA-BCAST-2006-0264R01 resolves this one.


	Status: Tentatively Closed  

OMA-BCAST-2006-0264R04
is Tentatively Agreed.


	SC-old-004
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280

Comment:

The default state of reserved bits is not defined.

Certain reserved bits in DVB-SPP are being used in BCAST.

Proposed Resolution:

Reserved bits in STKM message should be set to zero for harmonization. The proposed solution is presented in CR 292.
	Status: Tentatively Closed
OMA-BCAST-2006-0292
is Tentatively Agreed.



	SC-old-005
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

There is a byte alignment problem in the STKM message structure.

Permission flag is one bit, and the previous reserved bits are 6 bits.

Proposed Resolution:

Proposed solution is introduced in CR 289.
	Status: Tentatively Closed
OMA-BCAST-2006-0289

is Tentatively Agreed.

	SC-old-006
	2006.03.26
	N
	6.3.3

6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

RoID is defined as “NCName”  in ROAP schema. “/”, “@” and “#” are not legal characters for this type. Also, “hex” instead of “ascii” should be used for consistency.

Proposed Resolution:

Proposed solution is introduced in CR 290.
	Status: Tentatively Closed
OMA-BCAST-2006-0290R01
is Tentatively Agreed.



	SC-old-007
	2006.03.26
	Y
	6.3.3

6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

At several places, “+”  has been used to denote concatenation operation. For example,  calculations of service_CID, program_CID, program_BCI, deviceRoID,domainRoID  use “+” for concatenation.

Proposed Resolution:

“+” should be replaced by  “||”
	Status: OPEN



	SC-old-008
	2006.03.26
	N
	6.4.1
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

“key_indicator_length” parameter is missing for ISMAcryp in STKM message structure.

Proposed Resolution:

Proposed solution is introduced in CR 291.
	Status: Tentatively Closed
OMA-BCAST-2006-0291R01
Is Tentatively Agreed.



	SC-old-009
	2006.03.26
	N
	6.0
	Source: Nokia

From: OMA-BCAST-2006-0280
Comment:

The last  paragraph in Section 6.0 of the document is not very clear to us. The paragraph says:

 “Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS”. This sentence sets a normative requirement. However, this requirement does not seem to be for implementations but for the BCAST group itself.

Proposed Resolution:

Proposed solution is introduced in CR 293.
	Status: OPEN

	SC-old-010
	2006.04.01
	N
	6.2
	Source: China Mobile

From: OMA-BCAST-2006-0304R1

Comment:

Key hierarchy clarification for smartcard profile is necessary.
Proposed Resolution:

Key hierarchy clarification for smartcard profile by paragraphing the text of section 6.2 in TS SCP document (The latest version).
Describing how subscriber management key (SMK) is derived by using GBA.
Adding the procedures of requesting long term key from the terminal to the service provider
Proposed Resolution is introduced in CR 304R01.
	Status : OPEN


	SC-old-011
	2006.04.05
	N
	3.2
	Source: SEC WG

From: OMA-BCAST-2006-0343

Comment:

Definition of Secure Storage entity is missing

Proposed Resolution:

Proposed Resolution is introduced in OMA-BCAST-2006-0343.
	Status : Tentatively Closed
OMA-BACST-2006-0343R01
is Temporarily Agreed.


< OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D>
	ID
	Open Date
	Edit
	Section
	Description
	Status

	SC-New-0345
	2006.05.24
	N
	
	Source: Axalto, Qualcomm
From: OMA-BCAST-2006-0563
Comment:

The PROV-03 (Time based Broadcast Subscription) and PROV-04 (subscriptions based on effectively consumed content) in 6.2.6 OMA-RD-BCAST-V1-20060411-C.doc are not implemented in the smartcard profile specified in OMA-TS-BCAST-SvcCntProtection.

Linked Comment: comment 6 in 489R02.

Proposed Resolution:
The change request “OMA-Bcast-2006-0562 Smartcard profile MIKEY counter management” on the OMA-TS-BCAST-SvcCntProtection v1 specification provides the missing functionalities PROV-03 and PROV-04. 
	Status: Tentatively Closed
OMA-BCAST-2006-0680 is Tentatively Agreed and supersedes OMA-BCAST-2006-0562R03.


	SC-New-0346
	2006.05.24
	N
	
	Source: Axalto
From: OMA-BCAST-2006-0563
Comment:

Some clarifications must be added in the OMA-TS-BCAST-SvcCntProtection document to clarify the smartcard profile error management. 

Proposed Resolution:
Add some clarifications in relevant paragraphs.
	Status: Tentatively closed – Action as per corresponding part of OMA-BCAST-2006-0680


	SC-New-0395
	2006.05.24
	N
	
	Source: Cingular Wireless

From: OMA-BCAST-2006-0566

Comment:

OMA-BCAST-2005-0527R01-CR to TS-BCAST_SvcCntProt “Alternative SmartCard based Content Protection” was agreed in Oct 2005 as a CR to OMA-TS-BCAST_SvcCntProtection-V1_0-20050930-D.  However, for some reason, this CR was never implemented.   
Proposed resolution:

Given that OMA-TS-BCAST-SvcCntProtection-V1_0-20060412-D was created as a completely reorganised document from its previous version, the content of the original CR 2005-0527R01 should now be mapped into proper context according to the latest text in the new specification.

Precise placement and editing to incorporate the content of 2005-0527R01 in the latest TS-BCAST-SvcCntProtection-V1_0 will be submitted separately as a follow-up.
	Status: Tentatively Closed – Editorial Comment


	SC-New-0020
	2006.05.05
	N
	1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

Section 1: Scope, there is no text

Proposed Resolution:

Define the scope of the SPCP document.
	Status: Tentatively Closed 
OMA-BCAST-2006-0654R01 is Tentatively Agreed. 

	SC-New-009
	2006.05.02
	N
	10
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The access information pertaining to the traffic key is not present in the ESG. 

Furthermore, the word must is mentioned. Is it normative?
	Status: OPEN



	SC-New-0180
	2006.05.11
	N
	10.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Is this section needed? It talks about assumptions in the Service Guide. It mentions access information which is about the key stream. This is redundant with section 10.2 hence it is proposed to remove section 10.1.

Proposed Resolution:
Remove section 10.1.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0010
	2006.05.02
	N
	10.2.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Table ( Stream ID purpose: Text states “Numbers are limited to….” Could be clarified more:

Proposed Resolution:

Reword into: “Numbers are unique within a particular…


	Status: Tentatively Closed

OMA-BCAST-2006-0660R01 is Tentatively Agreed


	SC-New-0386
	2006.05.24
	N
	10.2.1

Table 15
	Source: Siemens

From: OMA-BCAST-2006-0565
Comment:

Table 15 of TS SvcCntProt lists four kmstype values:

oma-bcast-drm-pki

oma-bcast-gba-mbms

oma-bcast-gba-bcmcs
oma-bcast-prov-bcmcs

Section 5.1.2.4 in TS SG list six values for kmstype: oma-bcast-drm-pki
oma-bcast-gba_u-mbms
oma-bcast-gba_me-mbms
oma-bcast-gba_u-bcmcs
oma-bcast-gba_me-bcmcs
oma-bcast-prov-bcmcs

Section 6.3.2.1 of TS DVB Adaptation contains the following sentence: “In addition, KMS are signaled through parameter “kmstype” that supports four values of string type”

This comment will also be raised against TS SG and TS DVB Adaptation.

Proposed Resolution:
This contradiction must be resolved.


	Status: OPEN



	SC-New-0233
	2006.05.23
	N
	10.2.1,10.3.2
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
codec and enc-generic are defined in 10.2.1 whereas ISMACryp SDP signaling in 10.3.2 uses also "codec" and enc-isoff-generic to identify ISMACryp protected streams.  "codec" use should be harmonized or only applied to ISMACryp case. MIMEE type should be clarified for ISMACryp, is it used by ISMACryp 1.1 or just for the codec-generic solution, or both?
	Status: Tentatively Closed
OMA-BCAST-2006-0591
is Tentatively Agreed.


	SC-New-0263
	2006.05.23
	N
	10.2.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
“This Section gives descriptions of short-term key message (STKM) streams using SDP.”

STKM can be transported through other means in MBMS and BCMCS and that is not reflected here!

Proposed Resolution:

TBR.
	Status: OPEN

	SC-New-0181
	2006.05.11
	Y
	10.2.2.1,10.2.4.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
kmstype is declared in small caps, hence Kmstype in Table 20 & 22 should be corrected to kmstype. Also, order of parameters should be consistent in both tables.

Proposed Resolution:
Correct tables to show:

streamid

serviceprovider

kmstype
	Status: Tentatively Closed

OMA-BCAST-2006-0660R01 is Tentatively Agreed


	SC-New-0011
	2006.05.02
	N
	10.2.3
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

First paragraph is far from clear. An encrypted media stream can refer to 2 STKM streams per operator, but can contain multiple STKM streams in total
	Status: OPEN



	SC-New-0012
	2006.05.02
	N
	10.2.3
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The paragraph mentions examples from multiple service provider SDP, but it is unclear how this is constructed. It is also unclear whether this SDP information can be acquired over the interaction channel or not. 
	Status: OPEN



	SC-New-0182
	2006.05.11
	Y
	10.2.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
stkmStream has a capital letter. To be consistent with other attributes it is suggested to keep everything in small caps.

Proposed Resolution:
Change stkmStream to stkmstream everywhere in text and tables and examples.
	Status: Tentatively Closed

OMA-BCAST-2006-0660R01 is Tentatively Agreed


	SC-New-0295
	2006.05.24
	N
	10.2.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

It is generally not secure to share keys with many streams. If it is done, the derived keys should at least be different.

Similar comment as above. Either video and audio have their own key streams or then it is added that “that “the TEKs SHALL be further derived to ensure different keys for different streams”.

Proposed Resolution:

Change the text as follows:

“The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. In this case, the TEKs SHALL be further derived to ensure different keys for different streams. An encrypted media stream must refer to one ( in case only DRM or Smartcard profile is used) or two STKM streams ( one for DRM profile and one for Smartcard profile), each providing a secure delivery of the same Traffic Encryption Keys (TEKs) by a particular profile. Furthermore, there can be more than one STKM stream for a given profiles if there are more than one service provider.

Example:

A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM profile) STKM stream and one for KMS#2 (supporting smartcard profile) STKM stream. The TEKs are further derived to ensure different keys for different streams”
	Status: OPEN
(Proposed Resolution:  OMA-BCAST-2006-0660)


	SC-New-0013
	2006.05.02
	N
	10.2.3 and 10.2.5 3rd table
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The paragraph mentions an example of two different audio streams for a media stream. However, this is inco0nsistent the way the ESG is created. Declaring 2 audio languages in the SDP does not provide information to the end-user. A different audio language is indicated by a different schedule fragment and a separate access fragment. 
	Status: OPEN



	SC-New-0014
	2006.05.02
	N
	10.2.4
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

This is only required for BCRO’s. Therefore this section is confusing the way it is. Either clarify or move the section to the4 XBS spec.
	Status: OPEN



	SC-New-0264
	2006.05.23
	N
	10.2.4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
“This Section describes the description of LTKM stream using SDP.”

LTKMs can be transported through other means in MBMS and BCMCS and that is not reflected here!

Proposed Resolution:

TBR.
	Status: Closed – Same Resolution as for SC-New-0263

	SC-New-0015
	2006.05.02
	N
	10.2.5
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The 4th example with the 4th table is confusing. It is not clear whether current interfaces provide the information to create such an aggregated SDP. It is more logical that each service provider has it’s own ESG and it’s own SDP. 
	Status: OPEN

(Editor – Does OMA-BCAST-2006-0591 resolve this comment?)

	SC-New-0296
	2006.05.24
	N
	10.2.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Clarify in example 4 that the two key streams carry the same keys.

Proposed Resolution:

Change as follows: “Example 4:  This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity). The different key streams carry the same keys,”
	Status: Tentatively Closed

OMA-BCAST-2006-0660R01 is Tentatively Agreed


	SC-New-0387
	2006.05.24
	
	10.2.5
	Source: Siemens

From: OMA-BCAST-2006-0565
Comment:

The SDP examples 1 and 2 have the following flaws:

· audio and video should use even ports. The next odd port is used by convention  by the associated RTCP SR flow

· the port 49171 is used twice: by the RTCP SR flow for the audio and by the stkm stream

The SDP example 3 has the following flaws:

· the two audio streams are running on the same port (49170)

· the port 49171 is used multiple times: by the RTCP SR flow for the audio and by two stkm streams.

The SDP example 4 has the following flaws:

· video should use even ports. The next odd port is used by convention  by the associated RTCP SR flow

· the port 49171 is used twice: by the RTCP SR flow for the audio and by the stkm stream

Proposed Resolution:
This must be corrected.


	Status: Tentatively Closed

OMA-BCAST-2006-0660R01 is Tentatively Agreed


	SC-New-0234
	2006.05.23
	N
	10.3.X
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
SDP signaling does not mention encryption type. Would it not make sense to signal it so as to avoid a terminal decrypting STKM only to realize it does not support the encryption?
	Status: OPEN



	SC-New-0183
	2006.05.11
	N
	10.3.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
ISMACryp examples are missing, in particular for the codec generic transport solution

Proposed Resolution:
CR to be submitted with examples
	Status: Tentatively Closed
OMA-BCAST-2006-0591 and OMA-BCAST-2006-0655 are Tentatively Agreed.


	SC-New-0184
	2006.05.11
	N
	10.4
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
This section allows the link to the ESG to be made. Suitable text should explain how the signaling in the ESG is used to access SDP and key management information / contact the Rights Issuer etc. And a reference to the ESG document should be made!

Proposed Resolution:

	Status: OPEN



	SC-New-0185
	2006.05.11
	N
	11
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Details on SRTP in particular the use of MK and MS are missing from this section. See document OMA6BCAST-2006-SRTP_analysis for further information.
Proposed Resolution:
If the group agrees with conclusions in the SRTP analysis document, suitable text should be added somewhere in section 11.
	Status: OPEN



	SC-New-0242
	2006.05.23
	N
	11
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
There is no mention of TEK ID or of TEKs. To be consistent and complete the use of TEK identifier should be stated explicitly as should TEK ID length / TEK length. This should be done for SRTP, IPSec and ISMACryp as this would be of great assistance to have a global view of all key material, IDs, lengths.
	Status: OPEN



	SC-New-0243
	2006.05.23
	N
	11
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
11.3 talks about sharing streams when using SRTP. Having similar sections on IPSec and ISMACryp would make great sense and greatly help implementation / usage of the specification.
	Status: OPEN



	SC-New-0388
	2006.05.24
	Y
	11
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared using both DRM and Smartcard profiles.

Proposed Resolution:

This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared between different operators using both DRM and Smartcard profiles.


	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0225
	2006.05.11
	Y
	11,

11.1, 

1.1.1,

11.2,

11.3
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
Titles of sub-sections contain the text “for the DRM Profile and the Smartcard Profile”.

This seems redundant, and makes the titles unnecessarily long.

Proposed Solution:

On the title of the section 11, add “for the DRM Profile and the Smartcard profile”

On the titles of the sections 11.1, 11.1.1, 11.2 and 11.3, remove “for the DRM Profile and the Smartcard profile”
	Status: Tentatively Closed – Action as per Proposed Resolution



	SC-New-0265
	2006.05.23
	N
	11.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
This section contains text about MTK validity based on the assumptions that a terminal may use content that it is not supposed to.

However, the assumptions of the smartcard and the DRM profile imply that the terminal is trusted to do things such as deletion of keys promptly etc., so perhaps there is no need for MTK validity guidelines.  Instead terminals can be given guidance on when to stop using keys.

Proposed Resolution:

TBR.
	Status: OPEN

	SC-New-0389
	2006.05.24
	Y
	11.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

reference to 6.4.11 ? 
	Status: Tentatively Closed – Editorial Comment



	SC-New-0186
	2006.05.11
	N
	11.1,11.1.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Tables 24 & 25 do not mention key lengths, nor does the text. It would be useful to indicate this so that it is clear what they are and that they are the same.

Proposed Resolution:
Add key length information.
	Status: OPEN



	SC-New-0217
	2006.05.11
	N
	11.1.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Table 25 says SAK and PAK are derived from SAS and PAS. Is it not the other way round, i.e. SAS derived from SAK and PAS derived from PAK?
	Status: OPEN



	SC-New-0187
	2006.05.11
	N
	11.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Table 26 does not mention the length of the identifiers. Are there not restrictions? It would be useful to make this explicit by indicating what the size is. Can different key ids be used in ESG if the sizes are different for different profiles? Are they independent or not?

Proposed Resolution:
Indicate key ID size limitation or type if char / string. Clarify the above.
	Status: OPEN



	SC-New-0188
	2006.05.11
	Y
	11.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
STKMs are mentioned for DRM profile and Smartcard profile using 3GPP MBMS. A link to the relevant sections would be useful for the different profiles. Reference to R-UIM should be added or mention that they are not used.
	Status: OPEN



	SC-New-0297
	2006.05.24
	N
	11.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

From the text it is not clear that both GBA_U and GBA_ME are supported.

Proposed Resolution:

Change as follows: “For the DRM Profile, STKMs are delivered over UDP.

For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM (in case of GBA_U) and to a terminal (in case of GBA_ME)..”
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0189
	2006.05.11
	Y
	11.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Text is applicable to SRTP only, this should be made explicit in the section title

Proposed Resolution:
11.3 Sharing SRTP Protected Data Streams using both DRM Profile and Smartcard Profile
	Status: Tentatively Closed – Editorial Comment



	SC-New-0191
	2006.05.11
	Y
	11.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Text in yellow should be removed.

Proposed Resolution:
OMA-TS-BCAST_MBMS_Adaptation-V1_0-20060104-D
	Status: Tentatively Closed – Editorial Comment



	SC-New-0192
	2006.05.11
	N
	11.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Comment in yellow says two ways of using SEK ID exist and that it might be necessary to signal this within the STKM.

This should be considered by the group. Is signaling possible via STKM? Via SDP?
	Status: OPEN



	SC-New-0298
	2006.05.24
	Y
	11.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

First sentence “Two solutions have to be considered” is unclear. 

Proposed Resolution:

Change to “Two solutions for Sharing Protected Data Streams are described below”
	Status: Tentatively Closed – Editorial Comment



	SC-New-0299
	2006.05.24
	N
	11.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The requirement “SRTP implementations need to be able to differentiate between the MBMS (cf. Section ‎11.3.1) and non MBMS (cf. Section ‎11.3.2) compatible protected media streams.” is not acceptable as is. A solution needs to be specified that fulfils this requirement. Without, the spec is incomplete regarding this issue.
	Status: OPEN


	SC-New-0390
	2006.05.24
	N
	11.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

added introductionary part and some restructuring of text in subsections (11.3.1 and 11.3.2)  would make text clearer, also add 11.3.3 to discuss the advantages and disadvantages for the proposed solutions

Proposed Resolution:

provideCR on restructuring text
	Status: OPEN



	SC-New-0391
	2006.05.24
	N
	11.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

consistent usage of MSK_ID or MSK ID etc.

Proposed Resolution:

check needed
	Status: OPEN



	SC-New-0214
	2006.05.11
	N
	11.3.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
When using the MBMS compliant SRTP with multiple BSMs, each BSM must use the same MSK ID. Do we have such signaling in the specification? Do we need to?
	Status: OPEN



	SC-New-0193
	2006.05.11
	N
	11.3.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
It is not clear what the constraints, if any, are on the identifier lengths. E.g. for SRTP using MBMS key management the MSK ID and MTK ID have specific lengths. In BCAST, are we limited in the MKI length? SRTP RFC says MKI has configurable length.

Proposed Resolution:
Clarify the lengths.
	Status: OPEN




Status: Closed – Same Resolution as for SC-New-0299
	

	SC-New-0392
	2006.05.24
	N
	12
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

several changes to be discussed, in particular in 11.4 but also some editorial things above

- with the RI server (see Section ‎13.2.1? for the Smartcard profile).

- The HTTPS session MUST? be based on mutual authentication

- If the BCAST_Client_ID does not match the ID indicated by the client certificate, or if the ID reflects a device that has been revoked, or if the identification failed, or if the HTTPS session failed, then the RI server MUST? close the connection without providing the requested TBK and while returning a “Forbidden” error instead.

- figure 17 – arrow missing?

Proposed Resolution:

provide CR with proposal; consistency with MBMS needs to be checked
	Status: OPEN



	SC-New-0194
	2006.05.11
	N
	12.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
TBK_ID length is 32 bits. This should be indicated in the text.

Proposed Resolution:
If Terminal Binding is desired for any of the content being broadcasted, the Rights Issuer will define the TBK to be a randomly, or pseudo-randomly, generated key of 128 bits. This key will be shared by all compliant non-revoked devices. For each TBK generated, the RI will issue a unique 32 bit TBK_ID.
	Status: OPEN



	SC-New-0195
	2006.05.11
	N
	12.1 and sections therein
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
In ESG, TBK ID is called TerminalBindingKeyID. It is suggested to adopt that in main spec as well.

Proposed Resolution:
Editor: please do global search and replace for:

TBK ID changed to TerminalBindingKeyID

TBK_ID changed to TerminalBindingKeyID
	Status: Tentatively Closed – Editorial Comment



	SC-New-0197
	2006.05.11
	Y
	13
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
This whole section is specific to the smartcard profile using (U)SIM. It should be moved to the end of section 6

Proposed Resolution:
Move section 13 to the end of section 6.
	Status: OPEN



	SC-New-0393
	2006.05.24
	Y
	13
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

consistent usage BCAST Client ID or BCAST_Client_ID

Proposed Resolution:

to be checked
	Status: Tentatively Closed – Editorial Comment



	SC-New-0198
	2006.05.11
	N
	13.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
How is the allocation of BCAST_Client_ID values managed within OMA?
	Status: 
OPEN


	SC-New-0199
	2006.05.11
	N
	13.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Are any fields in the BCAST_Client_ID already used in DM and could the format be re-used?
	Status: 
OPEN


	SC-New-0200
	2006.05.11
	N
	13.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
How can the BCAST_Client_ID be put in a DM Management Object? It should be possible to place it there?
	Status: 
OPEN


	SC-New-0016
	2006.05.02
	N
	13.2
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

2nd sentence states that “..,it is only MANDATORY for content protection”. This is unclear. Mandatoriness should be coupled to a terminal feature, not to a selected technology by the service provider.
	Status: OPEN



	SC-New-0017
	2006.05.02
	N
	13.2.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Referral is made to TS [3GPP TS 33.222] Section 5.5. This is not a stable reference, as chapter numbers may change. 

Proposed Resolution:

Include the name of the section and specify TS version. 
	Status: OPEN



	SC-New-0201
	2006.05.11
	N
	13.2.6
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
The option to signal that an upgrade was available was removed by the group based on the existence of DM. However, the use of DM for such purpose is not explained. Either it is explained or the proposed upgrade_available_message should be reinstated to provide an optional upgrade_server_uri. Otherwise there is no mechanism available to signal that access is forbidden because the client version is not the latest version. This has serious security implications.
	Status: OPEN



	SC-New-0146
	2006.05.07
	
	14
	Source: Samsung

From: OMA-BCAST-2006-0436

Comment:
The current backend interface for the Service Protection is based on old architecture

Proposed Resolution:
The following CRs shows proposed backend interfaces based on BCAST-2006-0415-CR-Revised-SP-Architecture.

OMA-BCAST-2006-0421-CR-Backend-Interface-SP-2-2

OMA-BCAST-2006-0422-CR-Backend-Interface-SP-3

OMA-BCAST-2006-0423-CR-Backend-Interface-SP-4
	Status: OPEN
(Proposed Resolution:  OMA-BCAST-2006-0190R07)

	SC-New-0147
	2006.05.07
	
	14
	Source: Samsung

From: OMA-BCAST-2006-0436

Comment:
The current backend interface for the Content Protection is based on old architecture

Proposed Resolution:
The following CRs shows proposed backend interfaces based on BCAST-2006-0416-CR-Revised-CP-Architecture.

OMA-BCAST-2006-0424-CR-Backend-Interface-CP-2-3
OMA-BCAST-2006-0425-CR-Backend-Interface-CP-3

OMA-BCAST-2006-0426-CR-Backend-Interface-CP-4
	Status: OPEN
(Proposed Resolution:  OMA-BCAST-2006-0190R07)

	SC-New-0202
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Whole section is unreadable as message flows are missing.
	Status: OPEN



	SC-New-0203
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Section 14 in several places says HTTPs can be used to secure. It should be replaced by HTTPs SHALL be used

Proposed Resolution:
HTTPs SHALL can be used to secure
	Status: OPEN



	SC-New-0204
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
BSM should be able to refuse delegating STKM generation for security reasons, for example. This is not reflected in the messages.

Proposed Resolution:
Add a message allowing BSM to refuse STKM delegation from BSD/A or BSA.
	Status: OPEN



	SC-New-0205
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
It is never indicated whether the requested STKM should follow the DRM profile or the Smartcard profile or both. This is clearly missing.
	Status: OPEN



	SC-New-0206
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
For SRTP, MK and MS need to be provided to allow derivation of the encryption and authentication keys. This is not in the current messages.

Proposed Resolution:
Add SRTP MK and MS keys.
	Status: OPEN



	SC-New-0207
	2006.05.11
	N
	14
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
No normative text is given in terms of network equipment implementation. STKM generation should by default be in the BSM. Hence all interfaces allowing STKM delegation should be optional to implement.
	Status: OPEN



	SC-New-0071
	2006.05.05
	N
	14.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Text indicates TEK is sent from BSM to BSD/A.  However, it has been agreed in Doc-189R01 that TEK is only generated by BSD/A, and sent to BSM (over SP-4-3)
Proposed Resolution:
Correct all related text in this section (including all relevant sub-sections).
	Status: OPEN

	SC-New-0072
	2006.05.05
	N
	14.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Text indicates STKM is delivered from BSM to BSD/A.  However, it has been agreed in Doc-189R01 that this is done over SP-4-3 (currently absent in the SPCP spec).  
Proposed Resolution:
Remove all references to STKM delivery in this section (including all relevant sub-sections).
	Status: OPEN

	SC-New-0018
	2006.05.02
	N
	14.4
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

The technical difference between Service Protection and content protection is only the setting of the “protection after reception” flag in the STKM. 

Proposed Resolution:

Therefore, the CP section can be removed and the SP section can cater for the CP solution.  Wording should be changed to indicate that chapter 14 covers both SP and CP. 
	Status: OPEN




Status: Closed – Same Resolution as for SC-old-001
	

	SC-New-0396
	2006.05.24
	N
	14.x


	Source: Siemens

From: OMA-BCAST-2006-0571
Comment:

The XML schema for the Server Side Interface messages is missing.

Proposed resolution:

Create this schema as a separate file in the permanent documents area and reference it from the spec.

See doc #564R01 for a description of naming conventions.


	Status: OPEN



	SC-New-0397
	2006.05.24
	N
	14.x
	Source: Siemens

From: OMA-BCAST-2006-0571
Comment:

The data structures of the Server Side Interface messages can not be expressed as valid XML instances because they have no root element.

Proposed resolution:

Add a root element to all structures. Change all current elements “E” to “E1”

Consider converting simple elements of cardinality 1 or 0..1 into attributes of the new root element.


	Status: OPEN



	SC-New-0398
	2006.05.24
	N
	14.x
	Source: Siemens

From: OMA-BCAST-2006-0571
Comment:

Optional elements are given with cardinality=1

Proposed resolution:

Change to 0..1


	Status: OPEN



	SC-New-0399
	2006.05.24
	N
	14.x


	Source: Siemens

From: OMA-BCAST-2006-0571
Comment:

Data type “binary” is not valid in XML

Proposed resolution:

Change to “base64 encoded binary”.


	Status: OPEN



	SC-New-0208
	2006.05.11
	N
	15
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Section has been copied from ETSI specification. Should it not be informative or even removed? Has section 15.1 also been copied?
	Status: OPEN




Status: Closed – Same Resolution as for SC-New-0208
	

	SC-New-0209
	2006.05.11
	N
	16
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
This is related to the DRM profile and should therefore be placed in section 5.
	Status: OPEN



	SC-New-0266
	2006.05.23
	N
	16
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
This is a metering section for the DRM profile.  There should be one for the smartcard profile also.

Proposed Resolution:

TBR.
	Status: Tentatively Closed – Metering for Smartcard Profile is discussed in Tentatively Agreed OMA-BCAST-2006-0680 

	SC-New-0216
	2006.05.11
	N
	17
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
It is not clear at all what Interfacing to underlying BDS actually means. This should be clarified with introductory text just after the section heading.

As the BDS adaptation is about re-using underlying functionality, this typically restricts or constrains parameters in the main specification. This may not be desirable by a service provider who may wish to simply use the underlying BDS as a bearer. While this would typically mean interoperability with native BDS clients may no longer exist, this may be desirable as this can allow full BCAST functionality to be used, for example.

So how does a terminal know whether it should respect the main BCAST spec or whether it should limit itself as described in the adaptation specs? Should we know signal this in the ESG for example? Or in the STKM? E.g. with and "adaptation flag" ?

As the current adaptation specs overrule the main spec, me may end up with all BCAST terminals applying the BDS adaptation specs, losing some of the BCAST potential. Care should be taken to avoid this and to let the service provider make the choice. 
	Status: OPEN



	SC-New-0150
	2006.05.10
	N
	17.1,17.2,

17.3, 2.1
	Source: Nokia

Form: OMA-BCAST-2006-0447R01

Comment:
Section 17.2, 17.3 empty; Section 17.1 text not needed;

Reference to DVB adaptation specification missing in Section2.1 table.

.

Proposed Resolution:

 Text under Section 17.1 should be removed and BCMCS adaptations specifications should be referred.

Sections17.2 and 17.3 should refer to appropriate adaptation specification document.

Reference to DVB adaptation specification should be provided in Section 2.1 table.

The proposed solution is presented in CR408.
	Status: Tentatively Closed
OMA-BCAST-2006-0408R01
is Tentatively Agreed.

	SC-New-0394
	2006.05.24
	Y
	17.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

The BDS targeted by BCAST is IPDC over DVB-H, not DVB-H. 

Proposed Resolution:

Replace “DVB-H” by “IPDC over DVB-H” in the section heading of 17.3
	Status: Tentatively Closed – Editorial Comment



	SC-New-0302
	2006.05.24
	Y
	2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Many references are never used

Proposed Resolution:

Clean up references and remove unused ones
	Status: Tentatively Closed – Editorial Comment



	SC-New-0303
	2006.05.24
	Y
	2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

BCAST references do not follow agreed style

Proposed Resolution:

Use style agreed in OMA-BCAST-2006-0225R01-CR-harmonized-BCAST-crossreferences, in 2 and throughout the spec
	Status: Tentatively Closed – Editorial Comment



	SC-New-0019
	2006.05.04
	N
	2.1 – 3.2 – 3.3 - all
	Source: Axalto/Agere/Telefonica

From:  OMA-BCAST-2006-0395
Comment:

In the OMA-TS-BCAST-SvcCntProtection v1 document, there are missing essential smartcard references and definitions and a need of harmonization is required to clarify the meaning of the document.

Some comments are already in OMA-Bcast-2006-0359R1 from Sprint.

Proposed Resolution:
The change request “OMA-Bcast-2006-0396 smartcard clarifications” provides the necessary references, definitions and abbreviations and propose a harmonization of the terminologies used in the OMA-TS-BCAST-SvcCntProtection v1. 

	Status: Tentatively Closed
OMA-BCAST-2006-0396R03
is Tentatively Agreed.

	SC-New-0232
	2006.05.23
	N
	3.1
	Source: Orange

From: OMA-BCAST-2006-0529

Comment:
Sentence says Introduction is informative whereas it contains normative text.

Proposed Resolution:

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
	Status: Tentatively Closed – Editorial Comment




Status: Closed – Same Resolution as for SC-New-0232
	

	SC-New-0021
	2006.05.05
	N
	3.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The definition for Content Protection neglects to mention Smartcard Profile based solution.  In addition, the definition indicates that for content protection “it is NOT an access control mechanism only”, suggesting content protection also includes service protection, which is incorrect.

Proposed Resolution:

See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0022
	2006.05.05
	N
	3.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The word “Interactivity” is mis-spelled in the definition of Rights Object.

Proposed Resolution:

See correction in Doc-398.
	Status: Tentatively closed - 
OMA-BCAST-2006-0648 is Tentatively Agreed.

	SC-New-0023
	2006.05.05
	N
	3.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The definition for Service Protection is unclear.  It seems to suggest that service protection includes content protection capability.  It is proposed to remove text which can cause confusion.

Proposed Resolution:

See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0024
	2006.05.05
	N
	3.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

A new entry for MIKEY should be added
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0227
	2006.05.19
	N
	3.2
	Source: Philips

From: OMA-BCAST-2006-0505

Comment:

Definition of “Long-Term Key Message” and “Short-Term Key Message” missing. (Actually, placeholder for “Long-Term Key Message” exist already).
	Status: Tentatively Closed
OMA-BCAST-2006-0505R01
is Tentatively Agreed.

	SC-New-0238
	2006.05.23
	N
	3.2
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Rights Issuer not defined. It is used generically by DRM and Smartcard Profiles. It should be defined.
	Status: OPEN

Orange to produce CR OMA-BCAST-2006-0672 to resolve comment

(To be discussed in Beijing)

	SC-New-0239
	2006.05.23
	N
	3.2
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Should LTKM and STKM not be defined?
	Status: Closed – Same Resolution as for SC-New-0227

	SC-New-0240
	2006.05.23
	N
	3.2
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Transport encryption definition states this can be referred as Service Encryption but this does not mean anything.

Proposed Resolution:
The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.
	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0304
	2006.05.24
	N
	3.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Definition of Broadcast Channel Rights Object states that BCRO can only be delivered over broadcast channel. This contradicts previous discussion and agreement.

Proposed Resolution:

Change definition as follows:

“This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel or Interaction Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].”


	Status: Tentatively Closed – Re-word definition as:

This is a Rights Object used by DRM profile of the Service and Content Protection. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].


	SC-New-0305
	2006.05.24
	N
	3.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Definition of Rights Object states that RO can only be delivered over interaction channel. This contradicts previous discussion and agreement. Also there is a typo.

Proposed Resolution:

Change definition as follows:

“This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over Interactivity Channel or Broadcast Channel. Encoding of the RO is specified in [DRMDRM-v2.0].”
	Status: Tentatively Closed – Re-word definition as:

This is a Rights Object used by DRM profile of the Service and Content Protection. Encoding of the RO is specified in [DRMDRM-v2.0].


	SC-New-0025
	2006.05.05
	N
	3.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

MIKEY should be added to the list of abbreviations
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0077
	2006.05.05
	N
	3.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Abbreviations still contain ICRO. We believe this no longer exists and corresponds to a RO.

Proposed Resolution: 

delete ICRO
	Status: Closed as proposed.

	SC-New-0153
	2006.05.11
	N
	3.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
ICRO is defined. We no longer have ICROs but ROs.

Proposed Resolution:
Remove ICRO definition.
	Status: Closed – Same Resolution as for SC-New-0077


	SC-New-0276
	2006.05.24
	N
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

“BAK” is in BCMCS used for Broadcast Access Key. To avoid confusion the BCRO Authentication Key should be called differently

Proposed Resolution:

Call BCRO Authentication Key “BCAK”, throughout the document (search & replace)
	Status: Tentatively Closed as proposed.

	SC-New-0306
	2006.05.24
	N
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

ICRO is not used anymore

Proposed Resolution:

Remove ICRO
	Status: Closed – Same Resolution as for SC-New-0077

	SC-New-0307
	2006.05.24
	Y
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Many abbreviations used in the text are not explained

Proposed Resolution:

Add the following abbreviations:

GBA

GBA_U

GBA_ME

USIM

RUIM

BCI

LRV

NAF

BSF

PPV

SPI

MUI

RFC

SRTP

RTP

SVC

UTC

MJD

BCD

LSB

SA

AU

PDCF

DCF

MTU

AU

RAP

CTS

DTS

Plus other that are not yet in the table


	Status: Tentatively Closed – Editorial Comment



	SC-New-0347
	2006.05.24
	Y
	3.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

abbreviations missing

Proposed Resolution:

add missing abbr., e.g.

 TKM, MBMS, BSDA, BSM,BDS, NAF, BSF, SK, U(SIM), (R-)UIM, RK
	Status: Tentatively Closed – Editorial Comment



	SC-New-001
	2006.04.06
	N
	4
	Source: Siemens

From : BCAST/DLDRM email reflector (Anja Jerichow)
Comment:

In Section 4.5 (key management), shouldn't there be an introductory section on the DRM profile as well?

	Status : OPEN

Anja (Siemens) to produce a CR to resolve comment

	SC-New-0026
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The first two bullet points under this section can be made more clear by emphasizing that the first one is about content protection and the second is about service protection, and the main difference between them.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0027
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The 2nd paragraph says;

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

What about content protection?
Proposed Resolution:
Include a description of content protection in the 2nd paragraph.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0028
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current version says;

Therefore, service protection and content protection will be handled by two different security mechanisms.  

This is not true in case of the smartcard profile.
Proposed Resolution:
Fix text.
	Status: Tentatively Closed as No Action Needed

Qualcomm withdraws comment

	SC-New-0029
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The third bullet point under this section neglects to indicate the key function of encryption in service protection in three separate sentences.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0030
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The statement about replay attack should emphasize the prevention of such attacks.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0031
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The paragraph regarding service providers using content encryption in place of transport encryption should be improved to refer to content layer encryption and transport layer encryption.  In addition, content level encryption only provides a partial content protection solution, since it doesn’t address the permissions and constraints aspects of content protection (typically associated with rights management).
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0032
	2006.05.05
	Y
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The sentence directly before the bullet “Content protection” would be improved by prepending the words “For service protection”. 

Proposed Resolution:

See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0033
	2006.05.05
	N
	4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

Similar to the prior description on service protection, the description on content protection should point to the DRM 2.0 and Smartcard based solutions.

Proposed Resolution:

See proposed changes in Doc-398.
	Status: Tentatively Closed

OMA-BCAST-2006-0398R04 is Tentatively Agreed.

	SC-New-0078
	2006.05.05
	N
	4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
5.1 mentions content level encryption, ISMACryp should be specified

Proposed Resolution:
•
The content level , i.e. by encrypting Access Units before packetization occurs (ISMACryp).
	Status: Closed as proposed.

	SC-New-0079
	2006.05.05
	N
	4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Content protection section does not reflect use of smartcard profile

Proposed Resolution:
· Content protection: 
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications or using DCF as specified in this specification for the Smartcard Profile.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object for the DRM Profile and within STKMs for the Smartcard Profile. 
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption (IPSec, SRTP or ISMACryp). Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects and  STKM for the DRM Profile, or via the STKM for the Smartcard Profile.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted. 

	Status: OPEN

Orange to discuss with Charles (Qualcomm) and Sanjeev (Nokia) and produce resolution to comment



	SC-New-0277
	2006.05.24
	N
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Introduction could be more informative, the important aspect of BDS adaptation is not mentioned.

Proposed Resolution:

Add the following text (from 4.5) into 4.1:

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section ‎17.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:


	Status: Tentatively Closed – Action as per New Proposed Resolution
Ericsson to clarify whether the Proposed Resolution is a “Cut & Paste” or “Copy & Paste” from Section 4.5 to Section 4.1
New Proposed Resolution:

Add the following updated text to Section 4.1 at the end, before Section 4.2:

"Adaptations of the described service and content protection mechanisms to underlying BDSs are possible, and are described in Section 17 and in the respective adaptation specifications, e.g. [BCAST10-MBMS-Adaptation] [BCAST10-BCMCS-Adaptation] [BCAST10-DVBH-IPDC-Adaptation]."

	SC-New-0278
	2006.05.24
	N
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

In Bullet “Service Protection” and sub-bullets, it should be talked about management of keys rather than rights. 

Proposed Resolution:

Change the text as follows:

· A USIM/(R‑)UIM/Smartcard based solution for managing the keys.  This is referred to as the "Smartcartd Profile" (defined in Definition section).


	Status: Closed – Same Resolution as for SC-New-0029


	SC-New-0279
	2006.05.24
	N
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

In the normative text about support for DRM profile and SmartCard profile it is said “•
A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).”

The last part of the sentence is not quite true; the 3GPP work item “GBA Push” will at least in the future allow to provision keys to devices without interactive channel.

Proposed Resolution:

Add a note to the mentioned sentence: “Note: the ongoing 3GPP GBA Push work item will in the future allow to use GBA also for devices without cellular radio interface”
	Status: Tentatively Closed – Resolution is to modify sentence as follows:
“•
A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable based on current technology)”

	SC-New-0308
	2006.05.24
	N
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

It is not clear from the description whether OMA DRM 2.0 for download content protection is part of the DRM profile or not. Please add that information

Proposed Resolution:


	Status: Closed – Same Resolution as for SC-New-0292


	SC-New-0348
	2006.05.24
	N
	4.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

bullet service protection 

Sub-bullet 1: “to achieve this over broadcast channel”

Sub-bullet 2: “A USIM/(R )UIM/Smartcard based solution for managing the rights.  This is referred to as the "Smartcartd Profile" (defined in Definition section).”

Sub-bullet 5: does this refer to Ismacryp?

Paragraph x after the bullet list: 

“Service protection may include message authentication / integrity protection and replay attack.”
Proposed Resolution: 

1: to achieve this over the broadcast channel

2: This is referred to as the "Smartcard Profile" (SC-Profile).

5: clarify and add text if needed

X: Service protection may include message authentication / integrity protection and protection against replay attacks

	Status: Tentatively Closed – 
Action as per Proposed Resolution for 1, 2, and X.  Text for 5 is as in resolution for SC-New-0078.


	SC-New-0349
	2006.05.24
	N
	4.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

bullet service protection as well as bullet content protection: text includes double parts in a sentence : “may be recorded either encrypted or unencrypted” is the recording of unencrypted content really allowed?
Proposed Resolution:

check text
	Status: Tentatively Closed – No Action Needed
Text is valid as written.
Also, as John Bernsen writes in email to DLDRM reflector (16 Aug 2006):
"When having service protection only, unencrypted recording is OK. When content needs to be protected against unauthorized copying or rendering, it does not necessarily mean that content must be encrypted when recording. 

There are other (physical) ways to protect data against unauthorised access. Also when the content is recorded in encrypted form, 

then still, the device must physically protect the keys used for the encryption."



	SC-New-0350
	2006.05.24
	N
	4.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

add a table that summarizes that “An OMA BCAST terminal MAY implement Service Protection and MAY implement Content Protection.” To make text more readable
Proposed Resolution: 

BCAST Terminal

Service Protection

Optional

Content Protection

Optional


	Status: OPEN
(Discuss whether Service Protection or Content Protection is Mandatory in Beijing)


	SC-New-0351
	2006.05.24
	N
	4.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

make text more readable

Proposed Resolution:

move table 1 above the introductionary sentence “For BCAST Terminals with Content Protection:” change text “Table 1 and Table 2 summarise the possible scenarios:” appropriate
	Status: Tentatively Closed – Editorial Comment


	SC-New-0034
	2006.05.05
	N
	4.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.  AES-WRAP is also used by the terminal binding scheme to protect the TEKs.

Note: AES-Key Wrap seems to be not the primary choice in the XBS specification, so this is in fact not consitent.

KW’s output is larger than input and that may cause problems.

Proposed Resolution:
Further justification is needed or AES-ECB might be sufficient here!


	Status: Tentatively Closed – No Action Needed

Comment is vague


	SC-New-0035
	2006.05.05
	Y
	4.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

IPsec/ESP is not correct usage!
Proposed Resolution:
Replace with IPsec ESP
	Status: Closed as proposed.

	SC-New-0036
	2006.05.05
	N
	4.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

The efficiency and robustness of the solution is achieved by a new key delivery protocol and management scheme for the frequently changing TEKs.

Note: While the concept of frequent rekeying may have valid reasons, the smartcard profile requires trusted behavior from the terminal. That assumption and the text here are at odds.

Proposed Resolution:
Needs discussion and text updates.
	Status: Tentatively Closed
OMA-BCAST-2006-0616R01 is Tentatively Agreed.

	SC-New-0080
	2006.05.05
	N
	4.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Content protection paragraph actually refers to content encryption and hence ISMACryp.

Proposed Resolution:
· Content protection encryption as specified in OMA DRM 2.0 for files and for audio/video content [DRMCF-v2.0] [ISMACRYP1]. Appropriate extensions are provided for codec agnostic RTP transport of ISMACryp protected content protection encryption of broadcast RTP streams in this specification.
	Status: Tentatively Closed – Action as as per Proposed Resolution


	SC-New-0081
	2006.05.05
	N
	4.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Reason for choosing technologies does not mention content encryption i.e. ISMACryp.

Proposed Resolution:
Add bullet:

· ISMACryp allows encrypted content to be streamed. This means encrypted content stored in a file can be streamed at the server side and directly recorded in a file at the terminal side, without the need for decryption and re-encryption. Content encryption may be used to protect content during its complete lifetime, not only during transport.

	Status: Closed as proposed.

	SC-New-0309
	2006.05.24
	Y
	4.2 
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

There are 3 bullets on the use of DRM 2.0. Please merge them, otherwise it is not clear that this is just one technology.

Proposed Resolution:


	Status: Tentatively Closed – Editorial Comment



	SC-New-0310
	2006.05.24
	Y
	4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The third last bullet, “Among the various rights management alternatives …” is not a technical statement.

Proposed Resolution:

remove
	Status: Tentatively Closed – Editorial Comment



	SC-New-0311
	2006.05.24
	Y
	4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The second last bullet, “OMA DRM v2.0 uses interaction over a two-way …” is a repetition

Proposed Resolution:

remove
	Status: Tentatively Closed – Editorial Comment



	SC-New-0352
	2006.05.24
	Y
	4.2
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text includes always the phrase “in this document” and a few typos

Proposed Resolution:

check text, in particular if the phrase can be deleted

Set this text in brackets:

“Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.”

Maybe delete / add: 

• Among the various rights management alternatives, OMA DRM v2.0 is the one which makes OMA BCAST a part of the same value chain which will be used for selling content and services in the cellular world. 
	Status: Tentatively Closed – Editorial Comment



	SC-New-0037
	2006.05.05
	N
	4.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

Figure 1 does not label the layers with the “level” of the layer.

Proposed Resolution:
Number the layers in Figure 1. 
	Status: Tentatively Closed – Editorial Comment

OMA-BCAST-2006-0616R01 is Tentatively Agreed.

	SC-New-0038
	2006.05.05
	Y
	4.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

The solution is based on a four-layer cryptographic architecture.

Proposed Resolution:
Replace cryptographic with key management. 
	Status: Tentatively Closed
OMA-BCAST-2006-0616R01 is Tentatively Agreed.

	SC-New-0039
	2006.05.05
	N
	4.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

That does not apply to the smartcard profile!
Proposed Resolution:
Note that the above text applies to the DRM profile only! 
	Status: Tentatively Closed – Replace text with the following:
“For the DRM Profile, within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.”

	SC-New-0040
	2006.05.05
	N
	4.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

For the 2nd paragraph under Fig. 1, the current text does not consider the case of BCMCS as the BDS technology.  In BCMCS, the TEK is not encrypted by SEK/PEK, but is derived by the terminal from other received data.  In addition, in the Smartcard Profile based on (U)SIM, the TEK is carried in the MIKEY message as opposed to the STKM.

Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(AP:  Qualcomm to provide CR)

	SC-New-0041
	2006.05.05
	N
	4.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text says:

There is a reference to two-layer service and program functionality.  That raises consistency problems with the 4-layer model.
Proposed Resolution:
We need to revise the wording for the Program and Service differentiation!
	Status: OPEN
(AP:  Qualcomm to provide CR)

	SC-New-0082
	2006.05.05
	N
	4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
First sentence says protection can be done using service or content protection, this should be transport or content encryption. Depending on rights, service protection or content protection can be achieved.

Proposed Resolution:
Streaming can be done with content coming either from a live source or from a file. For streamed content, encryption mechanisms use the Four Layer model of Figure 1. Depending on the rights given, either service protection or content protection can be achieved.

	Status: Closed as proposed.

	SC-New-0083
	2006.05.05
	Y
	4.3
	Source:Orange

From: OMA-BCAST-2006-0400

Comment:
Figure 1 shows Device Key / Smartcard Key on the left-hand part of the 4-layer model whereas the right-hand part only shows the Device Key. "key" on the left should be changed to "Key".

Proposed Resolution:
Correct the text so that Device Key becomes Device Key /Smartcard Key
Left-hand side Device Key/Smartcard key becomes Device Key/Smartcard Kkey
	Status: Closed as proposed.

	SC-New-0084
	2006.05.05
	N
	4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Figure 1 says encrypted traffic over broadcast or interactive channel. Encrypted content should be mentioned as well.

Proposed Resolution:
Encrypted content over broadcast or interactive channel
	Status: Closed as proposed.

	SC-New-0280
	2006.05.24
	N
	4.3 
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Sentence “For streamed content, protection can be done using service protection and/or content protection” leaves unclear how service and content protection can be applied at the same time. This should be clarified since the reader could otherwise think double encryption is used.

Proposed Resolution:


	Status: Tentatively Closed – No Action Needed (sentence does not exist)

	SC-New-0281
	2006.05.24
	Y
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

In Fig. 1, text at right bottom is wrong.

Proposed Resolution:

Change in Fig. 1 bottom right “Device key” to “Device Key/Smartcard key” 
	Status: Tentatively Closed – Editorial Comment



	SC-New-0282
	2006.05.24
	Y
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Fig. 1 and all text below until start of 4.3.1 should get an own sub-section since the 4-latyer model should be highlighted in the document structure.

Proposed Resolution:

Make Fig 1 and all text below until current section 4.3.1. a new own subsection “4.3.1 Four-layer cryptographic architecture”
	Status: Tentatively Closed – Editorial Comment



	SC-New-0312
	2006.05.24
	N
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The text on TEK distribution (“The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages”) is wrong since it gives the impression STKMs can only be distributed over broadcast channel. 

Proposed Resolution:

Add explanation that STKMs can be distributed over broadcast or interaction channell
	Status: Tentatively Closed – Replace text with the following:
“The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.”

	SC-New-0313
	2006.05.24
	N
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The 4-layer Figure does not show that STKMs can be distributed over both broadcast or interaction channel. This was clear from a previous version of the Figure but has vanished again.

Proposed Resolution:

Modify Fig 1 to show that STKMs can be distributed over both broadcast or interaction channel
	Status: Tentatively Closed
OMA-BCAST-2006-0733 is Tentatively Agreed


	SC-New-0353
	2006.05.24
	Y
	4.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:
text added to include headline, reference to figure is twice in text

Proposed Resolution: 

4.3 Overview of Operation for Streaming of Content

4.3.1 The Four Layer Model

Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done using service protection or content protection. Both protection mechanisms use the Four Layer model.


	Status: Tentatively Closed – Editorial Comment



	SC-New-0355
	2006.05.24
	Y
	4.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:
Check whether to use Short Term Key Message or message

Proposed Resolution: 

Check for consistency or possibly use STKM instead
	Status: Tentatively Closed – Editorial Comment



	SC-New-0354
	2006.05.24
	N
	4.3 Figure 1 and text below
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

abbreviations missing in figure, further text to be improved

Proposed Resolution:

add abbreviations in figure, e.g. STKM and LTKM, DK(REK) or SC-key (REK)

CR to improve text
	Status: OPEN
(AP: Anja (Siemens) to provide CR)


	SC-New-0042
	2006.05.05
	N
	4.3.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The 2nd paragraph in this section should be revised.  It should be clarified that the chosen encryption method is indicated in the STKM, and in the case that STKM is not sent, such as in BCMCS, SRTP shall be used.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(AP:  Qualcomm to provide CR)

	SC-New-0043
	2006.05.05
	N
	4.3.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The 3rd paragraph description for DRM Profile case: “these messages are Rights Objects” should be clarified to become “these Long Term Key messages are referred to as Rights Objects”.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(AP:  Qualcomm to provide CR)

	SC-New-0044
	2006.05.05
	N
	4.3.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The last paragraph should refer to Smartcard-based profile as opposed to GBA mechanisms, since GBA is not (yet) designated for BCMCS in 3GPP2.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(AP:  Qualcomm to provide CR)

	SC-New-0085
	2006.05.05
	N
	4.3.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
ISMACryp should be mentioned when referring to content encryption.

Proposed Resolution:
· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).

	Status: Closed as proposed.

	SC-New-0086
	2006.05.05
	N
	4.3.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
DRM extension ROs are now called BCROs. Brackets should be removed. Also, the brackets mentioning DRM extensions and BCROs should put in the bullet when talking about broadcast mode

Proposed Resolution:
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel using DRM 2.0 extensions and Broadcast Rights Objects (BCROs), or

· Via an interactivity channel using DRM 2.0 ROs.


	Status: Closed – no action needed.

	SC-New-0087
	2006.05.05
	N
	4.3.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
GBA mechanism is mentioned but not pre-provisioned shared secret for 3GPP2.

Proposed Resolution:
· Using Smartcard Profile: GBA mechanisms for the Smartcard Profile using a (U)SIM or using a pre-provisioned secret key for the Smartcard Profile using a (R-)UIM . An overview of operation is given in Sections ‎6 and ‎7.
	Status: Closed as proposed.

	SC-New-0356
	2006.05.24
	Y
	4.3.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

check text 

“• Using GBA mechanisms. An overview of operation is given in Sections ‎6 and ‎7.”

Proposed Resolution:

references okay ? really overview to GBA in 6 and 7?
	Status: Tentatively Closed – Editorial Comment



	SC-New-0088
	2006.05.05
	N
	4.3.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
ISMACryp is not mentioned for content encryption. Service level encryption does not exist, only transport encryption. SRTP and IPSec can be mentioned.

Appropriate measures is vague. This means decrypting and re-encrypting.

Proposed Resolution:
For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, this may be issued by using TEKs to encrypt the content before packetization for transport or encapsulation in a file occurs (ISMACryp). On the other hand, content protection may also be provided using service level transport encryption (SRTP or IPSec) and appropriate measures in the receiving device to protect content inside the device. This means decrypting at the  transport level and then encrypting at the content level.
	Status: Closed as proposed.

	SC-New-0089
	2006.05.05
	N
	4.4
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Download of content only refers to DRM profile mechanism. Content actually means files.

Proposed Resolution:
Protection of content files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile. For the Smartcard Profile using (U)SIM a modified version of the DCF file format is defined in this specification.


	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0283
	2006.05.24
	N
	4.4
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The structure of sections 4.3 and 4.4, which should be corresponding, is not aligned. Specifically, sections on “Download Using Service Protection” and “Download Using Content Protection” are missing.

Proposed Resolution:

Add new subsections “Download Using Service Protection” and “Download Using Content Protection” under 4.4. and fill them
	Status: OPEN
(AP:  Ericsson to provide CR)

	SC-New-0045
	2006.05.05
	N
	4.5
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The references to section numbers in Fig. 2 is incorrect.
Proposed Resolution:
??
	Status: OPEN
(Probably will not be closed until the document is near completion)

	SC-New-0046
	2006.05.05
	N
	4.5
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text has

References to secure storage and that term is inconsistent between the DRM profile and the smartcard profile.
Proposed Resolution:
Need two separate sections describing the “secure storage” requirements between the DRM profile and the smartcard profile!
	Status: OPEN
(AP:  Qualcomm, Orange, GemAlto to provide CR)

	SC-New-0047
	2006.05.05
	N
	4.5
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The current text has

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.

Unfortunately, that is not true.  There are inconsistencies between how the different BDSs use SRTP and there is no common OMA-layer4 (there are also two other data security protocols in addition to SRTP).
Proposed Resolution:
Remove the claim!
	Status: OPEN
(Resolution depends on whether the claim is true upon completion of document)

	SC-New-0090
	2006.05.05
	Y
	4.5
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Figure 2 should be corrected to reflect the new document organization. It should help identify where the different profiles are in the document.
	Status: Closed – same as for SC-New-0045


	SC-New-0091
	2006.05.05
	Y
	4.5
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
A section for the DRM Profile Key Management should be created, referring to section 5.

Proposed Resolution:
4.5.1 DRM Profile Key Management

The DRM Profile key management is described in Section 5 (Editor: please add link to section 5).

4.5.21 Smartcard Profile Key Management

Editor: other section numbers corrected automatically too 


	Status: Tentatively Closed – Editorial Comment



	SC-New-0315
	2006.05.24
	N
	4.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Fig 2 is not correct anymore

Proposed Resolution:

Update Fig 2 to show correct ereferences
	Status: Closed – same as for SC-New-0045

	SC-New-0316
	2006.05.24
	N
	4.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The section below Fig 2 is redundant since storage of keys has been mentioned sufficiently in section 4.3

Proposed Resolution:

Remove the paragraph

“Regardless of the key management profile, the keys introduced by the four-layer key hierarchy SHALL be stored securely within the secure storage entity so that only the TEK among cryptographic keys MAY be exposed outside of the secure storage upon request from authorized applications.

”
	Status: Tentatively Closed – Action as as per Proposed Resolution


	SC-New-0357
	2006.05.24
	Y
	4.5
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

“DVB CBMS” is not the name of a BDS.

Proposed Resolution:

Replace by “IPC over DVB-H”.


	Status: Tentatively Closed – Editorial Comment



	SC-New-0358
	2006.05.24
	Y
	4.5 Figure 2
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

references in figure 2 not correct
Proposed Resolution:

check references
	Status: Tentatively Closed – Editorial Comment



	SC-New-0048
	2006.05.05
	N
	4.5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

In the paragraph beginning with “For GBA_U based implementation”, reference to (R-)UIM should be removed, since GBA_U currently does not apply to BCMCS.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(Resolution depends on outcome of discussions on CR OMA-BCAST-2006-0694)

	SC-New-0049
	2006.05.05
	N
	4.5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

In Table 3, the term “BCAST channel” in rows 3 and 4 should be corrected as “broadcast channel”.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: Tentatively Closed – Action is the indicated change

	SC-New-0050
	2006.05.05
	N
	4.5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
In conjunction with the description of how 3GPP MBMS provides mechanisms to ensure message integrity, add a statement that 3GPP2 BCMCS provides similar capability.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(Resolution depends on outcome of discussions on CR OMA-BCAST-2006-0694)

	SC-New-0092
	2006.05.05
	Y
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section details generic keys for smartcard profile. 3GPP and 3GPP2 specific information should be placed in the relevant sections for 3GPP and 3GPP2 key  management. This comment removes the specific information. See below for 3GPP and 3GPP2 specific sections.

Proposed Resolution:

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102], or a registration key RK stored on a (R-)UIM for 3GPP2 system).


	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0096
	2006.05.05
	N
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Note is rather confusing. It is probably best to delete it.

Proposed Resolution:
Note: if only service protection is required then LTKM MUST transport a SEK or a PEK, whereas if additional content protection using Digital Rights Management is required then the LTKM MAY also transport Rights Objects (ROs).  However, this is outside the scope of the Smartcard profile specifications.


	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0097
	2006.05.05
	Y
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Missing links to correct sections. Editor asked to add links to sections. Should refer to (U)SIM and (R-)UIM.

Proposed Resolution:
The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083-A), to enable service &/or content protection. In the context of the BCAST 4-layer key hierarchy, a key management solution is provided using the smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Sections [TBD Editor: please add link to section 6] for 3GPP (U)SIM and [TBD Editor: please add link to section 7] for 3GPP2 (R-)UIM.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0098
	2006.05.05
	Y
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
ISMACryp instead of content encryption.

Proposed Resolution:
The Smartcard key management allows access to Layer 4 Content Layer irrespective of the type of encryption used (SRTP, IPSec or content encryption ISMACryp).
	Status: Tentatively Closed – Editorial Comment



	SC-New-0099
	2006.05.05
	Y
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Reference is made to Section 6.1, 6.1.1 and 6.1.2, these correspond to the old spec. These should be replaced by the editor with the correct links.

Proposed Resolution:
Section 6.1 Editor: please insert link to section 4.5.2 relates to different BDS architectures that can be used with the Smartcard Profile. These are explained in Sections 6.1.1 Editor: please insert link to section 4.5.2.1 and 6.1.2, Editor: please insert link to section 4.5.2.2 for the smartcard profile using MBMS key management.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0100
	2006.05.05
	Y
	4.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Two paragraphs provide information on the treatment of TEKs, one for the (U)SIM, the other for the (R-)UIM. As the section is generic to both, it is suggested to move these to the relevant section in Sections 6 and 7 i.e. those on layer 3.

Proposed Resolution:
Move the following text from 4.5.1 to the end of the section on Delivery of TEKs using MIKEY (section 6.4.1.1):

"For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM/(R‑)UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK."

Move the following text from 4.5.1 to the end of section 7.5 and before 7.5.1:

"For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal."
	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0284
	2006.05.24
	N
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

There are incorrect statements about 3GPP security that need to be changed.

Proposed Resolution:

Change “Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re-used [3GPP TS 33.246].” to “Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the security of exchanged messages will be re-used [3GPP TS 33.246].”
	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0317
	2006.05.24
	Y
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Typo “provider1”

Proposed Resolution:

Change to “provider”


	Status: Tentatively Closed – Editorial Comment



	SC-New-0343
	2006.05.24
	N
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

In the second paragraph "The secret key referred as "Smartcard key" (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs ...": is SK really K (the long term user key) in UICC or Ks-NAF in GBA case? In any case a statement should be added that K is unknown to the BCAST service provider if the cellular network operator is not the same as the BCAST service provider.

Proposed Resolution:

· Mention Ks-NAF (if applicable)

· Add a statement saying that K is unknown to the BCAST service provider if the cellular network operator is not the same as the BCAST service provider
	Status: Tentatively Closed – Editor is to add the statement in the Proposed Resolution.
(In answer to the questions in the comment, SK = K)


	SC-New-0359
	2006.05.24
	N
	4.5.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

“The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R )UIM, a Subscriber Management Key (SMK) is established between the USIM/(R )UIM or the terminal (depending on the key management implementation) and the service provider . SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM).”
Proposed Resolution:

correct “The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the SK that resides in the USIM/(R )UIM, a Subscriber Management Key (SMK) is established between the USIM/(R )UIM or the terminal (depending on the key management implementation) and the service provider . SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM).” 

add afterwards a clarification sentence, why different key management implementations. In particular explain the GBA approach.
	Status: OPEN

(AP: Siemens to provide CR)

	SC-New-0360
	2006.05.24
	N
	4.5.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

“Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation.”

Proposed Resolution:

Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, within the USIM for GBA_U implementation, or on the terminal for GBA_ME implementation.
	Status: Tentatively Closed – Editorial Change


	SC-New-0362
	2006.05.24
	N
	4.5.1 Tabelle 3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment: 

· key layer 0 is not used in text afterwards and it is strange to use it while talking about the 4-key layer model

· add a row for message abbreviations (layer 2 - LTKM, layer 3 - STKM)

· storage location in layer 1 and layer 2 rows: “and Terminal” should be “or Terminal”

· layer 3, row key hierarchy: unclear statement: “Encrypted with SEK or PEK or derived from SEK or PEK and sent over the BCAST channel”
· what about TBK
Proposed Resolution:

to be discussed
	Status: OPEN



	SC-New-0363
	2006.05.24
	N
	4.5.1 text below table 3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:  

· re use – change to re-use

· what is meant by Smartcard profile specifications

· delete or add TBDs

· correct references 6.1 should be 4.5.2 etc.

Proposed Resolution:

check and correct
	Status: OPEN



	SC-New-0285
	2006.05.24
	N
	4.5.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

“The diagrams in the sections below show the use of the smartcard profile using MBMS key management” is misleading

Proposed Resolution:

Change “The diagrams in the sections below show the use of the smartcard profile using MBMS key management” to “The sections below show the use of the smartcard profile using MBMS key management”
	Status: OPEN


	SC-New-0051
	2006.05.05
	N
	4.5.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Fig. 3 needs to be somehow modified to indicate that for MBMS and BCMCS cellular-based BDS, content and STKM should be delivered from BSDA to the BDS-SD (before delivery over the broadcast bearer), as opposed to BSDA having direct access to the broadcast bearer.
Proposed Resolution:
Add BDS-SD entity to diagram above the block indicated “Point to multipoint bearer”, similar to the architecture shown in the AD, and have the bearer and signaling paths from BSDA terminate on the BDS-SD.
	Status: OPEN

	SC-New-0052
	2006.05.05
	N
	4.5.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Fig. 3 presumes the BCAST service provider is also the MBMS network operator, and whereby the BSM and BSD/A are integrated with the BM-SC.  Such assumptions should be stated.  Also, this architecture would not support the scenario of a single MBMS network carrying broadcast services on behalf of multiple BCAST service providers (and hence existence of multiple BSMs).  In that case, the architecture would require a BDS-SD (i.e. BM-SC) to reside between the BDS bearers and the BCAST servers.
Proposed Resolution:
Add BDS-SD entity to diagram above the blocks indicated “Point to multipoint bearer”, and “Point to point bearer”, similar to the architecture shown in the AD.  In addition, bearer and signaling paths from BSDA and BSM should be shown to traverse the BDS-SD and cellular-based BDS in reaching the terminal.
	Status: OPEN

	SC-New-0053
	2006.05.05
	N
	4.5.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
In this section, the STKM is said to be delivered point-to-point or point-to-multipoint, elsewhere it is not so clear and thus inconsistent.
Proposed Resolution:
Clearly explain how the STKM is delivered and explain when point-to-multipoint delivery vs. point-to-point delivery makes sense!
	Status: OPEN

	SC-New-0054
	2006.05.05
	N
	4.5.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
The last paragraph makes a reference to unicast in the context of layer-4.
Proposed Resolution:
Remove the reference to unicast!
	Status: Tentatively Closed – No Action Needed
(Qualcomm withdraws comment as per conference call on 16 Aug 2006)



	SC-New-0101
	2006.05.05
	Y
	4.5.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Error code is apparent below figure 3. It should be (*).
Proposed Resolution:
Editor to fix.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0103
	2006.05.05
	Y
	4.5.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section nos are TBD. Add correct link.

Proposed Resolution:
This is explained in [TS 33.246] for 3GPP. This can also be obtained on a pre-shared key basis as explained in Section [TBD] Editor: please insert link to section 7.3 for 3GPP2. 

· LTKM Delivery: This corresponds to layer 2 of the BCAST 4-layer key hierarchy model. After the trust relation is established with the NAF, the (U)SIM/(R-)UIM or the terminal (depending on the key management implementation) may request the long-term keys and related parameters to the NAF, or alternatively, the NAF may send them automatically. This information is delivered in the LTKM to the (U)SIM/(R-)UIM or the terminal, via the point-to-point bearer. This is explained in Section [TS 33.246] for 3GPP and in [TBD] Editor: add correct reference or link to section 7.4 for 3GPP2.

· STKM Key Delivery: This corresponds to layer 3 of the BCAST 4-layer key hierarchy model. The key management protocol uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the (U)SIM/(R-)UIM or the terminal. This is explained in Section Editor: please add link to section 6.4 [TBD] for 3GPP and in Editor: please insert link to section 7.5 [TBD] for 3GPP2.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0318
	2006.05.24
	Y
	4.5.2.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

* is used in Fig but not explained

Proposed Resolution:

Add explanation for “*” in Fig 3
	Status: Closed – Same Resolution as for SC-New-0101

	SC-New-0364
	2006.05.24
	N
	4.5.2.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text below figure 3 compare with text below figure 4.

Check TBDs
	Status: OPEN



	SC-New-0319
	2006.05.24
	Y
	4.5.2.1 and 4.5.2.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Caption of Figures are broken

Proposed Resolution:

Fix caption of Figures
	Status: Tentatively Closed – Editorial Comment



	SC-New-0102
	2006.05.05
	Y
	4.5.2.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Error code is apparent below figure 4. It should be (*).
Proposed Resolution:
Editor to fix.
	Status: Closed – Same Resolution as for SC-New-0101

	SC-New-0365
	2006.05.24
	Y
	4.5.2.2
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

change title of figure 4 in non-capitalized lettes 
	Status: Tentatively Closed – Editorial Comment



	SC-New-0366
	2006.05.24
	Y
	4.5.2.2
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

The BDS targeted by BCAST is IPDC over DVB-H, not DVB-H. 

Proposed Resolution:

Replace “DVB-H network” by “IPDC over DVB-H” in the following original text:

In a mixed or hybrid scenario (e.g: DVB-H network + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.
and replace “e.g. DVB-H” by “e.g. IPDC over DVB-H” in the following original text:

· Broadcast Service Discovery: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above BUT STKMs may be delivered over the broadcast only BDS (e.g: DVB-H) or via the cellular interaction channel.

· Access to Protected Content: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H).


	Status: Tentatively Closed – Editorial Comment



	SC-New-0321
	2006.05.24
	Y
	4.5.2.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Do not use uppercase words “BUT”

Proposed Resolution:

Replace all occurrences of “BUT” by “but”
	Status: Tentatively Closed – Editorial Comment



	SC-New-0377
	2006.05.24
	N
	5
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

several sections (5.6 – 5.9) with TBDs, need to be filled 
	Status: OPEN



	SC-New-0274
	2006.05.23
	N
	5, 6, and 7
	Source: Motorola

From: OMA-BCAST-2006-0537
Comment: 
Agreed CR OMA-BCAST-0422R04-CR-SG_Blackout_Service_Reception_Areas makes the case that blackout requirement is reflected in the BCAST RD, in the form of HLFR-02, HLFR-03, SD-10, SD-17 and FILE-07.  Indeed, the SG Technical Specification under review (OMA-TS-BCAST_ServiceGuide-V1_0_0-20060324-D) contains a “Polarity” attribute to indicate whether the associated target area is intended for reception or blackout of the service or content item.  There is no current support for blackout as is mandated by the BCAST RD in the Service and Content Protection Technical Specification under review.  This support needs to be added to the Service and Content Protection Technical Specification.

Proposed Resolution:

CR TBD
	Status: Tentatively Closed – No action needed; seen as valuable enhancement but not a consistency review comment.

	SC-New-002
	2006.04.06
	N
	5,6,7
	Source: Siemens

From : BCAST/DLDRM email reflector (Anja Jerichow)
Comment:
There are two sub-sections labelled as Layer 4.
Proposed Resolution:

Just keep Layer 4 as one section, which has two sub-sections (streaming/dl)
	Status : OPEN

	SC-New-0055
	2006.05.05
	N
	5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Need text in 5,1
Proposed Resolution:
Remove TBD and provide text.
	Status: Closed – Same Resolution as for SC-New-0104

	SC-New-0104
	2006.05.05
	Y
	5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Introduction is TBD

Proposed Resolution:
Someone to provide an introduction.
	Status: Tentatively Closed
OMA-BCAST-2006-0407R01
is Tentatively Agreed.

	SC-New-0367
	2006.05.24
	N
	5.1 
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text missing
	Status: Closed – Same Resolution as for SC-New-0104

	SC-New-0322
	2006.05.24
	N
	5.1, 5.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Empty sections

Proposed Resolution:

These sections need to be filled (removing is not an option)
	Status: Closed – Same Resolution as for SC-New-0104


Status: Closed – Same Resolution as for SC-New-0105
	

	SC-New-0105
	2006.05.05
	Y
	5.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Key Provisioning is empty. Propose to remove Layer 0.

Proposed Resolution:
5.2 Layer 0: Key Provisioning

Add text.


	Status: Tentatively Closed

OMA-BCAST-2006-0407R01

is Tentatively Agreed.


Status: Closed – Same Resolution as for SC-New-0105
	

	SC-New-0369
	2006.05.24
	N
	5.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

title is registration but text talks mainly about BC domains

Proposed Resolution:

clarify
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0106
	2006.05.05
	Y
	5.3.
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section 5.3 Registration goes directly into definition of broadcast domains. A short paragraph should mention registration using ROAP via interactive channel or the offline method described in the XBS document

Proposed Resolution:
Someone to do the above.
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0057
	2006.05.05
	N
	5.3.1.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Current text says:

For service domain join/leave operations, it almost follows the current 4-layer key hierarchy model in the OMA BCAST AD, but only the definition of Layer 1 is extended to include terminal registration and domain management.
Proposed Resolution:
The notion of “almost” follows the 4-layer model is unclear.  Please clarify.
	Status: Tentatively Closed
OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0107
	2006.05.05
	Y
	5.3.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
areis in 2nd paragraph.

Proposed Resolution:
Terminals in a service domain areis allowed to share the same contents and the same services with at least one other device within the service domain, subject to permissions specified by content or service providers. The advantage of service domains is that communicating changes in SEK or PEK consumes very little bandwidth.
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0323
	2006.05.24
	Y
	5.3.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Section contains some typos, e.g. “may be is called as” and “areis”

Proposed Resolution:

Do linguistic cleanup of the section
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0370
	2006.05.24
	N
	5.3.1.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text is doubled: For service domain join/leave operations, it almost follows the current 4-layer key hierarchy model in the OMA BCAST AD, but only the definition of Layer 1 is extended to include terminal registration and domain management. – see end of section 5.3.1.2 
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0267
	2006.05.23
	N
	5.3.1.1 and 5.3.1.2
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

The text on domains is not clear, e.g. Is a service domain the set of terminals sharing a common group key or common SEK/PEK or both? Also Vodafone is not sure there is any value in defining a Service Domain when it doesn’t seem to be used as a concept anywhere else in this specification? In addition, Vodafone finds the section on Device Domain confusing. We assume this is the same concept as defined in OMA DRMv2 and referenced in the XBS documents (Section 6.4). If this is the case we recommend a reference to the relevant section in the XBS document. If this assumption is incorrect we suggest that the concept needs to be clarified and renamed.  

Proposed Resolution:

Vodafone will draft a CR if others agree
	Status: Tentatively Closed.  Action is for SPCP TS Editor to send email to XBS Editor to see whether contents of Document BCAST-2006-0663R02 should be moved from SPCP TS to XBS document.


	SC-New-0324
	2006.05.24
	N
	5.3.1.1.
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

There is a non-technical statement “For service domain join/leave operations, it almost follows the current 4-layer key hierarchy …”

Proposed Resolution:

Replace “almost” by an explanation what the difference is
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0325
	2006.05.24
	N
	5.3.1.1.
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Reference to “latest spec” should be avoided

Proposed Resolution:

Change text as follows:

“… which is defined in […].”
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0058
	2006.05.05
	N
	5.3.1.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Current text says:

To address service and content protection when domains exist, it seems that the current 4-layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.
Proposed Resolution:
Need details on how to extend Layer 1 to include domain management.  Perhaps the XBS specification provides for this capability for the DRM profile (in that case, please add a reference).  In the smartcard profile, if there is no concept of domains, then we need to qualify this statement accordingly.
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0215
	2006.05.11
	N
	5.3.1.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Last paragraph seems to be editorial. Does the 4-layer model apply when the domain concept is used or not? Should the paragraph not be removed?
	Status: Tentatively Closed – No Action Needed

Comment is vague


	SC-New-0326
	2006.05.24
	Y
	5.3.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Typo “groupdomain key”

Proposed Resolution:

Correct typo
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0344
	2006.05.24
	N
	5.3.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The second paragraph contains text that duplicates 5.3.1.1.

Proposed Resolution:

Review text and remove duplicate information
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0371
	2006.05.24
	N
	5.3.1.2 
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text should be shifted: “There are two possible types of broadcast domains.  In one type, all terminals that subscribe to a service or a service bundle share a common group key.  Service encryption keys (SEK) or Program encryption keys (PEK) then would be encrypted using this common group key.  We call this type of broadcast domains a service domain.  Terminals in a service domain can share content and services with any other terminal in the same service domain, subject to permissions specified by content or service providers.  The advantage of service domains is that communicating changes in SEK consumes very little bandwidth.”

Proposed Resolution:

use text as intro to 5.3.1; shift above 5.3.1.1
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0372
	2006.05.24
	N
	5.3.1.2
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:
double-text : Another possible type of broadcast domains is a collection of terminals that are defined, limited, and managed by an authorizing entity, such as a rights issuer.  We call this type of broadcast domains a device domain.   

Proposed Resolution:

make consistent with 5.3.1.1
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0327
	2006.05.24
	N
	5.3.1.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Last section does not make too much sense and is not a specification.

Proposed Resolution:

Remove “To address service and content protection when domains exist, it seems that the current 4-layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.”
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0373
	2006.05.24
	Y
	5.3.2.1 
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment: 

· use bullets for referencing case 1-3, delete in beginning 

· “For device domains, three additional use cases”  
	Status: Tentatively Closed

OMA-BCAST-2006-0663R02 is Tentatively Agreed

	SC-New-0218
	2006.05.11
	N
	5.4
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
This section is empty.

It is proposed to add text to give a short introduction to the section.

The introduction should also mention about two formats for LTKM ( (i.e. “standard” RO and BCRO)

Proposed Solution:
See CR-477.
	Status: Tentatively Closed
OMA-BCAST-2006-0477
is Tentatively Agreed.

	SC-New-0059
	2006.05.05
	N
	5.4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Current text has a reference to “Layer 3 Keys”
Proposed Resolution:
We need to either explain that usage clearly or use the key names (SEK, PEK, TEK) consistently.
	Status: Tentatively Closed
OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0060
	2006.05.05
	N
	5.4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Current text claims that XML usage for BCROs is inefficient!  This is inconsistent as we use XML for Service Guide which is also very large!
Proposed Resolution:
Need to resolve the inconsistent usage of binary vs. XML coding of OMA BCAST messages.
	Status: Tentatively Closed
No Action Needed (Qualcomm withdraws comment during conference call on 30 August 2006)

	SC-New-0061
	2006.05.05
	N
	5.4.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Current text claims that “Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update SEKs.”

This seems wrong since the transmitter signs once irrespective of how many receivers there might be!
Proposed Resolution:
Clarify or delete the claim!
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0108
	2006.05.05
	Y
	5.4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Text is highlighted in yellow saying "to be defined later".
	Status: Closed – Same Resolution as for SC-New-0219

	SC-New-0109
	2006.05.05
	N
	5.4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
reference is made to service key messages in the first paragraph. Are these not BCROs?

Proposed Resolution:
Service Encryption Keys (SEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within rights objects (ROs) or directly by using service key messages BCROs, whose format is to be defined later.  
	Status: Closed – Same Resolution as for SC-New-0219

	SC-New-0110
	2006.05.05
	Y
	5.4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
BCRO is Broadcast Channel RO.

Proposed Resolution:
If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression.  An RO thus encoded is called a Broadcast Channel RO (BCRO) for delivery.  The choice of whether to use binary encoding or compression to BCROs is TBD.  The syntax for binary encoding and the mechanism for compression is TBD.


	Status: Tentatively Closed – Editorial Comment (No Action Needed because BCRO is defined as Broadcast Rights Object)


	SC-New-0219
	2006.05.11
	N
	5.4.1
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
This section contains a number of yellow marked texts. They should be removed / replaced with a proper text.

Proposed Solution:
See CR-478.
	Status: Tentatively Closed
OMA-BCAST-2006-0478R01
is Tentatively Agreed.

	SC-New-0268
	2006.05.23
	N
	5.4.1
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

It is not clear what the following text implies: 

“Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.” 
XBS specification section 7.2.1. defines the optional ability to sign a BCRO. A10.3 in XBS specification says that all BCROs will include a MAC for authentication and integrity checking. Text should indicate options available. Is A10.3 normative or informative?

Proposed Resolution:

Clarification required
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0328
	2006.05.24
	N
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The section contains statements about functions to be defined later (yellow highlighted text parts)

Proposed Resolution:

Remove those sentences
	Status: Closed – Same Resolution as for SC-New-0219

	SC-New-0329
	2006.05.24
	N
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The text mandates that BCRO is used over broadcast channel: “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression”. However, this interferes with possible business models. It is possible to distribute normal DRM 2.0 ROs over broadcast channel. This should not be disallowed  since there is not technical reason to disallow it.

Proposed Resolution:

Change “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression” to “If the LTKM is transmitted over the broadcast channel, then the RO MAY be encoded using a suitable binary encoding or compression”
	Status: OPEN
Ericsson is to clarify comment SC-New-0329.  It is not clear why a “MAY” is to be used in place of “SHALL” since, at present, the only way to transmit ROs over broadcast channels is BCRO.  Also, it is not clear what business models would be prohibited by use of BCROs.

	SC-New-0330
	2006.05.24
	N
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Text contains requirements on BCROs. They do not belong here and can be removed altogether.

Proposed Resolution:

Remove “BCROs for delivery SHOULD satisfy the following requirements:

· Efficient use of Broadcast Bandwidth.  Textual XML-based objects are verbose.  The broadcast channel is used to transmit BCROs for terminals with no interactive channels, and the broadcast bandwidth used for transmitting textual XML-based objects can be quite large.

· Performance/Scalability.  In the case of a broadcast service, there can be a very large number of users that are all tuning in to a live event and thus performance is critical.  Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update SEKs.

· Economy of Implementation.  Many implementations use security facilities (e.g., SIM cards) that, for reasons of cost, are normally constrained in terms of computing power and available storage.  Such facilities are not normally able to run a full XML parser.”
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0374
	2006.05.24
	N
	5.4.1 
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

text mismatches : ”to be defined later"

Also check SHOULD and MAY usage 
	Status: Closed – Same Resolution as for SC-New-0219

	SC-New-0111
	2006.05.05
	Y
	5.4.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Reference is missing for XBS document.

Proposed Resolution:
Extensions to OMA DRM v2.0 for broadcast rights objects, i.e. optimized Rights Objects distributed over the broadcast channel, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0].
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0331
	2006.05.24
	N
	5.4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Section restricts BCROs to broadcast distribution. This needs to be changed.

Proposed Resolution:

Change “Extensions to OMA DRM v2.0 for broadcast rights objects, i.e. optimized Rights Objects distributed over the broadcast channel, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document.” to “Extensions to OMA DRM v2.0 for broadcast rights objects, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document.’
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0112
	2006.05.05
	N
	5.4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
SEAKs and PEAKs are mentioned without an  introduction while the 4-layer model only mentions SEKs and PEKs. This should be corrected.

Also, SAS and PAS are mentioned without explanation. SEAK and PEAK lengths should be specified for clarity.
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0113
	2006.05.05
	N
	5.4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
deviceID and bsdaID are mentioned without reference. Where are these defined? A relevant link is needed.

 Also, text says deviceID is the OMA device ID but does an OMA device ID actually exist? Is this not an OMA BCAST device ID or DRM Profile ID?
	Status: Tentatively Closed – No Action Needed

Comment is vague



	SC-New-0114
	2006.05.05
	N
	5.4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
What is rekeying_period_number? Where is it defined? It is used in deviceROID and domainROID but not explained.

Also, are domain and device ROID sizes defined? Is it fixed or variable?
	Status: Tentatively Closed
OMA-BCAST-2006-0636 is Tentatively Agreed

	SC-New-0115
	2006.05.05
	Y
	5.4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
<service encryption and authentication material> is used when <SEAK> should be used. same for PEAK.

Proposed Resolution:
A Service RO SHALL contain at least one (<CID>, <service encryption and authentication key materialSEAK>) pair. The <CID> (Content Identifier) shall be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the SEAK contained in the RO, the SEK and the SAS are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAS = second part (128 bits)

A Program RO SHALL contain at least one (<CID>, <program encryption and authentication key materialPEAK>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).


	Status: Tentatively Closed – Editorial Comment



	SC-New-0116
	2006.05.05
	N
	5.4.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Are SAS and PAS not protected? Perhaps this should be stated explicitly (as compared to the information on SEK / PEK wrapping).
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0332
	2006.05.24
	N
	5.4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

connected and unconnected operation mode are mentioned but not explained

Proposed Resolution:

Explain or remove “connected and unconnected mode”
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0333
	2006.05.24
	N
	5.4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

  is not explained

Proposed Resolution:

Explain or remove roID
	Status: Tentatively Closed

OMA-BCAST-2006-0665 is Tentatively Agreed

	SC-New-0062
	2006.05.05
	N
	5.5
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Need a reference to the Type values in Table.

Table needs a number!
Proposed Resolution:
Provide appropriate references and number the Table.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0220
	2006.05.11
	N
	5.5
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
The beginning of the section should have a short introduction to the section / layer.

Proposed Solution:
See CR-479.
	Status: Tentatively Closed
OMA-BCAST-2006-0479
is Tentatively Agreed.

	SC-New-0228
	2006.05.19
	N
	5.5
	Source: Motorola

From: OMA-BCAST-2006-0507
Comment: 
The STKM still includes the list of RTP synchronization source (SSRC) values.  Since ROC values had been taken out of the STKM, the SSRC list no longer serves any purpose.
Proposed Resolution:

OMA-BCAST-2006-0506-SRTP-STKM
	Status: Tentatively Closed
OMA-BCAST-2006-0506R01
is Tentatively Agreed.

	SC-New-0229
	2006.05.19
	N
	5.5
	Source: Motorola

From: OMA-BCAST-2006-0507
Comment: 
The OMA BCAST Smart Card profile is based on 3GPP and 3GPP2 key management.  In 3GPP, the Master Salt value for SRTP can be delivered in MIKEY messages and may or may not be NULL.  In 3GPP2, the Master Salt is derived each time from a new BAK and it is not possible to make it NULL.  To enable interoperability between the DRM and Smart Card profiles at the content encryption layer, there needs to be a method to optionally communicate a Master Salt value to DRM Profile devices.
Proposed Resolution:

OMA-BCAST-2006-0506-SRTP-STKM
	Status: Tentatively Closed
OMA-BCAST-2006-0506R01
is Tentatively Agreed.

	SC-New-0334
	2006.05.24
	N
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Unclear what “The STKM SHALL be transported over the same network stack as the media streams” means

Proposed Resolution:

Explain or remove
	Status: Tentatively Closed – No Action Needed

Comment is vague


	SC-New-0335
	2006.05.24
	N
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Types in Table (uimsbf, bslbf etc) are nowhere explained and seem in fact unnecessary

Proposed Resolution:

Remove type defintions
	Status: Tentatively Closed.
Types abbreviations are to be inserted in Section 3.3 (Abbreviations).
Participants in Conference Call on 30 August 2006 think that types are needed to specify things like bit order.



	SC-New-0336
	2006.05.24
	N
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

STKM table still contains some “reserved for future use” fields that are not needed for byte alignment

Proposed Resolution:

Remove all “reserved for future use” bits unless needed for byte alignment


	Status: Tentatively Closed.
No Action is Needed.  “Reserved for future use” bits appear in three places.  In two of them, the bits are needed for byte alignment.  In the third place, the bits are needed for compatibility with DVB-H specifications.


	SC-New-0375
	2006.05.24
	N
	5.5
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

Figure title to be added
	Status: Tentatively Closed – Editorial Comment


	SC-New-0063
	2006.05.05
	N
	5.5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Table 4 declares the length of rating type as 7, and goes on to define 10 values.  Use of the additional values is undefined and there is no guidance for assigning them in the future.
Proposed Resolution:
Need to specify the use of the reserved values in rating_type and provide guidance for their use in future.
	Status: Tentatively Closed – Editorial Comment
Editor is to insert a sentence stating that some values are reserved for future use.

	SC-New-0337
	2006.05.24
	Y
	5.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

ISO-3166 mentioned here but not in references

Proposed Resolution:

Move this reference to the reference section
	Status: Tentatively Closed – Editorial Comment



	SC-New-0117
	2006.05.05
	Y
	5.5.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
TKM_AGO_DC has no assigned value. Assign value 3.

Proposed Resolution:

5.5.2
Constant Values

TKM_ALGO_IPSEC
0

TKM_ALGO_SRTP
1

TKM_ALGO_ISMACRYP 
2

TKM_ALGO_DCF              3
TKM_FLAG_FALSE
0

TKM_FLAG_TRUE
1
	Status: Tentatively Closed – Action as per Proposed Resolution



Status: Closed – Same Resolution as for SC-New-0117
	


Status: Closed – Same Resolution as for SC-New-0117
	


Status: Closed – Same Resolution as for SC-New-0117
	

	SC-New-0064
	2006.05.05
	N
	5.5.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Protocol_version is 0x0; perhaps 1.0 to indicate BCAST version is better?
Proposed Resolution:
Set protocol_version to 1.0
	Status: Tentatively Closed
No Action Needed because this comment was addressed in XBS TS and document OMA-BCAST-2006-0643


Status: Closed – Same Resolution as for SC-New-0064
	


Status: Closed – Same Resolution as for SC-New-0064
	


Status: Closed – Same Resolution as for SC-New-0228
	

	SC-New-0120
	2006.05.05
	N
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
protection-after_reception Content Protection description only talks about ROs. Add smartcard mechanism.

Proposed Resolution:
Content protection

Device has to protect all content against access in the clear.

For the DRM Profile, oOnly the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted. For the Smartcard Profile using (U)SIM, an implicit play once exists for authenticated terminals.

An example permission in ROs is 'Access' for the immediate rendering of the service or programme.
	Status: OPEN

David (Orange) to provide CR

	SC-New-0121
	2006.05.05
	Y
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Note 2 relating to protection_after_reception render and recording playback only refers to DRM profile and says "once play back of (P)DCF files when having just service or programme key has been standardized". 

This is actually the case.  So note 2 no longer applies and should be removed.

Proposed Resolution:
2 In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.

	Status: Tentatively Closed – Action as per Proposed Resolution

	SC-New-0122
	2006.05.05
	Y
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
ISMACRYP may use SRTP authentication. key length is hence 160 bits and not 128.

Proposed Resolution:
AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 128160] or NULL).
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02
is Tentatively Agreed.


	SC-New-0123
	2006.05.05
	N
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
number_of_media_flows description says that for each flow SRTP rollover counter needs to be signaled. This suggests the rollover counter is sent  in the STKM. Should this not be removed?
	Status: Tentatively Closed
OMA-BCAST-2006-0506R01
is Tentatively Agreed.


	SC-New-0124
	2006.05.05
	N
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
encrypted_traffic_key_material description for ISMACryp is wrong. The Master Salt is signaled via SDP. Also, without authentication the key is the encryption key whereas if SRTP authentication is used the key is the MK.

Proposed Resolution:
ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are the TEK used as the Master Key (MK) together with the Master Salt (MS) signalled via SDP, while the remaining16 bytes are the key used for to derive the encryption and authentication keys as described by STRP.


	Status: Tentatively Closed
OMA-BCAST-2006-0596R02
is Tentatively Agreed.


	SC-New-0125
	2006.05.05
	Y
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
sentence on bsdaID and serviceBaseCID in program_CID_extension and service_CID_extension says they are expected to be part of the service guide. They are in the ESG.

Also typo in receiption, should be reception.

Proposed Resolution:
The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon receiption of a STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM).


	Status: Tentatively Closed – Editorial Comment


	SC-New-0126
	2006.05.05
	N
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
service_CID_extension and program_CID_extension  text refers to bsdaID without any further information. As this is not defined in the spec, a proper reference should be made to the document defining it.
	Status: Tentatively Closed
SPCP TS Editor is to insert reference to Service Guide Delivery descriptor (SGDD) at section 5.4.2.2 of TS-Service Guide.



	SC-New-0152
	2006.05.11
	N
	5.5.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
permissions_category contains the word ICRO. This should be RO.

Proposed Resolution:
If permissions_category is in the range 0x01...0x3F,

· In case of ICRO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string 

service_CID = bsdaID + "#S" + serviceBaseCID + "@" + hex(service_CID_extension) + "_" + hex(permissions_category)
and then apply the permissions specified in the service ICRO for this asset.
	Status: Closed – Same Resolution as for SC-New-0077


	SC-New-0286
	2006.05.24
	Y
	5.5.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

“8-bit value” is an unsual term and should not be used

Proposed Resolution:

Replace all occurrences of “8-bit value” by “byte”
	Status: Tentatively Closed.
Use the term “Octet” in place of “8-bit value”.


	SC-New-0287
	2006.05.24
	N
	5.5.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Some parameters still contain text about ROC transport which is obsolete now since ROC is not transported in the STKM. Synchronization source is not needed at all anymore.

Proposed Resolution:

Change

“number_of_media_flows – specifies how many RTP media flows are protected by the traffic key. For each of the media flows, the SRTP roll-over counter needs to be signaled.

synchronization_source – identifies an RTP media flow to which the associated roll-over counter applies.”

to 

“number_of_media_flows – specifies how many RTP media flows are protected by the traffic key. 

”

And, remove synchronization source from the STKM messages as described in 5.5 
	Status: Tentatively Closed
OMA-BCAST-2006-0506R01
is Tentatively Agreed.


	SC-New-0066
	2006.05.05
	N
	5.5.3,

Page 35
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
The current text says:

The next traffic key material SHALL NOT be included earlier than 1 minute before it becomes current. This is to limit the effect on pay-per-view enforcement that is caused by sending the next traffic key material encrypted with the encryption key of a program that may end before the next traffic key becomes current to maximally 1 minute.

Such safeguards seem trivial given the trust in terminals required for the smartcard profile.
Proposed Resolution:
Some of the requirements around changing keys frequently and not supplying keys early may need to be rethought given the trust in terminals required to support the smartcard profile
	Status: OPEN
Lakshminath (Qualcomm) to provide CR

	SC-New-0067
	2006.05.05
	N
	5.5.3,

Page 36
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
The current text says:

The MKI is associated with the current TEK. If the next traffic key flag is set to 1, the MKI associated with the “next TEK” is implicitely defined as MKI+1.

Two issues:

1. This won’t work with BCMCS smartcard profile.  The MKI is constructed with an SK_RAND and BAK_ID.

2. May not work with some of the SRTP stream sharing approaches where the MKI needs to be coordinated!
Proposed Resolution:
Resolve the inconsistency in automatically incrementing the MKI field.


	Status: OPEN
(Document OMA-BCAST-2006-0748 is proposed to close comment)

	SC-New-0068
	2006.05.05
	N
	5.5.3, Page 37
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Table 6 about traffic key lifetime adds no value!
Proposed Resolution:
Delete Table 6.
	Status: Closed as proposed.

	SC-New-0339
	2006.05.24
	Y
	5.5.4
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The terminology is not used consistently – fauth and F-auth are used

Proposed Resolution:

Use either fauth or F-auth
	Status: Tentatively Closed – Editorial Comment




Status: Closed – Same Resolution as for multiple other comments.
	

	SC-New-0148
	2006.05.10
	N
	5.6.1, 5.6.2, 5.6.2.1, 5.7.1
	Source: Nokia

Form: OMA-BCAST-2006-0447R01

Comment:
Section 5.6.1, 5.6.2 and 5.7.1 is empty;

Section 5.6.2.1 is not required.

Proposed Resolution:
Add text in Section 5.6.1, 5.6.2 and 5.7.1;

Remove Section 5.6.2.1 The proposed solution is presented in CR409.
	Status: Tentatively Closed
OMA-BCAST-2006-0409
is Tentatively Agreed.

	SC-New-0070
	2006.05.05
	N
	5.6.1. 

5.6.2

5.7.1

5.8

5.9

6.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
Text is missing
Proposed Resolution:
Provide text
	Status: OPEN

	SC-New-0340
	2006.05.24
	
	5.7, 5.8, 5.9, 6.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

These sections are needed but still empty

Proposed Resolution:

Finalize the specification and fill the mentioned sections
	Status: Closed – Same Resolution as for multiple comments


	SC-New-0291
	2006.05.24
	N
	5.7.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

This chapter should containa reference to section 6.6.1, download protection using DCF.

Proposed Resolution:

Add reference to section 6.6.1 and explanation about the use of DCF for download protection in conjunction with DRM profile to section 5.7.1
	Status: OPEN


	SC-New-0149
	2006.05.10
	N
	5.9
	Source: Nokia

Form: OMA-BCAST-2006-0447R01

Comment:
Section 5.9 is empty 

Proposed Resolution:

5.9 ESG Signalling

Add text.
The proposed solution is presented in CR410.
	Status: Tentatively Closed
OMA-BCAST-2006-0410R02
is Tentatively Agreed.


	SC-New-0127
	2006.05.05
	N
	6
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
6.1 introduction is missing.

Proposed Resolution:
6.1 Introduction

OMA BCAST Smartcard Profile using (U)SIM uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.
The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section 6.2 briefly describes key provisioning. Section 6.3 describes registration. Section 6.4 details the LTKM structure of the MIKEY message while Section 6.5 describes that of the STKM.  Section 6.6 and 6.7 describe streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section 6.8 while ESG signalling is explained in Section 6.9.
Note to the Editor: please add links to the sections above and note that the numbering above reflects the insertion of section 6.1 Introduction.
	Status: Tentatively Closed – Action as per Proposed Resolution


	SC-New-0379
	2006.05.24
	N
	6
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

some TBDs, consistency after restructuring needs to be checked, check for harmonisation with SRTP, IPSec, ISMACryp

Proposed Resolution:

check doc according to this issue and provide CR if needed
	Status: Tentatively Closed – No Action Needed

Comment is vague



Status: Closed – Same Resolution as for SC-New-0105
	

	SC-New-0094
	2006.05.05
	N
	6.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Text is missing. Add the text below. Section is now 6.2 as 6.1 is introduction. 

Proposed Resolution:
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (U)SIM. The SK corresponds to the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102].  

How the SK is provisioned is out of scope of this specification.
	Status:Tentatively Closed – Action as per Proposed Resolution





Status: Closed – Same Resolution as for SC-New-0105
	

	SC-New-0269
	2006.05.23
	N
	6.2
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

Text mixes use of BM-SC and BCAST NAF. Should use either BM-SC or BCAST NAF

Proposed Resolution:

Use BCAST NAF – Vodafone will produce CR if agreed
	Status: Tentatively Closed

OMA-BCAST-2006-0701 is Tentatively Agreed


	SC-New-0074
	2006.05.05
	N
	6.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
The current text says:

BM-SC solicited pull procedure; it’s not clear whether pull is the appropriate term.  Client/Terminal pulls and the network pushes, is my understanding.
Proposed Resolution:
Please clarify.
	Status: OPEN

	SC-New-0196
	2006.05.11
	N
	6.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
LTKM BCAST MIKEY extension is missing to indicate use of Terminal Binding Key.

Proposed Resolution:
See OMA-BCAST-2006-0470-TBK_information_in_MIKEY_extension_for_LTKM.doc
	Status: Tentatively Closed
OMA-BCAST-2006-0470
is Tentatively Agreed.

	SC-New-0289
	2006.05.24
	N
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

MSK request procedures are not complete in section 6.3

Proposed Resolution:

Add the following sentence in 6.3 for completeness:

“Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

• The service provider may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK .

• Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.”
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0342
	2006.05.24
	N
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Not fully clear that MIKEY + extensions are used for the LTKM and STKMs

Proposed Resolution:

Clearly state the STKM and LTKM are MIKEY plus BCAST specific extensions as per draft-dondeti-msec-mikey-genext-oma and the following sections


	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0075
	2006.05.05
	N
	6.3 and 6.4
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
The naming of extension fields, EXT MBMS, EXT BCAST, BCAST EXT is confusing.
Proposed Resolution:
Please clarify.
	Status: OPEN

	SC-New-0341
	2006.05.24
	Y
	6.3., 6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Meanwhile an IETF draft for the MIKEY extension payload exists, draft-dondeti-msec-mikey-genext-oma. 

Proposed Resolution:

Please mention and reference this draft
	Status: Tentatively Closed – Editorial Comment



	SC-New-0241
	2006.05.23
	N
	6.4
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Table 8 introduces TEK ID but it is not explained. MSK ID and MTK ID lengths are not specified, nor are TEK ID length. If lengths are known , they should be specified for clarity.
	Status: OPEN



	SC-New-0128
	2006.05.05
	N
	6.4.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
STKM format is given for smartcard profile using (U)SIM. It would be best to refer to the DRM section for full details on each parameter.

Proposed Resolution:
Traffic Key Management Data:

The STKM message format below SHALL be used for the Smartcard Profile using MBMS key management. This corresponds to the STKM defined for the DRM profile but without the fields applicable to the DRM profile only. For full information on each field in the STKM please refer to Section Editor: please insert link to section 5.5.3. Furthermore, key material is moved to the main MIKEY message (KEMAC).


	Status: OPEN

(Matti Puputti (Nokia) requested discussion as per his email to the BCAST-DLDRM reflector on 11 Sep 2006)

	SC-New-0076
	2006.05.05
	N
	6.4.1.1

and elsewhere
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:
There are two STKMs in the specification now, and we need to clearly distinguish between the two to avoid confusion.
Proposed Resolution:
Perhaps rename the short STKM or give it a version or something like that.


	Status: OPEN

	SC-New-0129
	2006.05.05
	Y
	6.4.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
terminal_binding_flag is missing from STKM.

Proposed Resolution:
Short_Term_Key_Message_Description

Length

Type

short_term_key_message() {


selectors_and_flags {



protocol_version

4

Uimsbf



protection_after_reception

2

Uimsbf



reserved_for_future_use  terminal_binding_flag
1

uimsbfBslbf



access_criteria_flag

1

uimsbf



traffic_protection_protocol

3

uimsbf



traffic_authentication_flag

1

uimsbf


}


reserved_for_future_use

4

bslbf


traffic_key_lifetime

4

uimsbf


if (access_criteria_flag == TKM_FLAG_TRUE) {



reserved_for_future_use

8

bslbf



number_of_access_criteria_descriptors

8

uimsbf



access_criteria_descriptor_loop() {




access_criteria_descriptor()



}


}

}


	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0130
	2006.05.05
	Y
	6.4.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Remove Editor's note.

Proposed Resolution:
Remove the note.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0288
	2006.05.24
	N
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Section should only be a level-3 section

Proposed Resolution:

Change “6.4.1.1 OMA BCAST MIKEY Extensions for STKM” to “6.4.1 OMA BCAST MIKEY Extensions for STKM”
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0290
	2006.05.24
	N
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Text on TEK processing for GBA is not fully correct and complete.

Proposed Resolution:

Change as follows:

“Please note that in case of 3GPP MBMS based on GBA_U all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. In case of 3GPP MBMS based on GBA_ME all TEK/SEK processing is done in the terminal.. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.”
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0382
	2006.05.24
	N
	6.4.1.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

delivery of TEKs using MIKEY, consistent usage of MSK: As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key. The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.

Proposed Resolution:

check for consistency “map to the same MBMS key” and “two separate MSKs are required”
	Status: Tentatively Closed – No Action Needed

Comment is vague


	SC-New-0270
	2006.05.23
	N
	6.4.1.1.
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

The following text refers only to the GBA_U version of Smartcard profile but should also describe GBA_ME variant. 
“In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY.

Please note that in case of 3GPP MBMS all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.” 

Proposed Resolution:

Vodafone will provide CR if agreed
	Status: Tentatively Closed

OMA-BCAST-2006-0701 is Tentatively Agreed


	SC-New-0131
	2006.05.05
	N
	6.4.1.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
MK and MS need to be mentioned in SRTP section

Proposed Resolution:
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.

MK and MS SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0132
	2006.05.05
	N
	6.4.1.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Ismacryp section needs to be clarified for MK and MS.

Proposed Resolution:
ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMADRMAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
If no SRTP authentication is used the encryption key SHALL be sent instead of the MK. The MS is not used (NULL value can be sent).

If SRTP authentication is used, MK and MS SHALL be sent as per SRTP.
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02
is Tentatively Agreed.


	SC-New-0244
	2006.05.23
	N
	6.4.1.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
STKM transport through FLUTE is specified, but not MIKEY-STKM transport.  That is through UDP.  There are other ways to transport STKMs including via unicast using MIKEY or independently.

Proposed Resolution:

TBS.
	Status: OPEN

	SC-New-0245
	2006.05.23
	N
	6.4.1.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
IPsec section is empty

Proposed Resolution:

TBS.
	Status: OPEN


Status: Closed – Same Resolution as for SC-New-0380
	

	SC-New-0381
	2006.05.24
	Y
	6.5
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

references in 6.5.2.1to be checked, only one subsection 6.5.2.1 
	Status: OPEN



	SC-New-0133
	2006.05.05
	N
	6.5.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section is TBD.  Add text below and remove TBD.

Proposed Resolution:
Broadcast streams that are signalled as having service protection by the ESG and the protection_after_reception flag are encrypted by TEKs using IPSec, SRTP or ISMACryp.

How to obtain the relevant information from the ESG to request the appropriate SEK or PEK to access the protected stream is explained in Section Editor: please add link to section 6.8 ESG signaling.

	Status: Tentatively Closed – Action as per Proposed Resolution





Status: Closed – Same Resolution as for SC-New-0133
	

	SC-New-0248
	2006.05.23
	N
	6.5.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
4th paragraph says “This includes appropriate terminal authentication.”

Clarify on terminal authentication to what?  Terminal authentication to the smartcard may be the right thing in that context!

Proposed Resolution:

TBS.
	Status: OPEN

	SC-New-0271
	2006.05.23
	N
	6.5.2
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

Following text is unclear :

“The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate key to the terminal / smartcard, the BCAST client SHALL interpret the obtained keys relating to the recorded stream as being "play once" i.e. the keys used by the terminal SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. The terminal is trusted to know that the key material is for recorded content and not for live streams.”

Not clear which keys are being referred to – MTKs or MSKs.

Proposed Resolution:

Clarification required 
	Status: Tentatively Closed

OMA-BCAST-2006-0701 is Tentatively Agreed


	SC-New-0134
	2006.05.05
	N
	6.6.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
The text says "For the DRM profile key_id…." although this section is about the smartcard profile. Then text is provided for the smartcard profile. Clearly the DCF can be used for both profiles.

TBD for R-UIM should be removed, correct section inserted in section for R-UIM (7.7.1).

Proposed Resolution:
· Cut and paste the existing text in section 5.7.1 and remove the text about the smartcard profile.

· Remove the text for DRM profile in section 6.6.1.

· Do the same for the smartcard profile using R-UIM if it applies to BCMCS key management as well (section 7.7.1?)
	Status: OPEN
(Matti Puputti (Nokia) to provide CR, as per his email to BCAST-DLDRM reflector on 11 Sep 2006)


	SC-New-0249
	2006.05.23
	N
	6.6.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
Page 49 has a place holder for R-UIM

Proposed Resolution:

Will submit CR soon to fix that
	Status: OPEN

	SC-New-0292
	2006.05.24
	N
	6.6.2
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

DRM 2.0 is not mentioned here although it is also an option for download content protection together with Smartcard profile.

Proposed Resolution:

Mention in 6.6.2  the alternative to content protect download data using DRM 2.0.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0135
	2006.05.05
	N
	6.6.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
This section was apparently incorrectly placed in the smartcard profile (U)SIM section. Is it not common to all profiles? If so, it should be placed in an appropriate section, or duplicated in all sections for different profiles?
	Status: OPEN



	SC-New-0136
	2006.05.05
	Y
	6.6.3
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Note: The MIME type of the STKM is TBD. MIME type has been defined, this should be removed.

Proposed Resolution:
Note: The MIME type of the STKM is TBD.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0250
	2006.05.23
	N
	6.6.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
Section 6.6.3 is repetition of Section 6.4.1.2.’s first paragraph.

Proposed Resolution:

Delete 6.6.3
	Status: Tentatively Closed – Action as per Proposed Resolution



	SC-New-0383
	2006.05.24
	N
	6.7
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

“can only be understood by a BCAST server”, what about harmonization with other bearers; see text

step 10: Request the MSK from the MBMS NAF Server, concatenating KeyDomainID, MSK ID, MTK ID lower limit and MTK ID upper limit. The concatenation of MTK ID lower limit and MTK ID upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

note: The MSK request in step 10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

Proposed Resolution:

check harmonization with other bearers
	Status: OPEN



	SC-New-004
	2006.05.02
	N
	6.7.1.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

There are several ‘notes’ for the mechanism described. However, one of the most important is that after play-back of the recorded content, the user has to obtain a new MSK for the current service in order to be able to consume this.  
	Status: OPEN



	SC-New-005
	2006.05.02
	N
	6.7.1.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

Recording chapter is only available within the SmartCard profile chapter. This is not very consistent. Furthermore, it should be clarified that recording is only possible when encryption on the AU level is applied. Recording of SRTP or IPSec streams require re-encryption. 
	Status: OPEN



	SC-New-0137
	2006.05.05
	N
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
The described mechanism applies to the adapted PDCF and the use of ISMACryp for protection of streaming.

Proposed Resolution:
6.7.1.1
Content Protection of recorded material using the (U)SIM

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM key track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.
The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0138
	2006.05.05
	Y
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
text in yellow says "refernce to chapter 8 recording". Text pointing to such a section is suggested.

Proposed Resolution:
reference to chapter 8 Recording For further information on recording, please refer to Editor: please insert link to section 8 Recording.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0139
	2006.05.05
	Y
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Bullet 6 has TBD for section.

Proposed Resolution:
9.     Mutually authenticate with the Rights Issuer (MBMS NAF Server) and establish an HTTPS tunnel as described in Section TBD Editor: please insert link to section 13 BCAST Client ID.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0140
	2006.05.05
	Y
	6.7.1.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Secure Authenticated Channel need not be used if Terminal Binding Key is used instead. Text is added below to reflect this.

Proposed Resolution:
1. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI SCP reference and 3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎6
……….

1. The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure MTKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0293
	2006.05.24
	N
	6.7.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The section mentions only GBA_U and thus gives the impression that GBA_ME cannot be used for Content Protection of recorded material using the USIM, which would be wrong.

Proposed Resolution:

Mention GBA_ME in this section as well.


	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0384
	2006.05.24
	Y
	6.7.1.1
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

only subsection 
	Status: Tentatively Closed – Editorial Comment



	SC-New-0272
	2006.05.23
	N
	6.7.1.1.
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

The following text is incorrect: 

“The MTK ID lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the programme defined by the MTK ID.” 

Should read “…defined by the MSK ID”
Proposed Resolution:

Change text as above
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0273
	2006.05.23
	N
	6.7.1.1.
	Source: Vodafone

From: OMA-BCAST-2006-0531
Comment:

“The MBMS mechanisms prevent re-use of an MSK (see anti-replay) as the USIM uses a counter for the MTKs. Hence the USIM incorporates an implicit "play once" mechanism.”

Vodafone believe that the replay mechanism in MBMS will actually always stop all recorded content from being played back using the Smartcard profile. This is because the MTK counter for the first MTK in the keystream will always be lower than that of the present counter in the MBMS engine (see section 6.4.3 TS 33.246 V6.5.0). If this not the case it has to be explained how this constraint is overcome.
Proposed Resolution:

Clarification required
	Status: OPEN



	SC-New-0294
	2006.05.24
	N
	6.8.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

Internal functional blocks of a BM-SC don’t need to be mentioned, this level of detail is not needed.

Proposed Resolution:

Change the following sentence: “The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC”
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0141
	2006.05.05
	Y
	6.8.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
TBD in yellow should be removed as text is there.

Proposed Resolution:
TBD
	Status: Tentatively Closed – Editorial Comment




Status: Closed – Same Resolution as for SC-New-0105
	

	SC-New-0095
	2006.05.05
	N
	7.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Text is missing. Add text below.

Proposed Resolution:
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (R-)UIM. The SK corresponds to the registration key RK stored on a (R-)UIM.
How the SK is provisioned is out of scope of this specification.
	Status: Tentatively Closed – Action as per Proposed Resolution





Status: Closed – Same Resolution as for SC-New-0095
	

	SC-New-0252
	2006.05.23
	N
	7.4
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
BCMCS, similar to MBMS smartcard profile needs LTKM specification.  Protection after reception attributes belong in LTKM and also in STKM.

Proposed Resolution:

Will bring CR to fill in the text for BCMCS LTKM attributes.
	Status: Tentatively Closed
OMA-BCAST-2006-0615
is Tentatively Agreed.

	SC-New-0253
	2006.05.23
	N
	7.5.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
No text in the section.

Proposed Resolution:

Will bring CR to fill in the text for BCMCS STKM attributes.
	Status: OPEN

	SC-New-0254
	2006.05.23
	N
	7.6.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
No text in the section.

Proposed Resolution:

TBR
	Status: OPEN

	SC-New-0255
	2006.05.23
	N
	7.6.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
No text in the section.

Proposed Resolution:

TBR
	Status: OPEN

	SC-New-0256
	2006.05.23
	N
	7.7.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
No text in the section.

Proposed Resolution:

TBR
	Status: OPEN

	SC-New-0257
	2006.05.23
	N
	7.7.2
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
No text in the section.

Proposed Resolution:

TBR
	Status: OPEN

	SC-New-0142
	2006.05.05
	Y
	8.1.2
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
ISMACryp should be stated explicitly for content encryption.

The paragraph below applies only for ISMACryp, this should be stated explicitly.

Proposed Resolution:
For broadcast streams encrypted at the content level using ISMACryp, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK) when using ISMACryp. These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0221
	2006.05.11
	N
	8.1.2
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
The paragraph starting “For broadcast streams encrypted at the content level” introduces only one possible method for protected recording.

Text should briefly mention about other possible methods.

Proposed Solution:

See CR-480.
	Status: Tentatively Closed
OMA-BCAST-2006-0480R02
is Tentatively Agreed.

	SC-New-0222
	2006.05.11
	N
	8.1.2
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
Within the first paragraph, the text “In all cases recording MUST be protected against access in the clear.”

The text is slightly ambiguous. It could be interpreted as “what ever value there is for protexted_after_reception, the recording MUST be protected against access in the clear.”

Proposed Solution:

Replace  “In all cases”  with  “In such cases,”
	Status: Tentatively Closed – Action as per Proposed Resolution



	SC-New-0143
	2006.05.05
	Y
	8.1.2, 8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Adapted PDCF is in XBS document, should this still be the case as it also works for the smartcard profile and is not related to broadcast only mode of operation of DRM profile?

Proposed Resolution:
Move adapted PDCF section to BCAST service and content protection spec.

Change all references in text accordingly.
	Status: OPEN



	SC-New-0144
	2006.05.05
	Y
	8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Section on content encryption (ISMACryp) is not clearly stated as applying to that case. It should be clarified.

Proposed Resolution:
When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKs) for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMADRMAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a key track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.
	Status: Tentatively Closed – Editorial Comment



	SC-New-0145
	2006.05.05
	N
	8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0400

Comment:
Adapted PDCF applies to smartcard profile also and is part of BCAST spec. It is suggested to change the title of the OMADRMAUHeader to OMABCASTAUHeader.

Proposed Resolution:
This is achieved by using the Access Unit header OMABCASTDRMAUHeader, which signals AU
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0151
	2006.05.11
	N
	8.1.2.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Table 11 does not show Terminal Binding Key parameters. These should be added.

Proposed Resolution:
Parameter

Source Location
Destination Location
RightsIssuerURI
ESG Access Fragment

RightsIssuerURL in CommonHeadersBox

Service_BCI or Programme_BCI
ESG Access Fragment

ContentID in CommonHeadersBox

STKMs
STKM stream

OMAKeySample in Key track

STKM type indication
SDP

sample_type in OMAKeySampleDescriptionEntry

TerminalBindingKeyID (if TBK is used)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry

RightsIssuerURI (for TBK)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry


	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0223
	2006.05.11
	N
	8.1.2.1
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
The text “Note that encrypted content MAY be recorded even for a protection_after_reception value of 0x03” does not seem to add any value.

Proposed Solution:

Remove the referred sentence.
	Status: Tentatively Closed – Action as per Proposed Resolution



	SC-New-0258
	2006.05.23
	N
	8.1.2.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
Recording rules are limited to the DRM profile and won’t work for smartcard profile: below are the offending sentences.

“For encryption at the transport level, encryption must be removed before re-encrypting at the content level.”

“This involves re-encryption with a single key …”

Proposed Resolution:

TBR
	Status: OPEN

	SC-New-0237
	2006.05.23
	N
	9
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
It is not clear whether the Network side (server) should support encryption or not. It should be stated explicitly that the server support all encryption protocols for reasons of interoperability.
	Status: OPEN



	SC-New-006
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

4th bullet under SA management states that the IP Sec security Policy Shall be provided by the Service Guide. However, reference regarding solution or description of this data in the ESG spec is missing.
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-007
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

6th bullet under SA management. Definition of crypto periods is missing.
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-008
	2006.05.02
	N
	9.1
	Source: KPN

From:  OMA-BCAST-2006-0383

Comment:

9th bullet under SA management: definition of “LRU” is missing.
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0154
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
IPSec section contains a paragraph talking about implementation and in particular interference with other applications. Should this paragraph even be here? As IPSec is an IETF RFC, how come potential interference is an issue?

Why is there no reference to an RFC?

For the IPSec Security Association, again, is this not in an IETF RFC? Why not have a reference?
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0155
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Paragraph explaining Figure 9 talks about STKM encrypted fields, says "these and other relevant fields to the LTK delivery layer". What are the other relevant fields? Should these not be specified explicitly? The paragraph also talks about the "appropriate rights management system". Is this not out of scope of BCAST? What does it refer to?
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0156
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Figure 9 refers to an OMA DRM 2.0 Agent / USIM/R-UIM. Should this not be a BCAST 1.0 client?
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0157
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Where do selectors come from? SDP? LTKM? STKM? It should be stated.
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0158
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
IPSec authentication paragraph adds a note that "this should be handled as part of the mechanism for negotiating IPSec security parameters e.g. IKE."

This is not part of BCAST so what does one do in BCAST? SDP? LTKM?
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0159
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
SA management section gives strong normative implementation guidelines, should this not be informative? Is this not a standard IPSec implementation?
	Status: OPEN



	SC-New-0160
	2006.05.11
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Last bullet in SA Management section talks about rekeying every 20 s as being excessive but this is a realistic crypto-period. But it then says rekeying shall not be done more foten than every 2 seconds. Is it 20 seconds or 2 seconds?
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0236
	2006.05.23
	N
	9.1
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
As IPSec is also mandatory in DVB-IPDC it makes sense for reasons of interoperability to make it mandatory for terminals in BCAST as well.

Proposed Resolution:
Make support for IPSec MANDATORY for BCAST terminals.
	Status: OPEN

(Proposed Resolution:  OMA-BCAST-2006-0668R01)

	SC-New-0259
	2006.05.23
	N
	9.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
The following text is incorrect, IKE cannot be used for establishing broadcast keys:

“Note there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating IPsec security parameters e.g. IKE.”

Proposed Resolution:

TBR
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0260
	2006.05.23
	N
	9.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
Delete the following paragraph:

· “A receiver SHOULD be able to rekey any security association at least for every 20 received ESP packets without a significant loss in performance. This rekey consists of installing a new security association with a defined set of selectors, and possibly, eliminating an old security assocation with an equal set of selectors. Both security associations must in this case be managed by the Short Term Key Delivery Layer.  Note however, that it is not recommended in a broadcast situation to rekey existing security associations for every 20 seconds, as the amount of traffic one can place in 20 packets varies heavily with the maximum packet size. Also the impact on the receiver in terms of time is hard to estimate, as the timing between packets may be significantly altered in a broadcasting environment. Therefore one SHALL NOT rekey an IPsec SA more often than every two seconds in a broadcast situation.”

The above paragraph is not applicable given the smartcard profile and the DRM profile, both of which require some level of trust in the delete.

Proposed Resolution:

Delete the paragraph or move it to the DVB adaptation specification or just refer to the appropriate DVB CBMS specification.
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	SC-New-0161
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
List of SRTP parameters is given, it might be useful to say in brackets where they are found e.g. STKM or SRTP packet.
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)

	SC-New-0162
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Figures 10 and 11 contain OMA DRM 2.0 / USIM / RUIM agent, should this not be BCAST client or agent?
	Status: Tentatively Closed
OMA-BCAST-2006-0634R02
is Tentatively Agreed.


	SC-New-0163
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
In figures 10 and 11, Service Key Distribution box exists, what is this? This is not in BCAST AD and not in service and content protection spec. What exactly is it and what does it do? Should it not be removed?
	Status: Tentatively Closed
OMA-BCAST-2006-0634R02
is Tentatively Agreed.


	SC-New-0164
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Master Salt length is stated as not being longer than 112 bits. 

Would it not be a good idea to define values used by different profiles, or for the case of shared streams? It might be a good idea to add the following text with a reference to the relevant section (based on OMA-BCAST-2006-0406-SRTP_analysis).

Proposed Resolution:
The Master Salt (MS) MAY be used.  The Master Salt MS SHALL NOT be longer than 112 bits. 

For the DRM Profile used independently a NULL MS is used. A non-NULL 112 bit MS may be used for interoperability with the underlying BDS or the Smartcard Profile (see section TBD for further details).

For the Smartcard Profile using (U)SIM, a NULL 112 bit MS may be used for interoperability with the DRM Profile. Otherwise a non-NULL 112 bit MS is used. For interoperability with the Smartcard Profile using (R-)UIM the 112 bit MS may correspond to the 32 bit SK_RAND with zero bit padding for the remaining 80 bits. See section TBD for further details.

For the Smartcard Profile using (R-)UIM the MS SHALL be the 32 bit SK_RAND value with zero bit padding for the remaining 80 bits. A NULL MS SHALL NOT be used as this results in a fixed encryption key for the lifetime of the SEK or PEK (see section TBD for further details).
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)

	SC-New-0165
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment: 

Sentence says "The TEK contained in the STKM MAY be used as the SRTP Master Key.". This is vague. Is is the MK or not?
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)

	SC-New-0166
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
The sentence "The key derivation rate SHALL be 0" does not apply to an MBMS BDS. Either the SHALL should become a MAY or the exception should be stated.

Proposed Resolution:
The key derivation rate SHALL be 0 except for interoperability with 3GPP MBMS terminals, where the key derivation rate MAY be zero (see section TBD and [BDS Adaptation MBMS-v1.0]).
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)

	SC-New-0168
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Is the ROC mechanism in RCC draft signaled anywhere e.g. SDP or within the SRTP packet type itself? If DVB-CBMS out-of-band ROC mechanism remains, it would be good to make sure a DVB-CBMS terminal does not attempt to decode the SRTP stream. Such signaling could prevent this from happening.
	Status: OPEN



	SC-New-0169
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Encryption algorithm section excludes other key sizes while SRTP does not. Would there be any reason to allow other key sizes?
	Status: Tentatively Closed – No Action Needed

Comment is vague

Nokia response in OMA-BCAST-2006-0671R01:  Encryption algorithm excludes other key sizes in order to keep compatibility with DVB-SPP


	SC-New-0170
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Authentication algorithm mentions SRTP and SRTCP. Is SRTCP mentioned anywhere in the spec? What is it used for?
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)

	SC-New-0171
	2006.05.11
	N
	9.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Authentication algorithm section contains note "note that there must be a secure way of…..". It refers to e.g. MIKEY. What exact mechanism is used by BCAST? DRM profile? Smartcard Profile? 
	Status: OPEN

(Proposed Resolution: OMA-BCAST-2006-0671R01)


Status: Closed – Same Resolution as for SC-New-0168
	


Status: Closed – Same Resolution as for SC-New-0161
	

	SC-New-0172
	2006.05.11
	N
	9.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
OMADRMAU header is actually different from ISMACryp header. Also, the header is not DRM specific. Proposal is to call it OMABCASTAUHeader.

Proposed Resolution:
For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACRYP as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMABCASTDRMAUHeader defined in this specification OMA DRM V2.0.

…………………..

The TEK is sent in STKMs, the IV is in the OMABCASTDRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. Note that the TEK is 128 bits unless the STKM contains the TEK concatenated with the authentication key i.e. a total of 256 bits.  
	Status: Tentatively Closed
OMA-BCAST-2006-0674 is Tentatively Agreed.


	SC-New-0173
	2006.05.11
	N
	9.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Authentication key is now proposed as the derived key as per SRTP derivation. Hence the note about TEK length should be removed. The derivation of TEK if using SRTP authentication needs to be added.

Proposed Resolution:
The TEK is sent in STKMs directly if no authentication is used. If authentication is used, the 16 byte decrypted traffic key material is used as the Master Key (MK) together with the Master Salt (MS) signalled via SDP to derive the encryption and authentication keys as described by STRP., Tthe IV is in the OMADRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. Note that the TEK is 128 bits unless the STKM contains the TEK concatenated with the authentication key i.e. a total of 256 bits. 
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02
is Tentatively Agreed.


	SC-New-0174
	2006.05.11
	N
	9.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Authentication algorithm section needs to reflect use of SRTP derivation using MK and MS.

Proposed Resolution:
Authentication Algorithm

The default (optional) authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 128-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. The authentication key to be used is derived as per SRTP using the MK sent in STKMs and the MS signaled in the SDP file. The MK is a 128 bit key and the MS is a 112 bit.; it is the last 128 bits of the 256 bit key. SRTP authentification is signaled using SDP security descriptions [draft-sdpsd].
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02 and OMA-BCAST-2006-0674 are Tentatively Agreed.


	SC-New-0224
	2006.05.11
	Y
	9.3
	Source: Nokia

From: OMA-BCAST-2006-0476
Comment:
Titles of sections 9.1 and 9.2 simply state the protocol name. For consistency, section 9.3 should have a similar title.

Proposed Solution:

Replace “Content encryption (ISMACRYP) with “ISMACryp”
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02 and OMA-BCAST-2006-0674 are Tentatively Agreed.


	SC-New-0262
	2006.05.23
	N
	9.3
	Source: QUALCOMM

From: OMA-BCAST-2006-0530

Comment:
There are references to 256 bit keys out of which a 128-bit is for authentication.  The authentication key should be 160 bits long

Proposed Resolution:

TBR.
	Status: Tentatively Closed
OMA-BCAST-2006-0596R02 and OMA-BCAST-2006-0674 are Tentatively Agreed.


	SC-New-0235
	2006.05.23
	N
	9.3,9.4
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Content encryption was accepted by the group for streaming and was mandatory for the terminal. This was changed to optional as soon as certain companies realized streaming of encrypted content was ISMACryp. However, it remains the only seamless solution to go from encrypted content in a file in the server to an RTP stream and back into a file in the terminal without decryption and re-encryption i.e. without having the key material before. This is of great benefit as it means recording is possible before deciding whether or not one wants to buy the rights. Hence it is proposed that content-level encryption i.e. ISMACryp should be MANDATORY for terminals to support. This would mean BCAST terminals would support one transport-level encryption method and one content-level encryption method.

Also, as IPSMACryp is mandatory over DVB-H networks, this makes sense for BCAST terminals to support as they are likely to support roaming over different BDSes.

Proposed Resolution:
Make ISMACryp MANDATORY for terminals to support.
	Status: OPEN



	SC-New-0176
	2006.05.11
	N
	9.4
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Change OMADRMAUHeader to OMABCASTAUHeader throughout the section and whole document

Proposed Resolution:
OMABCASTDRMAUHeader
	Status: Tentatively Closed
OMA-BCAST-2006-0674 is Tentatively Agreed.


	SC-New-0226
	2006.05.18
	Y
	9.4
	Source: Nokia

From: OMA-BCAST-2006-0498

Comment:
This section is logically connected with the section 9.3 (ISMACryp), and should be a sub-section of it.

Proposed Resolution:

Change the  section number 9.4 to 9.3.1
	Status: Tentatively Closed
OMA-BCAST-2006-0674 is Tentatively Agreed.


	SC-New-0177
	2006.05.11
	N
	9.4.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
To be compatible with ISMACryp, IV needs to be before key indicator.

Proposed Resolution:
aligned(8) class OMADRMAUHeader {

if (SelectiveEncryption == 1) {// from the OMASampleFormatBox



bit(1)
EncryptedAU;
// Encryption indicator



bit(7)
reserved;
// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * IVLength) IV;

      unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

}
	Status: Tentatively Closed
OMA-BCAST-2006-0655 and OMA-BCAST-2006-0674 are Tentatively Agreed.


	SC-New-0178
	2006.05.11
	N
	9.4.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Figure 15 needs to be aligned with ISMACryp:

Proposed Resolution:
EncryptedAUReserved

KeyIndicator

IV / delta IV

KeyIndicator
	Status: Tentatively Closed
OMA-BCAST-2006-0655 and OMA-BCAST-2006-0674 are Tentatively Agreed.


	SC-New-0179
	2006.05.11
	Y
	9.4.3
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Suggest placing text on KeyIndicator after IV / delta IV for consistency with above comments.

Proposed Resolution:
KeyIndicator: Contains the key indicator for an access unit when CryptoKeyIndicatorLength is non-zero. If the  CryptoKeyIndicatorPerAU is 0, then only the first access unit in a packet has an explicit key indicator value included in the cryptographic context; all subsequent access units SHALL have the same value for KeyIndicator as the first access unit. If CryptoKeyIndicatorPerAU is 1, then a value of key_indicator is included in the cryptographic header for each access unit or fragment in the packet. If SelectiveEncryption is 0 for an access unit, then the value of this field is ignored. Editor: please move this to where indicated below
……………………..

Note: In the simple case where there is one AU per packet, or the AUs are contiguous, this structure reduces to signalling a key indicator and an initial IV per packet.
Editor: please move text above for KeyIndicator here
	Status: Tentatively Closed
OMA-BCAST-2006-0674 is Tentatively Agreed.


	SC-New-0190
	2006.05.11
	Y
	all
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Smartcard Profile using 3GPP MBMS, or using 3GPP2 BCMCS is used sometimes. Sometimes the phrase "smartcard profile using (U)SIM or using (R-)UIM is used. This should probably be made consistent throughout the document.
	Status: Tentatively Closed
OMA-BCAST-2006-0688 is Tentatively Agreed 


	SC-New-0361
	2006.05.24
	N
	all
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

SIM and U-SIM are in parallel usage

Proposed Resolution:

decide for one and check document
	Status: Tentatively Closed

OMA-BCAST-2006-0688 is Tentatively Agreed 




	SC-New-0380
	2006.05.24
	Y
	all
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

IPSec or IPsec – should be consistent in whole doc.
Proposed Resolution:

editorial, check needed
	Status: Tentatively Closed – Editorial Comment



	SC-New-0175
	2006.05.11
	Y
	all doc
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Reference is made to ISMACRYP1. As this is a reference to ISMACryp v 1.1, it is suggested to make it  "11".

Proposed Resolution:
Throughout the document, replace [ISMACRYP1] by [ISMACRYP11]
	Status: OPEN



	SC-New-0231
	2006.05.23
	N
	All document
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Roaming is not discussed. Is it an issue for the smartcard profile? Perhaps it should be "explained" briefly e.g. by pointing to 3GPP / 3GPP2 mechanisms? If it is explained in another document, a reference should be provided.
Proposed Resolution:
Add section on roaming, even if it points to another BCAST document.
	Status: OPEN



	SC-New-0213
	2006.05.11
	N
	Appendix C
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
It is unclear what this whole section is supposed to be. It should be removed. Furthermore, what is currently there should be in the DRM profile section, if at all.

Proposed Resolution:
Delete Appendix C entirely.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0211
	2006.05.11
	N
	B.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Item 12 streams binding is shown as optional. Why?
	Status: Tentatively Closed – No Action Needed

Comment is vague


	SC-New-0212
	2006.05.11
	N
	B.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
A lot of the items listed as optional only apply to terminals, so I wonder why these are in the SCR table for the servers? It  seems to whoever wrote the terminal SCR tables cut and paste for the server….I believe this should be corrected.
	Status: OPEN



	SC-New-0210
	2006.05.11
	N
	B.2, 9
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
SCR tables show IPSec and ISMACryp as being optional for server to implement while SRTP is mandatory. This is not stated anywhere normatively in the specification. All encryption protocols should be mandatory on the server side.

Proposed Resolution:
Add normative text for server in specification and make all encryption protocols mandatory on the server side.
	Status: OPEN



	SC-New-0320
	2006.05.24
	N
	general
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

There are many references left open, e.g. “[TBD]”

Proposed Resolution:

Fill missing references (a task for the editor ()
	Status: OPEN


	SC-New-0314
	2006.05.24
	N
	General/4
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

It is nowhere mentioned that the DRM profile is an almost identical copy of the DVB-H 18Crypt scheme.

Proposed Resolution:

Mention in introduction that DRM profile is derived from, and almost identical to, DVB-H 18Crypt.
	Status: Tentatively Closed – Action as per Proposed Resolution




	SC-New-0167
	2006.05.11
	N
	P, perhaps others
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Text mentions "short term and long term key delivery layer", has this been used before? We have STKM and LTKM layer, but what about delivery layer? What is the difference?
	Status: OPEN




OMA SEC also provided the following comments in CR OMA-BCAST-2006-0503--BCAST-ReviewReport.  The comments are against document OMA-TS-BCAST_SvcCntprotection-V1_0-20060315-D, which is not under consistency review.  The comments may or may not be applicable to the document under consistency review.
	ID
	Open Date
	Edit
	Section
	Description
	Status

	A002
	2006.03.24
	
	6.3.1 
	Source: <Name or email>

Form: <INP doc, mtg, confcall

In the STKM definition, and in the section related to specific SRTP parameters, the "master salt" parameter is missing for the smartcard profile as it is mandated in the 3GPP specification. Indeed SRTP key derivation algorithm needs 2 input parameters: the master key (mapped onto the TEk introduced by BCAST) and the master salt. This has to be clarified in the specification.

Furthermore the possibility to share  broadcasted data among operators implementing DRM profile and smartcard profile has to be ensured. Regarding 3GPP 33.246 MBMS specification section 6.5.4 the use of the master salt is mandated. So to be able to share media streams between DRM and smartcard – MBMS profiles, then a master salt field has to be defined, to be coherent with the STRP related constraints for the MBMS-smartcard profile.
	Status: OPEN



	A003
	2006.03.24
	
	6.4.2

"Key management" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The use of the master salt for the SRTP key derivation algorithm is considered as optional. Considering key derivation security and diversity the master salt shall be used.

Then the sentence

"The Master Salt MAY be used."

Should be modified into:

"The Master Salt SHALL be used For the smartcard profile.." 
	Status: OPEN



	A004
	2006.03.24
	
	6.2.1 "Authentication algorithm" section
	Source: <Name or email>

Form: <INP doc, mtg, confcall

The following paragraph could not be understood clearly:  "Note there must be a secure way of notifying [..] for negotiating IPSec security parameters e.g. IKE."
	Status: Tentatively Closed
OMA-BCAST-2006-0668R02
is Tentatively Agreed.

	A005
	2006.03.24
	
	6.4.2 figures 10 and 11
	Source: <Name or email>
Form: <INP doc, mtg, confcall

The role of the block "Service Key distribution" is not clear. Indeed the LTKM is responsible for delivering the service keys, so why is there an additional block? Service Keys SHOULD remain in the LTKM and the block "service key distribution" removed if no precise role for it is identified.
	Status: Tentatively Closed
OMA-BCAST-2006-0634R02
is Tentatively Agreed.


	A006
	2006.03.24
	
	
	Source: <Name or email>
Form: <INP doc, mtg, confcall
The following sentence:

"HTTPS can be used to secure the interface between the BSD/A and the BSM."

Should be modified into:

"HTTPS SHALL be used to secure the interface between the BSD/A and the BSM."
	Status: OPEN




CRs tracking

	CR ID
	Addresses Comments
	Status of CR

	OMA-BCAST-2006-0190R07
	SC-old-001
	

	OMA-BCAST-2006-316R02
	SC-old-002
	Tentatively Agreed

	OMA-BCAST-2006-0264R04
	SC-old-003
	Tentatively Agreed

	OMA-BCAST-2006-0292
	SC-old-004
	Tentatively Agreed

	OMA-BCAST-2006-0289
	SC-old-005
	Tentatively Agreed

	OMA-BCAST-2006-0290R01
	SC-old-006
	Tentatively Agreed

	OMA-BCAST-2006-0291R01
	SC-old-008
	Tentatively Agreed

	OMA-BCAST-2006-0293
	SC-old-009
	Noted

	OMA-BCAST-2006-0304R02
	SC-old-010
	Noted

	OMA-BACST-2006-0343R01
	SC-old-011
	Tentatively Agreed

	OMA-BACST-2006-0396R03
	SC-New-0019
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0021
	Tentatively Agreed

	OMA-BACST-2006-0398R02
	SC-New-0022
	Noted

	OMA-BCAST-2006-0648
	SC-New-0022
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0023
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0024
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0025
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0026
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0027
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0029
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0030
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0031
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0032
	Tentatively Agreed

	OMA-BACST-2006-0398R04
	SC-New-0033
	Tentatively Agreed

	OMA-BACST-2006-0398R02
	SC-New-0040
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0042
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0043
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0044
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0048
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0049
	Noted

	OMA-BACST-2006-0398R02
	SC-New-0050
	Noted

	OMA-BACST-2006-0407R01
	SC-New-0104
	Tentatively Agreed

	OMA-BACST-2006-0407R01
	SC-New-0105
	Tentatively Agreed

	OMA-BACST-2006-0408R01
	SC-New-0150
	Tentatively Agreed

	OMA-BACST-2006-0409
	SC-New-0148
	Tentatively Agreed

	OMA-BACST-2006-0410R02
	SC-New-0149
	Tentatively Agreed

	OMA-BACST-2006-0421
	SC-New-0146
	Withdrawn

	OMA-BACST-2006-0422
	SC-New-0146
	Withdrawn

	OMA-BACST-2006-0423
	SC-New-0146
	Noted

	OMA-BCAST-2006-0190R07
	SC-New-0146
	

	OMA-BACST-2006-0424
	SC-New-0147
	Noted

	OMA-BACST-2006-0425
	SC-New-0147
	Noted

	OMA-BACST-2006-0426
	SC-New-0147
	Noted

	OMA-BCAST-2006-0190R07
	SC-New-0146
	

	OMA-BACST-2006-0470
	SC-New-0196
	Tentatively Agreed

	OMA-BACST-2006-0477
	SC-New-0218
	Tentatively Agreed

	OMA-BACST-2006-0478R01
	SC-New-0219
	Tentatively Agreed

	OMA-BACST-2006-0479
	SC-New-0220
	Tentatively Agreed

	OMA-BACST-2006-0480R02
	SC-New-0221
	Tentatively Agreed

	OMA-BACST-2006-0505R01
	SC-New-0227
	Tentatively Agreed

	OMA-BACST-2006-0505R01
	SC-New-0239
	Tentatively Agreed

	OMA-BACST-2006-0506R01
	SC-New-0228
	Tentatively Agreed

	OMA-BACST-2006-0506R01
	SC-New-0229
	Tentatively Agreed

	OMA-BACST-2006-0506R01
	SC-New-0123
	Tentatively Agreed

	OMA-BACST-2006-0506R01
	SC-New-0287
	Tentatively Agreed

	OMA-BACST-2006-0506R01
	SC-New-0119
	Tentatively Agreed

	OMA-BCAST-2006-0562R03
	SC-New-0345
	Tentatively Agreed (Superseded by OMA-BCAST-2006-0680)

	OMA-BCAST-2006-0680
	SC-New-0345
	Tentatively Agreed

	OMA-BCAST-2006-0584
	SC-New-0274
	Noted

	OMA-BCAST-2006-0591
	SC-New-0183 REF _Ref140476846 \h 

	Tentatively Agreed

	OMA-BCAST-2006-0655
	SC-New-0183

 REF _Ref140476846 \h 

	Tentatively Agreed

	OMA-BCAST-2006-0591
	SC-New-0233
	Tentatively Agreed

	OMA-BCAST-2006-0595R02
	Reference Sections  to Terminal-Smartcard Interface
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0122
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0124
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0132
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0173
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0174
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0174
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0224
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0224
	Tentatively Agreed

	OMA-BCAST-2006-0596R02
	SC-New-0262
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0262
	Tentatively Agreed

	OMA-BCAST-2006-0609
	SC-New-0186
	Noted

	OMA-BCAST-2006-0609
	SC-New-0187
	Noted

	OMA-BCAST-2006-0609
	SC-New-0189
	Noted

	OMA-BCAST-2006-0609
	SC-New-0191
	Noted

	OMA-BCAST-2006-0609
	SC-New-0192
	Noted

	OMA-BCAST-2006-0609
	SC-New-0193
	Noted

	OMA-BCAST-2006-0609
	SC-New-0225
	Noted

	OMA-BCAST-2006-0609
	SC-New-0241
	Noted

	OMA-BCAST-2006-0609
	SC-New-0242
	Noted

	OMA-BCAST-2006-0615
	SC-New-0252
	Tentatively Agreed

	OMA-BCAST-2006-0616R01
	SC-New-0036
	Tentatively Agreed

	OMA-BCAST-2006-0616R01
	SC-New-0037
	Tentatively Agreed

	OMA-BCAST-2006-0616R01
	SC-New-0038
	Tentatively Agreed

	OMA-BCAST-2006-0618R01
	Comment from TS-Services
	Tentatively Agreed

	OMA-BCAST-2006-0634R02
	A005
	Tentatively Agreed

	OMA-BCAST-2006-0634R02
	SC-New-0162
	Tentatively Agreed

	OMA-BCAST-2006-0634R02
	SC-New-0163
	Tentatively Agreed

	OMA-BCAST-2006-0636
	SC-New-0114
	Tentatively Agreed

	OMA-BCAST-2006-0642
	Related to SC-New-0276
	

	OMA-BCAST-2006-0654R01
	SC-New-0020
	Tentatively Agreed

	OMA-BCAST-2006-0655
	SC-New-0183

 REF _Ref140476846 \h 

	Tentatively Agreed

	OMA-BCAST-2006-0655
	SC-New-0177
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0177
	Tentatively Agreed

	OMA-BCAST-2006-0655
	SC-New-0178
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0178
	Tentatively Agreed

	OMA-BCAST-2006-0660R01
	SC-New-0010
	Tentatively Agreed

	OMA-BCAST-2006-0660R01
	SC-New-0181
	Tentatively Agreed

	OMA-BCAST-2006-0660R01
	SC-New-0182
	Tentatively Agreed

	OMA-BCAST-2006-0660
	SC-New-0295
	Noted

	OMA-BCAST-2006-0660R01
	SC-New-0296
	Tentatively Agreed

	OMA-BCAST-2006-0660R01
	SC-New-0387
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0057
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0106
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0107
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0323
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0324
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0325
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0326
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0327
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0344
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0369
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0370
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0371
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0372
	Tentatively Agreed

	OMA-BCAST-2006-0663R02
	SC-New-0373
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0059
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0330
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0061
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0268
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0331
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0332
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0333
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0111
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0112
	Tentatively Agreed

	OMA-BCAST-2006-0665
	SC-New-0116
	Tentatively Agreed

	OMA-BCAST-2006-0667
	IETF draft is now RFC
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0154
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0155
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0156
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0157
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0158
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0259
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	A004
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-006
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-007
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-008
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0160
	Tentatively Agreed

	OMA-BCAST-2006-0668R02
	SC-New-0260
	Tentatively Agreed

	OMA-BCAST-2006-0671R01
	SC-New-0161
	Noted

	OMA-BCAST-2006-0671R01
	SC-New-0164
	Noted

	OMA-BCAST-2006-0671R01
	SC-New-0165
	Noted

	OMA-BCAST-2006-0671R01
	SC-New-0166
	Noted

	OMA-BCAST-2006-0671R01
	SC-New-0170
	Noted

	OMA-BCAST-2006-0671R01
	SC-New-0171
	Noted

	OMA-BCAST-2006-0672
	SC-New-0238
	

	OMA-BCAST-2006-0674
	SC-New-0226
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0172
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0176
	Tentatively Agreed

	OMA-BCAST-2006-0674
	SC-New-0179
	Tentatively Agreed

	OMA-BCAST-2006-0688
	Smartcard Profile renaming
	Tentatively Agreed

	OMA-BCAST-2006-0688
	SC-New-0190
	Tentatively Agreed

	OMA-BCAST-2006-0688
	SC-New-0361
	Tentatively Agreed

	OMA-BCAST-2006-0694
	Common smartcard profile
	

	OMA-BCAST-2006-0699R01
	Replace "key track" by "STKM track"
	Tentatively Agreed

	OMA-BCAST-2006-0701
	SC-New-0269
	Tentatively Agreed

	OMA-BCAST-2006-0701
	SC-New-0270
	Tentatively Agreed

	OMA-BCAST-2006-0701
	SC-New-0271
	Tentatively Agreed

	OMA-BCAST-2006-0733
	SC-New-0313
	Tentatively Agreed

	OMA-BCAST-2006-0748R02
	SC-New-0067
	

	OMA-BCAST-2006-0751
	SG Services link Smartcard Profile
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5 Recommendation

This is BCAST internal working document to collect and resolve Consistency Review comments that apply to BCAST Service and Content Protection Technical Specification. Recommend including above comments and relevant resolutions to be agreed in BCAST 1.0 Consistency Review Report at the end of Consistency Review.
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