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1 Reason for Change

This CR provides the proposed resolutions corresponding to consistency review comments in OMA-BCAST-2006-0365R01 and BCAST-2006-0544.  Some of the comments in Doc-544 reflect the group discussion, during the May Helsinki meeting, on the portions of Docs 365R01 and 374R01 pertaining to the service protection and content protection architectures.  To minimize confusion and improve readability, the highlighting and strikethrough of text as shown in R01 of this document have been deleted.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review, discuss and agree to incorporate the proposed changes to the BCAST AD.
6 Detailed Change Proposal

Change 1:
Modify BCAST functional architecture in Sec. 5.2
5.2 BCAST Architectural Diagram
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Figure 3 - BCAST Functional Architecture Diagram

Change 2:
Modify Table 2 in Sec. 5.2.2
5.2.2 Reference Points for BCAST Enabler

The logical entities of the BCAST enabler are connected to permit them to provide the functions needed. These points of connection establish the reference points documented in this section. As with the logical entities, certain of these reference points will be fully defined as part of the BCAST enabler. The following table describes these reference points.

	Reference Point
	Usage

	Reference Points within BCAST Scope

	BCAST-1
	Content, Content attributes, Notification event, etc.

	BCAST-2
	Content-unprotected and/or content-protected BCAST Service, BCAST Service attributes and content attributes pertaining to the program such as description, rating and genre.

	BCAST-3
	BCAST Service attributes and content attributes pertaining to service provisioning such as targeted user profile and location information.  User preference and subscription information, User request, User reporting, notification event and maybe user charging information.

	BCAST-4
	Notification, Service Guide, fragments (related to provisioning, purchasing, subscription, terminal provisioning, etc.), Service keys, Long Term Key Messages, Short Term Key Messages, Terminal Provisioning object, Terminal Provisioning message, Terminal management message, etc.

	BCAST-5
	This reference points provides the distribution of unprotected and/or protected BCAST Service, content-unprotected and/or content-protected BCAST Service, BCAST Service attributes and content attributes, Notification, Service Guide, and Security material, over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.

	BCAST-6
	 Unprotected and/or protected BCAST Service, content-unprotected and/or content-protected BCAST Service, BCAST Service attributes and content attributes, Notification, Service Guide, and terminal reports related to stream and file delivery, all distributed over the Interaction Network.

	BCAST-7
	This interface provides the delivery of Service provisioning, Subscription information, Terminal provisioning, Security material, and device registration, over the Interaction Network.  For security material delivery, it is also applicable to implementations whereby the BCAST Subscription Management contains the equivalent BDS Service Distribution/Adaptation functionality pertaining to the transmission of such material over the Interaction Network.

	BCAST-8
	User interaction, reporting, and user preference. 

	BCAST-9
	Out-of-band registration for broadcast-only terminals.  It is outside the scope of BCAST specifications.

	BDS Specific Reference Points

	BDS-1
	Unprotected and/or protected BCAST Service, content-unprotected and/or content-protected BCAST Service, BCAST Service attributes and Content attributes, BCAST Service/Content priority**, Notification, Notification priority, Service Guide and Security material.  This reference point is only applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby the portion of the BDS Service Distribution/Adaptation pertaining to service distribution and adaptation is not functionally integrated in the BCAST Service Distribution/Adaptation.
Note: Service protection or Content Protection of RTP streams may be employed by the BDS itself, if available.

	BDS-2
	Service provisioning, Subscription information, Device management, Security material.  This reference point is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, wherebv the portion of the BDS Service Distribution/Adaptation pertaining to subscription management is not functionally integrated in the BCAST Subscription Management.

	Reference Points out of BCAST Scope

	X-1
	Reference Point between BDS Service Distribution and BDS

	X-2
	Reference Point between BDS Service Distribution and Interaction Network

	X-3
	Reference Point between BDS and Terminal

	X-4
	Reference Point between BDS Service Distribution and Terminal over Broadcast Channel

	X-5
	Reference Point between BDS Service Distribution and Terminal over Interaction Channel

	X-6
	Reference Point between Interaction Network and Terminal


** Higher priority in delivery of broadcast service/content may be given to certain categories of service/content, such as those targeted for public safety/public service personnel, or emergency information.
Table 2 - Descriptions of Reference Points
Change 3:
Modifications to Sec. 5.3.1

5.3.1 Service Guide Function 
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Figure 4 - Service Guide Functional Architecture

The BCAST Service Guide Functional Architecture defines the following interfaces:

	Interfaces
	Reference Point
	Description

	SG-1
	BCAST-1
	Server-to-server communications for delivering content attributes such as description information, location information, target terminal capabilities, target user profile, etc. from one or more SGCCS, either in the form of BCAST service guide fragments; or in a proprietary format.

	SG-2
	BCAST-2
	Server-to-server communications for delivering BCAST content/service attributes, such as, service/content description information, scheduling information, location information, target terminal capabilities, target user profile, etc., in the form of BCAST service guide fragments.

	SG-B1
	BDS-1
	Server-to-server communications for either delivering BDS specific attributes from BDS to BCAST Service Guide Adaptation component, to assist Service Guide adaptation to specific BDS, or to deliver BCAST Service Guide attributes to BDS for BDS specific adaptation and distribution.  This interface is applicable to implementations whereby the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to SG distribution is not functionally integrated in the BCAST Service Distribution/Adaptation.  .

	SG-4
	BCAST-4
	Server-to-server communications for delivering service/terminal provisioning information, purchase information, subscription information, promotional information, etc., in the form of BCAST service guide fragments.

	SG-5
	BCAST-5
	This interface provides the delivery of BCAST Service Guide over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.

	SG-6
	BCAST-6
	Delivery of BCAST Service Guide through Interaction Channel. Interactive access to retrieve Service Guide or additional information related to Service Guide, for example, by HTTP, SMS, or MMS.


5.3.1.2 Service Guide Generation/Adaptation/Distribution Component

The Service Guide Generation Component (SG-G) in the network is responsible for receiving Service Guide fragments from various sources, such as, SGAS, SGSS over SG-2 and SG-4 interfaces. SG-G assembles the fragments such as services and content access information, according to a standardized schema, and generates a Service Guide which is sent to Service Guide Distribution (SG-D) for transmission. Before transmission, it is optionally adapted in the Service Guide Adaptation Component (SG-A) to suit a specific BDS. 

SG-D distributes the Service Guide in one or more of the following ways:

· SG-D generates an IP flow to transmit Service Guide over the SG5 interface and the broadcast channel (which may include traversing the BDS Service Distribution/Adaptation) to the SG-C. Before transmission, the SG-G may send Service Guide to Service Guide Adaptation (SG-A) to adapt the Service Guide to suit specific BDS, according to the BDS attributes sent by BDS Service Distribution over SG-B1. The adaptation might result in modification of Service Guide. Note that, for adaptation purpose, the SG-A may also send the BCAST Service Guide attributes or BCAST Service Guide fragments over SG-B1 to BDS Service Distribution for adaptation, this adaptation within BDS Service Distribution is out of the scope of BCAST.
· SG-D may also receive a request for Service Guide information, and send the requested Service Guide information to the terminal directly through the interaction channel. SG-D also may filter Service Guide information from SG-G based on End User’s pre-specified profile.

· SG-D may also send the Service Guide to the BDS, which modifies the Service Guide (e.g., by adding BDS specific information), and further distributes the Service Guide to the SG-C in a BDS specific manner.

Change 4:
Modifications to Sec. 5.3.2
5.3.2 File Distribution Function
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Figure 5 - File Distribution Functional Architecture
The BCAST File Distribution Functional Architecture defines the following interfaces:

	Interfaces
	Reference Point
	Description

	FD-1
	BCAST-1
	Delivery of a file, whose type and encoding scheme may be agnostic to BCAST Standard.

	FD-2
	BCAST-2
	Delivery of a file (or files) or a content protected file (or files) to FD. 

Delivery of an attribute of a file (or files) to FD.

	FD-5
	BCAST-5
	This interface provides the delivery of one or more files, and in-band signalling for file distribution, over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.  The file content may be service and/or content protected. 




	FD-6
	BCAST-6
	Point-to-point delivery of file parts needed in order to reconstruct a complete file or file bundle on the terminal side following reception of file parts over the broadcast channel.

Point-to-Point delivery of a file or a bundle of files.

Delivery of a request or a report about file repairing from Terminal.

	FD-B1
	BDS-1
	Delivery of a file or a bundle of files to BDS.

Delivery of a service and/or content protected file or a bundle of files to BDS.

Delivery of signalling information to a file or bundle of files distribution.

Delivery of bearer information used for a file or bundle of files distribution.
This interface is applicable to implementations whereby the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to file and file metadata distribution is not functionally integrated in the BCAST Service Distribution/Adaptation.  .
Note: If BDS service distribution does not exist, then the interface defined for FD-B1 is applied for x-1 and/or x-2.


Change 5:
Modifications to Sec. 5.3.2.2

5.3.2.2 File Delivery Component
The File Delivery Component (FD) in the network is responsible for the delivery, aggregation, and adaptation of a file or a bundle of files. 

FD receives a file, a bundle of files, some of which may be content protected. FD receives these files with attributes from FA through the FD-2. 
File delivery may take place in one of the following modes:

- BDS transparent mode: Using configured attributes and attributes received from FA, FD negotiates the bearers to be used for file distribution in cooperation with BDS Service Distribution through the interface FD-B1.  If BDS Service Distribution does not exist, then X-1 or X-2 can be used in place of FD-B1 (X-1 and X-2 are within the scope of adaptation specification).  FD normally delivers IP flows (containing a file or bundle of files) to Terminals via FD-5.  If FD receives a request for retransmission or error reporting form Terminal, FD may transmit parts of a file or parts of a bundle of files over Interaction Channel via FD-6 or broadcast channel via FD-5. 
- BDS assisted mode 1: In this mode, the BDS Service Distribution manipulates the file content received from the FD over FD-B1, at the application data level, before it distributes the content to the terminal. These operations are out of scope of OMA BCAST.
- BDS assisted mode 2: In this mode, the BDS Service Distribution does not manipulate the file content received from the FD over FD-B1, at the application data level, before it distributes the content to the terminal.  However, the BDS Service Distribution may perform lower layer processing such as application layer FEC encoding, transport protocol conversion, and unicast-to-multicast IP address translation.  These operations are out of scope of OMA BCAST.
FD can aggregate files transmitted from different FAs according to provisioning information and adapt a file or a bundle of files for BDS.  

In the BDS transparent mode, the FD takes responsibility for error efficient and error resilient file delivery.  Consequently, FD may employ different schemes for improving file delivery success, such as, repetition and forward error correction. The FD may support file-repair components allowing clients which could not fully receive a file or file bundle through broadcast channels to ask for missing file parts in order to reconstruct the file. 
If the service protection is done by BCAST, the FD may cooperate with the Service Protection function to encrypt the bearer to be used for file delivery.
If a file generated by BCAST Subscription Management needs to be transmitted over FD-5 or FD-6, then FD receives it through the interface FD-4.

Change 6:
Modifications to Sec. 5.3.3
5.3.3 Stream Distribution Function
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Figure 6 - Stream Distribution Functional Architecture
The BCAST Stream Distribution Functional Architecture defines the following interfaces:

	Interfaces
	Reference Point
	Description

	SD-1
	BCAST-1
	Delivery of an unprocessed stream for BCAST streaming Service

Delivery of stream with media type and CODEC supported by BCAST

	SD-2
	BCAST-2
	Delivery of a stream having BCAST standard media type and CODEC

Delivery of stream attributes to Stream Distribution Function in BCAST Service Distribution/Adaptation



	SD-5
	BCAST-5
	This interface provides the delivery of streams over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.  




	SD-6
	BCAST-6
	Delivery of a stream to terminal.

Delivery of report about a stream reception.

Delivery of request from terminal e.g. request for the retransmission of a whole stream. 

	SD-B1
	BDS-1
	Delivery of a stream to BDS.

Delivery of a protected stream to BDS.

Delivery of a stream attribute to determine bearers used for stream distribution.

Delivery of bearer information used for a stream distribution.

Delivery of a BDS specific profile for the adaptation of Stream to BDS.

This interface is applicable to implementations whereby the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to stream distribution is not functionally integrated in the BCAST Service Distribution/Adaptation.  
Note:  If BDS service distribution does not exist, then the interface defined for FD-B1 is applied for x-1 and/or x-2.


Change 7:
Modification to Sec. 5.3.3.2
5.3.3.2 Stream Delivery Component

The Stream Delivery Component (SD) in the network is responsible for the delivery of a media stream, the determination of bearers used for stream transmission and the adaptation of a stream to a specific BDS. 
SD receives a stream with attributes of a stream from SA via SD-2. Stream delivery may take place in one of the following modes:
- BDS transparent mode: Using configured attributes and attributes received from SA, SD negotiates the bearers to be used for stream distribution in cooperation with BDS Service Distribution through the interface SD-B1. If BDS Service Distribution does not exist, then X-1 or X-2 can be used in place of SD-B1.  SD normally transmits IP flows (containing a stream) to Terminals via SD-5. 
- BDS assisted mode 1: In this mode, the BDS Service Distribution manipulates the file content received from the SD over SD-B1 at the application data level, before it distributes the content to the terminal. These operations are out of scope of OMA BCAST.
- BDS assisted mode 2: In this mode, the BDS Service Distribution does not manipulate the stream content received from the SD over SD-B1 at the application data level, before it distributes the content to the terminal.  However, the BDS Service Distribution may perform lower layer processing such as the application of native BDS service protection, and unicast-to-multicast IP address translation.  These operations are out of scope of OMA BCAST.
SD may transcode the OMA BCAST stream into BDS specific stream according to BDS request over the interface SD-B1. SD also can adapt the data rate of stream according to reporting of BDS network condition over the interface SD-B1. If SD-B1 does not exist, then X-1 or X-2 can be used.

If the service protection is done by BCAST, the SD may cooperate with the service protection function to encrypt the bearer to be used for stream delivery.  This also applies to content protection of RTP streams. 

SD transmits in-band signalling used for the stream reception and service protection (or content protection of RTP streams) through the interface SD-5 and provides the method for media synchronization. 

SD can provide the method for adaptive reception and can imply techniques for error resilience based on the characteristics specific to a Broadcast service and a Broadcast Channel.
Change 8:
Modifications to Sec. 5.3.4.3
5.3.4.3 Functional Architecture for Service Protection
The following diagram identifies service protection functional blocks, and interfaces between them.  Built in to this architecture is the assumption that service protection encryption is performed at the BCAST level, as opposed to employing native BDS service protection mechanisms.  In addition, as indicated by Fig. 9 and described in the subsequent table, either the BSA, BSD/A or the BSM can generate the Short Term Key Messages, although only the BSD/A delivers these messages to the terminal.  The LTKM is always generated by the BSM. 
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Figure 9 - Service Protection Functional Architecture
Note:  The Smartcard can be USIM/(R-)UIM.
The following table explains the interfaces and maps them to BCAST reference points:

	Interface
	Reference Point
	Definition

	
	
	

	
	
	




	SP-2-2
	BCAST-2
	This interface implements the delivery of the STKM from the BSA to the BSDA for subsequent broadcast distribution:

- the TEK and other service protection protocol parameters are delivered from the SP-KD to the SP-A in the BSA.

- STKM’s are transferred back from the SP-A to the SP-KD

	SP-3
	BCAST-3
	This interface delivers Long Term Key material from the SP-M to SP-A for use in subsequent encryption of Short Term Keys.  These Long Term Key materials are SEAK/PEAK for the DRM Profile, and SEK/PEK for the Smartcard Profile.

	SP-4-1
	BCAST-4
	This interface delivers Long Term Key material from the SP-M to SP-KD, for use in subsequent encryption of Short Term Keys.  These Long Term Key materials are SEAK/PEAK for the DRM Profile, and SEK/PEK for the Smartcard Profile.

	SP-4-2
	BCAST-4
	This interface delivers the LTKM and registration key material from the SP-M to the SP-KD for subsequent broadcast distribution.

	SP-4-3
	BCAST-4
	This interface delivers the STKM from the BSM to the BSDA for subsequent broadcast distribution:

- The TEK and other service protection protocol parameters are delivered from the SP-KD to the SP-M in the BSM.

- STKM’s are transferred back from the SP-M to the SP-KD.
In addition, this interface provides the delivery of the STKM (generated by BSD/A) from the BSD/A to the BSM, for subsequent delivery to the terminal over the interaction channel.

	SP-5-1
	BCAST-5
	This interface implements layer 4 (“Traffic encryption”) of the 4-layer model, by delivering content over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.
The content delivered across SP-5-1 may also be unencrypted in the case of free-to-air services.

Note: This interface is identical to FD-5 and SD-5.

	SP-5-2
	BCAST-5
	This interface implements layers 1, 2 and 3 of the 4-layer model in the delivery of Registration data, Long Term Key Messages, and  Short Term Key Messages to the terminal.  These data are delivered over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation..
SP-5-2a carries Registration data and Long Term Key Messages for broadcast-only terminals, as well as Short Term Key Messages for the case of the DRM Profile.  Also, the registration of devices that together form a DRM local domain is covered by this interface.
SP-5-2b carries Long Term and Short Term Key Messages for the case of the Smartcard Profile.



Key materials are stored within a secure storage entity in the SP-C on the terminal.

	SP-6
	BCAST-6
	This interface implements layer 4 of the 4-layer model (encrypted traffic delivery) over the Interaction Channel.

SP-6 carries service protection encrypted content in the case of subscription services, and unencrypted content in the case of free-to-air services.

	SP-7
	BCAST-7
	This interface implements layers 2 and 1 of the 4-layer model for delivery of the long-term key message and registration over the interaction channel.  For long-term key message delivery, SP-7 is also applicable to implementations whereby the BCAST Subscription Management contains the equivalent BDS Service Distribution functionality pertaining to the distribution of such data over the Interaction Channel.
SP-7a applies to key management implementations based on the DRM Profile and SP-7b based on the Smartcard Profile. 

Related key materials are stored within a secure storage entity in the SP-C on the terminal or the smartcard depending on key management implementation. 

	SP-9
	BCAST-9
	This interface provides out-of-band channel for registration by broadcast-only devices.  It is outside the scope of the BCAST specifications.

	SP-10
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface should correspond to the relevant specifications in 3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [3GPP2 C.S0023-B]. 

	SP-11
	N/A
	Transmission of traffic encryption keys (TEKs) from the terminal to the SP-D to decrypt the enciphered content.

	SP-B1
	BDS-1
	This interface is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to service distribution and adaptation is not functionally integrated in the BCAST Service Distribution/Adaptation.   It provides transport of broadcast file and stream content, Long Term Key Messages, Short Term Key Messages, other security-related material, and signalling which supports the delivery of the above information, between the BSD/A and the BDS-SD.

Note: Service protection encryption may be performed by the BSD/A or the BDS-SD, as indicated by the signalling information transported over SP-B1.”

	SP-B2
	BDS-2
	This interface is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to subscription management is not functionally integrated in the BCAST Subscription Management.  It provides transport of Long Term Key Messages, other security-related material, registration information, and signalling which supports the delivery of the above information, between the BSM and BDS-SD. 


Change 9:
Modification to Sec. 5.3.4.3.4
5.3.4.3.1 SP Key Distribution Component
The Service Protection Key Distribution Component (SP-KD) in the BSD/A is responsible for the distribution over the broadcast channel of the LTKM and STKM, and registration key material for broadcast-only terminals. The Terminal can acquire the TEK from STKM for decryption of the encrypted services. The Long Term Key material (SEAK/PEAK for DRM Profile, or SEK/PEK for Smartcard Profile), broadcast LTKM, STKM, and registration key material are sent from the SP-M to the SP-KD for broadcast distribution to the Terminals.  In addition, the SP-KD generates and sends STKMs to the SP-M  for interaction channel delivery to terminals.
Change 10: 
Modifications to Sec. 5.3.4.3.5 and 5.3.4.3.6
5.3.4.3.5 SP Encryption Component
The Service Protection Encryption Component (SP-E) in the BSD/A is responsible for encrypting services for delivery over the broadcast channel. The TEK is delivered from the SP-KD and is used for encrypting services (note: this internal interface in BSDA is not further specified).  The format of the encrypted service depends on the specific service protection system.  SP-E may be a null function in the case of delivering free-to-air services or the Service Guide.
5.3.4.3.6 SP Decryption Component
The Service Protection Decryption Component (SP-D) in the Terminal is responsible for decrypting the encrypted services using the TEK extracted from the STKM. The STKM is delivered from the SP-KD and the SP-C receives the STKM from the SP-KD over broadcast channel.  SP-E may be a null function in the case of receiving free-to-air services or the Service Guide.
Change 11:
Modifications to Sec. 5.3.4.4
5.3.4.4 Functional Architecture for Content Protection

The following diagram shows the functional blocks and interfaces for content protection in the BCAST architecture.  In particular, built in to this architecture is the assumption that content protection encryption is performed by the BCAST Enabler, as opposed to Content Creation.  Should the Content Creation (e.g., the Content Provider) and the BCAST Service Application (e.g., the Service Provider) belong to separate business entities, it can be assumed that a business agreement exists between these business entities such that the Content Creation provider trusts the BCAST Service Application provider to content encryption protect the clear content sent across CP-1.
Similar to the Service Protection Functional Architecture, in the Content Protection Functional Architecture, either the BSA, BSD/A or the BSM can generate the Short Term Key Messages, although only the BSD/A delivers these messages to the terminal.  The LTKM is always generated by the BSM. 

[image: image8.emf]Content

Creation

BCAST

Service 

Application

Distribution

System

Broadcast

Distribution

System

Interaction

Network

Terminal

BCAST

Service 

Distribution/

Adaptation

BCAST

Subscription

Management

CP-3

CP-7a 

CP-2-1 

CP-4 

BDS

Service Distribution

Air Interface

CP Management 

(CP -M)

CP  Encryption

(CP -E )

FD -C

FD

Legend

BCAST  Functional Entities

BCAST  Reference Points

Other Reference Points

Legend

BCAST  Logical Entities

Other Reference Points

Non BCAST  Entities

BCAST  CP Interface

BCAST  Functional Component

SD

SD -C

CP  Decryption

Smartcard

CP Client

CP -C

CP-7b 

Secure storage entity

CP Client

CP -C

CP -10

CP -12a CP -12b

Content

Creation

BCAST

Service 

Application

Distribution

System

Terminal

BSD/A

BCAST

Subscription

Management

BDS

Service Distribution

Air Interface

CP Management 

(CP-M)

CP Encryption

(CP-E)

FD-C

FD

Legend

BCAST  Functional Entities

BCAST  Reference Points

Other Reference Points

Legend

BCAST Logical Entities

Other Reference Points

Non BCAST Entities 

BCAST CP Interface 

BCAST Functional Component 

CP-9 

SD

SD-C

(CP-D)

CP Decryption

Smartcard

CP Client

(CP-C)

Secure storage entity

CP Client

(CP-C)

CP-2-2 

CP-5-1 

CP-5-2 

X-1 

X-2 

CP-12 

CP-11

CP-14b 

CP-14a 

X-3 

X-4 

X-5 

X-6 

CP-1

CP-10 

CP-B1  CP-B2 

Broadcast

Distribution

System

Interaction

Network

CP-6-1 

CP-6-2

CP-13 

CP Key

Distribution

(CP-KD)


Figure 11 - Content Protection Functional Architecture
The Figure above depicts the architecture of the BCAST Content Protection function for files. 

Interfaces are defined as follows:
	Interface
	Reference Point
	Definition

	CP-1
	BCAST-1
	CP-1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA BCAST function.

	CP-2-1
	BCAST-2 
	The content protection encrypted stream is sent to the BSD/A for distribution.

	CP-2-2
	BCAST-2
	The content protection encrypted file is sent to the BDS/A for distribution.

	CP-3
	BCAST-3
	CP-3 comprises the transactions between CP-M in the BSM and CP-E in the BSA. CP-M transfers TEK to CP-E for encryption of contents.

	CP-4
	BCAST-4
	CP-4 comprises the transactions between the CP-M and the CP-KD for the delivery of short term key message and the long-term key message from the CP-M to the CP-KD.  In turn, the CP-KD passes the short term key message to the SD, and both the short term key message and long term key message to the FD.  In addition, over CP-4, the CP-KD delivers the short term key message that it generates to the CP-M, for delivery over the interaction channel.  Key Material is also delivered from the CP-M to the CP-KD for the broadcast-only terminal to do registration.

	CP-5-1
	BCAST-5
	CP-5-1 comprises the transactions between SD and SD-C for the distribution of content protection encrypted  stream and Short Term Key Messages to enable content decryption, over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.

	CP-5-2
	BCAST-5
	CP-5-2 comprises the transactions between FD and FD-C for the distribution of content protection encrypted files and Short Term Key Messages to enable content decryption, over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation. .
This interface also delivers the long-term key message and key materials in case of broadcast-only devices, where interaction with CP-M have to be implemented by combining the broadcast channel with out-of-band communication. These operations include registration, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-6-1
	BCAST-6
	This interface provides the delivery of content protection encrypted streams over the Interaction Channel.

	CP-6-2
	BCAST-6
	This interface provides the delivery of content protection encrypted files over the Interaction Channel.

	CP-7
	BCAST-7
	CP-7 comprises the transactions between the CP-M and the CP-C in the terminal via the interactive channel.  It includes registration, long-term key message delivery and domain join/leave.

CP-7a deals with key management implementation based on the DRM Profile and CP-7b on the Smartcard Profile.
For long-term key message delivery, this interface is also applicable to implementations whereby the BCAST Subscription Management does not contain the BDS Service Distribution functionality pertaining to the distribution of LTKM and registration data over the Interaction Channel.
Related key materials are stored within a secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation.

	CP-9
	BCAST-9
	CP-9 provides an out-of-band channel for broadcast-only devices to perform registration, long-term key message acquisition, domain join/leave, and usage data collection for impulse pay-per-view.  It is outside the scope of BCAST specifications.

	CP-10
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface should correspond to the relevant specifications in 3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R-)UIM [3GPP2 C.S0023-B].

	CP-11
	N/A
	Transmission of traffic encryption key (TEK) from the CP-C on the terminal to the CP-D to decrypt the enciphered content.

	CP-12
	N/A
	This interface comprises the transmission of the STKM from SD-C to the CP-C on the terminal. 

Depending on key management implementation TEK extraction from STKM is processed by the CP-C on the terminal or on the smartcard.

It also concerns long-term key message and key materials in case of broadcast-only devices. 

Related key materials are stored within a secure storage entity in the CP-C on the terminal.

	CP-13
	N/A
	This interface comprises the transmission of the STKM from FD-C to the CP-C on the terminal. 

Depending on key management implementation TEK extraction from STKM is processed by the CP-C on the terminal or on the smartcard.

It also concerns long-term key message and key materials in case of broadcast-only devices. 

Related key materials are stored within a secure storage entity in the CP-C on the terminal.

	CP-14
	N/A
	CP-14a comprises the transmission of content protection encrypted stream from SD-C to CP-D.

CP-14b comprises the transmission of content protection encrypted file from FD-C to CP-D.

	CP-B1
	BDS-1
	This interface is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to service distribution and adaptation is not functionally integrated in the BCAST Service Distribution/Adaptation.   It provides the transport of content protection encrypted file and stream content, Short Term Key Messages, Long Term Key Messages, other security-related material, and signalling which supports the delivery of the former information between the BSD/A and the terminal.

	CP-B2
	BDS-2
	This interface is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to subscription management is not functionally integrated in the BCAST Subscription Management..   It provides transport of Long Term Key Messages, other security-related material, registration information, and signalling which supports the delivery of the former information between the BSM and the terminal.


Note: 
Interface CP 2-1 and CP 2-2 are identical to SD-2 and FD-2 respectively. Interface CP 5-1 and CP 5-2 are identical to SD-5 and FD-5, respectively.
Change 12: 
Modifications to Sec. 5.3.4.4.4
The Content Protection Management Component (CP-M) is responsible for registration and the long-term key message (LTKM) delivery. The long-term key message containing the SEK/PEK and/or Rights Objects, is delivered to the CP-C from the CP-M. Broadcast-only terminals require out-of-band channel to initiate the request for registration and the long-term key message delivery and receive responses for the registration and the long-term key message delivery over broadcast channel. 

The CP-M also handles STKM delivery to the CP-C.  The STKM, delivered from the CP-M to the SD or FD, can be distributed to the CP-C over the broadcast channel. The CP-M is in charge of the domain management. The terminal can joint a domain or leave a domain using the CP-M.
Change 13:
Modifications to Sec. 5.3.4.4.7

The Content Protection Decryption Component (CP-D) in the Terminal is responsible for decrypting the encrypted contents using the TEK extracted from the STKM.  The STKM is delivered from the CP-M to the SD and FD.  The CP-C receives the STKM from either the SD-C or the FD-C, via delivery over the over broadcast channel, and then sends the TEK to the CP-D.
Change 14:
New Sec. 5.3.4.4.9 on the CP Key Distribution Component
The Content Protection Key Distribution Component (CP-KD) in the BSD/A performs the distribution over the broadcast channel of the LTKM and STKM via the SD and FD.  The terminal can acquire the TEK from the STKM for decryption of the encrypted services.  The SEAK/PEAK for DRM Profile or SEK/PEK for Smartcard Profile, LTKM, STKM and registration key materials are sent from the CP-M to the CP-KD for distribution to terminals.  The STKM generated by the CP-KD is sent to the CP-M for delivery to the terminals over the interaction channel.
Change 15:
Modifications to Sec. 5.3.7
5.3.7 Notification Function
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Figure 14 - Notification Functional Architecture
The BCAST Notification Functional Architecture defines the following interfaces:

	Interfaces
	Reference Point
	Description

	NT-1
	BCAST-1
	A notice of notification event from Content Provider.
Delivery of notification attributes from Content Provider.

	NT-3
	BCAST-3
	Delivery of attributes related to the generation of a Service Guide specific notification message.

Delivery of a notice of notification event from Content Provider.

	NT-4
	BCAST-4
	Delivery of a notification message to Notification Distribution/Adaptation Component.

Delivery of A notice of notification event from BDS.

Delivery of A notice of notification event from Service Guide Generation Component in BSD/A.

Delivery of Service Guide Attributes to be used for the generation of a notification message.

The exchange of Service Guide information over BCAST-4 for notification message generation is covered by Notification Functional Architecture.

	NT-5
	BCAST-5
	This interface provides the delivery of a notification message to a terminal or a group of terminals over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.provides the delivery.

	NT-6
	BCAST-6
	Delivery of a notification message to a terminal over interaction channel.

It may be possible that multiple interaction channels are used via NT-6 for the delivery of the same notification message to multiple terminals.

	NT-B1
	BDS-1*
	Delivery of a notice of notification event 

Delivery of a notification message to BDS or Interaction Network
This interface is applicable when the underlying BDS technology is MBMS or BCMCS, and furthermore, whereby that portion of the BDS Service Distribution/Adaptation pertaining to service distribution and adaptation is not functionally integrated in the BCAST Service Distribution/Adaptation.   


Change 16:
Modifications to Sec. 5.3.7.3

5.3.7.3 Notification Distribution/Adaptation Component
The Notification Distribution Adaptation Component (NTDA) in the network is responsible for delivery of a notification message to a terminal or a group of terminals according to a notification event. NTDA determines which channel is used for the delivery of notification message according to the availability of channel and the number of terminals, which will receive a notification message. NTDA may send a notification message to a terminal or a group of terminal either over Broadcast Channel via NT-5 or NT-10, or over Interaction Channel via NT-6.

NTDA may forward a notification message to BDS or Interaction Network through NT-B1. Based on a received notification message BDS or Interaction Network can generate a notification message and delivers it to a terminal or a group of terminals. How BDS or Interaction Network generates a notification message and sends a notification message is out of OMA BCAST Scope.

If BDS Service Distribution does not exist, NTDA can receive a notice of notification event from BDS through x-1 and NTDA can forward a notification message to BDS or Interaction Network through x-1 and x-2 respectively.
Change 17:
Modifications to Sec. 5.3.8

5.3.8 Terminal Provisioning Function
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Figure 15 - Terminal Provision Functional Architecture
The above BCAST Terminal Provisioning Functional Architecture defines the following interfaces:

	Interface
	Reference Point
	Description

	TP-4
	BCAST-4
	Delivery of Terminal provisioning messages, Terminal management messages, or Terminal management objects to be distributed over Broadcast Channel.

Delivery of Service Guide Fragment about Terminal Provisioning

Note: The delivery of Service Guide Fragment about Terminal Provisioning is defined in SG-4 in chapter 5.3.1



	TP-5
	BCAST-5
	This interface provides the delivery of Terminal provisioning messages, Terminal management messages, or Terminal management objects over the Broadcast Distribution System, which may include traversing the BDS Service Distribution/Adaptation.provides the delivery.
Note : TP-5 may be identical to FD-5 in chapter 5.3.2 and the distribution method is [BCAST-DISTRIBUTION]

	TP-7
	BCAST-7
	Delivery of Terminal provisioning messages , Terminal management messages, or Terminal management objects over Interaction Channel.
Note : The operation on TP-7 is defined in [OMA-DM]


Change 18: 
Modifications to Sec. 5.3.8.1

5.3.8.1 Terminal Provisioning Management Component
The Terminal Provisioning Management Component (TP-M) in the network is responsible for managing terminal provisioning. TP-M is also responsible for provisioning a terminal management object which is to be distributed over the Broadcast Channel.

TP-M generates Terminal provisioning message or Terminal management message containing a parameter or a command to be used for Terminal Provisioning. Terminal provisioning message or Terminal management message can be transmitted over the Broadcast Channel or Interaction Channel.

- In case that Terminal provisioning message or Terminal management message is transmitted over the Interaction Channel (through TP-7), the transport method and the message format are defined in [OMA-DM].

- In case that Terminal provisioning message or Terminal management message is distributed over the Broadcast Channel (via either TP-5 or TP-10), the transport method will be defined in [name the spec, don’t reference since it does not exist yet] and the message format will be defined in [name the spec since it does not exist yet]

TP-M provides a Terminal management object to File Delivery Component in BSD/A in order that TPM distributes this object to many terminals.

TP-M also provides a service guide fragment of BCAST Service, which is related to Terminal Provisioning to Service Guide Generation component in BSD/A. This interface is defined in Chapter 5.3.1.
Change 19: Additional Call Flow for Sec. 5.4.1.1
5.4.1.1 Service Guide Generation and Delivery over Broadcast Channel

Figures 16a and 16b below illustrate examples of the Service Guide Generation and its delivery over the Broadcast Channel.
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Figure 16a - Service Guide Generation and its delivery over Broadcast channel without traversing the BDS-SD
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Figure 16b - Service Guide Generation and its delivery over Broadcast channel, via the BDS-SD
1. SGCCS sends BCAST content information and attributes, such as content description, broadcast area location, parental rating, content genre, user rating, associated preview data and target user profiles, to SGAS. SGCCS can send BCAST content information and attributes as BCAST Service Guide Fragments or non-BCAST standard form. (SG1).
2. SGAS sends BCAST service information and attributes, such as service URI, service description, broadcast area location, parental rating, service genre, user rating, associated preview data and target user profiles, to SG-G/D/A in BSD/A. If BCAST service information and attributes have a non-BCAST Standard form, SGAS changes non-BCAST standard form into BCAST Service Guide Fragment (SG2).
3. The SG-G/D/A in BSD/A may send a request about  BCAST service information and attributes to SGSS.(SG4) The BCAST service information and attributes can be service/content protection  description information, purchase channel information, service bundling information, pricing information and promotional information, etc
4. In the response to step 3, the SGSS sends BCAST service information and attributes, such as, service/content protection description information, purchase channel information, service bundling information, pricing information and promotional information to SG-G/D/A (SG4). If step 3 does not exist, SGSS sends BCAST service information and attributes when the information and attributes about a service or bundle of services are changed. After receiving BCAST service information and attributes, SG-G/D/A generates BCAST Service Guide.
5. The SG-G/D/A may notify BDS Service Distribution of the start of SG delivery.  After the reception of notification, BDS Service Distribution configures the bearers to be used for SG delivery (SG-B1). The negotiation between SG-G/D/A and BDS Service Distribution may be needed to set the proper parameters (such as data rate) about SG delivery. 
6. BDS Service Distribution may responds to the notification of the start of SG delivery. (SG-B1)
7. SG-G/D/A transmits Service Guide over SG-B1 to the BDS Service Distribution.
8. The BDS Service Distribution subsequently transmits the SG over the Broadcast Channel (X-4).  SG-C in terminal receives Service Guide over BCAST channel and it may filter Service Guide based on user profile and user preference before it shows SG to a user.
Change 20:
Additional Call Flow for Sec. 5.4.3

The following sequence diagram should be added to Sec. 5.4.3, “Stream Distribution Function Related Flows”, to account for the scenario in which stream adaptation (if any) is performed by the BSD/A, but service protection is performed by the BDS Service Distribution.
5.3.4.5 Stream Adaptation by BSD/A and Service Protection by BDS-SD
The figure below shows an example of stream delivery whereby adaptation is performed by the BSD/A and native BDS service protection is performed by the BDS Service Distribution.
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Figure XX - Stream Distribution with Stream Adaptation Performed by BSD/A and Service Protection by BDS-SD
1. The CC sends stream and its attribute such as media type and CODEC information to SA in BSA. If a media type and CODEC of that stream are different from those of OMA BCAST Standard, then SA translates a stream to BCAST Standard Stream. (SD-1)

2. The SA in BSA sends a stream having BCAST Standard media type and CODEC to SD in BSD/A (SD-2).  SA also sends the attribute of a stream to SD in BSD/A in order that SD can negotiate bearers to be used for stream distribution with BDS Service Distribution. 

3. The SD in BSD/A requests the assignment of bearers to be used for stream distribution to BDS Service Distribution with the stream attributes (SD-B1).

4. To the response to step 3, BDS Service Distribution responds to the request (SD-B1). Normally, BDS Service Distribution assigns the bearers used for stream distribution. If BDS Service Distribution does not have a resource for stream distribution, it may reject that request. The description about reject case is out of scope of this example. BDS Service Distribution also may request the adaptation of a stream in case that the required data rate for stream delivery is too high or some BDS Specific media type or CODEC should be used for a stream.
5. SD notifies BDS Service Distribution of the start of stream delivery (SD-B1).
6. BDS Service Distribution may send the response about the start of stream delivery to SD (SD-B1).
7. SD delivers the stream to BDS Service Distribution (SD-B1). BDS Service Distribution performs native BDS Service Protection of RTP stream before it distributes the stream to Terminals.
8. BDS Service Distribution may notify SD-C in Terminal of the start of stream distribution (X-4). The detailed operation is BDS-dependent and described in the corresponding BDS adaptation specifications.

9. BDS Service Distribution distributes the stream to Terminal (X-1, X-3). The detailed operation is BDS-dependent and described in the corresponding BDS adaptation specifications.
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