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1 Reason for Change

We propose revised Content Protection function flows following OMA-BCAST-2006-0416-Revised-CP-Architecture .
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the BCAST AD accordingly.
6 Detailed Change Proposal
5.4.5 Content Protection Function Related Flows

5.4.5.1 Content Protection Function Flows for DRM Profile
5.4.5.1.1 The Overall flow for DRM Profile with Interaction Channel

The following figure shows an example of the overall content protection flow for terminal with interaction channel.
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Figure XX - Content Protection Flows for DRM Profile with Interaction Channel
1. The SP-C in Terminal initiates the registration procedure following OMA DRM 4-pass ROAP.

2. The SP-KD in BSD/A delivers a LTKM to the SP-C using 2-pass ROAP.

3. The CP-A in BSA generates a TEK and delivers it to the CP-E in BSA for encryption of services.
4. The CC delivers contents to BSD/A through the BSA.

5. the BSD/A also broadcasts a STKM to Terminals.

6. The BSA encrypts contents using the TEK and delivers it to the BSD/A.

7. The BSD/A broadcasts the encrypted contents to the Terminal.

5.4.5.1.1.1 Registration Flow

5.4.5.1.1.2 This procedure is the same as 4-pass ROAP from OMA DRM v2.0.
5.4.5.1.1.3 LTKM delivery Flows
This procedure is the same as 2-pass ROAP from OMA DRM v2.0.
5.4.5.1.1.4 STKM delivery Flows
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Figure XX – STKM Delivery Flows for DRM Profile with Interaction Channel

1. The Terminal can make a request to the BSM for the delivery of STKM over the interaction channel.

2. STKM can be delivered over the interactionc channel to the SP-C in Terminal.

5.4.5.1.1.5 Re-Keying Flow
5.4.5.1.1.6 The Terminal can acquire an updated SEK/PEK by 2-pass ROAP with ROAP Trigger.
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Figure XX – Re-Keying Flow for DRM Profile
1. The SP-M in BSM sends a ROAP Trigger to the SP-C in Terminal..

2. The SP-C in Terminal runs a 2-pass ROAP with the SP-M in BSM to acquire a new SEK/PEK.

5.4.5.1.2 The Overall Flow for Broadcast-only Terminal

The figure shows an example of content protection function flow for broadcast-only terminal.
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Figure XX - Content Protection Function Flows for DRM Profile with Broadcast-only Terminal

1. The SP-C in the Terminal requests the registration using out-of-band channel. The SP-KD in BSD/A broadcasts registration response to the Terminal.

2. The BSD/A broadcasts a LTKM to the Terminal. In this case, a LTKM is BCRO.

3. The CP-A in the BSA generates a TEK and delivers it to the CP-E for encryption of services.
4. The CC delivers contents to the CP-E in BSA.

5. The BSD/A broadcasts a STKM to the Terminal.
6. The CP-E in BSA encrypts contents and delivers it to the BSD/A. 
7. The BSD/A broadcasts encrypted contents to the Terminal.
5.4.5.1.2.1 Registration Flow
i. The figure shows an example of registration flow for DRM profile with broadcast-only terminals.
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Figure XX - Registration Flows
1. The SP-C in Terminal delivers device data to the BSM using out-of-band channel.

2. The SP-KD in BSD/A broadcasts device_registration_response message to the Terminal.

5.4.5.1.2.2 LTKM delivery Flows

The figure shows an example of LTKM delivery flow for DRM Profile with Broadcast-only terminals.
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Figure XX – LTKM Delivery Flow
1. The SP-C in Terminal may request the BSM to deliver a BCRO. The SP-KD in BSD/A  delivers a BCRO to the Terminal.

2. The SP-M in BSM sends a BCRO to the SP-C in Terminal. The Terminal acquires a SEK/PEK from a BCRO.
5.4.5.1.2.3 STKM delivery Flows

The figure shows an example of STKM delivery flow for DRM Profile with Broadcast-only terminals.
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Figure XX – STKM Delivery Flows for Broadcast-only Terminal

1. STKM is delivered over the broadcast channel to the Terminal.
5.4.5.1.2.4 Re-Keying Flows
ii. The figure shows an example of re-keying flow for DRM Profile with Broadcast-only terminals.
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Figure XX – Re-Keying Flow
1. The SP-KD in BSD/A sends device_registration_response() to the SP-C in Terminal. The Terminal acquires a new registration material.

2. The Terminal acquires BCRO from the SP-KD in BSD/A. The Terminal can decrypt BCRO using the registration material acquired from the step 1.

5.4.5.2 Content Protection Function Flows for Smartcard Profile
5.4.5.2.1 The Overall Flow
The following figure shows a overall content protection function flows for smartcard profile.
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Figure XX - Content Protection Function Flows for Smartcard Profile
1. The SP-C in Smartcard initiates the registration procedure following GBA_U and MBMS registration prcoedure.

2. The SP-C in Smartcard acquire a LTKM from the BSD/A using MBMS MSK request and delivery procedure.

3. The CP-A in BSD/A generates a TEK and delivers it to the CP-E in BSA for encryption of contents.

4. The CC delivers contents to the BSA.

5. The BSD/A broadcasts a STKM to the Smartcard.

6. The SP-C in Smartcard delivers a TEK to the SP-D in Terminal for decryption of contents.

7. The BSA encrypts contents using TEK and delivers it to the BSD/A. The BSD/A broadcasts the encrypted service to the Terminal.

5.4.5.2.1.1 Registration Flow
i. The figure shows an example of registration flow for Smartcard Profile with Content Protection.
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Figure XX – Registration Flow
1. The SP-C in Smartcard acquires registration material used to protect a SEK or PEK. 

GBA_U and MBMS User Service Registration Procedure are executed for the Smartcard Profile using (U)SIM. RK and TK are established for the Smartcard Profile using (R-)UIM.

5.4.5.2.1.2 LTKM delivery Flow
ii. The figure shows an example of LTKM delivery flow for Smartcard Profile with Content Protection.
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Figure 34 – LTKM Delivery Flow
1. The Terminal with Smartcard transfers the LTKM request message to the SP-M in BSM. For Smartcard Profile using (U)SIM, the LTKM Request message corresponds to MBMS MSK Request message.

2. The Terminal with Smartcard acquires the LTKM from the BSD/A. For Smartcard Profile using (U)SIM, the LTKM Response message corresponds to MBMS MSK delivery with BCAST extension procedure.
5.4.5.2.1.3 STKM delivery Flow
The figure shows an example of STKM delivery flow for Smartcard Profile with Content Protection.
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Figure XX – STKM Delivery Flow over Interaction Channel
1. The SP-C in Terminal makes a request to the SP-M in BSM for the delivery of STKM over the interaction channel.

2. The SP-C in Terminal delivers STKM over the interaction channel to the SP-C in Terminal.

The following figure shows an example of STKM delivery over broadcast channel for Smartcard Profile.
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Figure XX – STKM Delivery Flow over Broadcast Channel
2. The SP-C in Terminal receives the STKM over broadcast channel from the BSD/A.

5.4.5.2.1.4 Re-Keying
iii. The figure shows an example of re-keying flow for Smartcard Profile with Content Protection.
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1. The SP-C in Smartcard runs Registration Material Delivery procedure with the SP-M in BSM according to 5.4.4.2.1.1.

2. The SP-C in Smartcard acquires a SEK or PEK from the LTKM delivery procedure with the SP-M in BSM according to 5.4.4.2.1.2.
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