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1 Reason for Contribution

More Orange consistency review comments on OMA-TS-BCAST_SvcCntProtection
2 Summary of Contribution

Further review comments on OMA-TS-BCAST_SvcCntProtection
3 Detailed Proposal

Comments regarding OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D

	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	8.1.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 11 does not show Terminal Binding Key parameters. These should be added.

Proposed Resolution:

Parameter

Source Location
Destination Location
RightsIssuerURI
ESG Access Fragment

RightsIssuerURL in CommonHeadersBox

Service_BCI or Programme_BCI
ESG Access Fragment

ContentID in CommonHeadersBox

STKMs
STKM stream

OMAKeySample in Key track

STKM type indication
SDP

sample_type in OMAKeySampleDescriptionEntry

TerminalBindingKeyID (if TBK is used)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry

RightsIssuerURI (for TBK)

ESG Access Fragment

entry in OMAKeySampleDescriptionEntry


	Status: OPEN

<provide response>

	
	
	N
	5.5.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

permissions_category contains the word ICRO. This should be RO.

Proposed Resolution:

If permissions_category is in the range 0x01...0x3F,

· In case of ICRO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string 

service_CID = bsdaID + "#S" + serviceBaseCID + "@" + hex(service_CID_extension) + "_" + hex(permissions_category)
and then apply the permissions specified in the service ICRO for this asset.
	Status: OPEN

<provide response>

	
	
	N
	3.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ICRO is defined. We no longer have ICROs but ROs.

Proposed Resolution:

Remove ICRO definition.
	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

IPSec section contains a paragraph talking about implementation and in particular interference with other applications. Should this paragraph even be here? As IPSec is an IETF RFC, how come potential interference is an issue?

Why is there no reference to an RFC?

For the IPSec Security Association, again, is this not in an IETF RFC? Why not have a reference?

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Paragraph explaining Figure 9 talks about STKM encrypted fields, says "these and other relevant fields to the LTK delivery layer". What are the other relevant fields? Should these not be specified explicitly? The paragraph also talks about the "appropriate rights management system". Is this not out of scope of BCAST? What does it refer to?

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 9 refers to an OMA DRM 2.0 Agent / USIM/R-UIM. Should this not be a BCAST 1.0 client?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Where do selectors come from? SDP? LTKM? STKM? It should be stated.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

IPSec authentication paragraph adds a note that "this should be handled as part of the mechanism for negotiating IPSec security parameters e.g. IKE."

This is not part of BCAST so what does one do in BCAST? SDP? LTKM?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SA management section gives strong normative implementation guidelines, should this not be informative? Is this not a standard IPSec implementation?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Last bullet in SA Management section talks about rekeying every 20 s as being excessive but this is a realistic crypto-period. But it then says rekeying shall not be done more foten than every 2 seconds. Is it 20 seconds or 2 seconds?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

List of SRTP parameters is given, it might be useful to say in brackets where they are found e.g. STKM or SRTP packet.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figures 10 and 11 contain OMA DRM 2.0 / USIM / RUIM agent, should this not be BCAST client or agent?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

In figures 10 and 11, Service Key Distribution box exists, what is this? This is not in BCAST AD and not in service and content protection spec. What exactly is it and what does it do? Should it not be removed?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Master Salt length is stated as not being longer than 112 bits. 

Would it not be a good idea to define values used by different profiles, or for the case of shared streams? It might be a good idea to add the following text with a reference to the relevant section (based on OMA-BCAST-2006-0406-SRTP_analysis).

Proposed Resolution:

The Master Salt (MS) MAY be used.  The Master Salt MS SHALL NOT be longer than 112 bits. 

For the DRM Profile used independently a NULL MS is used. A non-NULL 112 bit MS may be used for interoperability with the underlying BDS or the Smartcard Profile (see section TBD for further details).

For the Smartcard Profile using (U)SIM, a NULL 112 bit MS may be used for interoperability with the DRM Profile. Otherwise a non-NULL 112 bit MS is used. For interoperability with the Smartcard Profile using (R-)UIM the 112 bit MS may correspond to the 32 bit SK_RAND with zero bit padding for the remaining 80 bits. See section TBD for further details.

For the Smartcard Profile using (R-)UIM the MS SHALL be the 32 bit SK_RAND value with zero bit padding for the remaining 80 bits. A NULL MS SHALL NOT be used as this results in a fixed encryption key for the lifetime of the SEK or PEK (see section TBD for further details).
	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment: 

Sentence says "The TEK contained in the STKM MAY be used as the SRTP Master Key.". This is vague. Is is the MK or not?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

The sentence "The key derivation rate SHALL be 0" does not apply to an MBMS BDS. Either the SHALL should become a MAY or the exception should be stated.

Proposed Resolution:

The key derivation rate SHALL be 0 except for interoperability with 3GPP MBMS terminals, where the key derivation rate MAY be zero (see section TBD and [BDS Adaptation MBMS-v1.0]).
	Status: OPEN

<provide response>

	
	
	N
	P, perhaps others
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text mentions "short term and long term key delivery layer", has this been used before? We have STKM and LTKM layer, but what about delivery layer? What is the difference?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Is the ROC mechanism in RCC draft signaled anywhere e.g. SDP or within the SRTP packet type itself? If DVB-CBMS out-of-band ROC mechanism remains, it would be good to make sure a DVB-CBMS terminal does not attempt to decode the SRTP stream. Such signaling could prevent this from happening.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Encryption algorithm section excludes other key sizes while SRTP does not. Would there be any reason to allow other key sizes?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Authentication algorithm mentions SRTP and SRTCP. Is SRTCP mentioned anywhere in the spec? What is it used for?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Authentication algorithm section contains note "note that there must be a secure way of…..". It refers to e.g. MIKEY. What exact mechanism is used by BCAST? DRM profile? Smartcard Profile? 

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	9.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

OMADRMAU header is actually different from ISMACryp header. Also, the header is not DRM specific. Proposal is to call it OMABCASTAUHeader.

Proposed Resolution:

For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACRYP as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMABCASTDRMAUHeader defined in this specification OMA DRM V2.0.

…………………..

The TEK is sent in STKMs, the IV is in the OMABCASTDRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. Note that the TEK is 128 bits unless the STKM contains the TEK concatenated with the authentication key i.e. a total of 256 bits.  
	Status: OPEN

<provide response>

	
	
	N
	9.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Authentication key is now proposed as the derived key as per SRTP derivation. Hence the note about TEK length should be removed. The derivation of TEK if using SRTP authentication needs to be added.

Proposed Resolution:

The TEK is sent in STKMs directly if no authentication is used. If authentication is used, the 16 byte decrypted traffic key material is used as the Master Key (MK) together with the Master Salt (MS) signalled via SDP to derive the encryption and authentication keys as described by STRP., Tthe IV is in the OMADRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. Note that the TEK is 128 bits unless the STKM contains the TEK concatenated with the authentication key i.e. a total of 256 bits. 
	Status: OPEN

<provide response>

	
	
	N
	9.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Authentication algorithm section needs to reflect use of SRTP derivation using MK and MS.

Proposed Resolution:

Authentication Algorithm

The default (optional) authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 128-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. The authentication key to be used is derived as per SRTP using the MK sent in STKMs and the MS signaled in the SDP file. The MK is a 128 bit key and the MS is a 112 bit.; it is the last 128 bits of the 256 bit key. SRTP authentification is signaled using SDP security descriptions [draft-sdpsd].
	Status: OPEN

<provide response>

	
	
	Y
	all doc
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Reference is made to ISMACRYP1. As this is a reference to ISMACryp v 1.1, it is suggested to make it  "11".

Proposed Resolution:

Throughout the document, replace [ISMACRYP1] by [ISMACRYP11]
	Status: OPEN

<provide response>

	
	
	N
	9.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Change OMADRMAUHeader to OMABCASTAUHeader throughout the section and whole document

Proposed Resolution:

OMABCASTDRMAUHeader
	Status: OPEN

<provide response>

	
	
	N
	9.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

To be compatible with ISMACryp, IV needs to be before key indicator.

Proposed Resolution:

aligned(8) class OMADRMAUHeader {

if (SelectiveEncryption == 1) {// from the OMASampleFormatBox



bit(1)
EncryptedAU;
// Encryption indicator



bit(7)
reserved;
// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * IVLength) IV;

      unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

}
	Status: OPEN

<provide response>

	
	
	N
	9.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 15 needs to be aligned with ISMACryp:

Proposed Resolution:

EncryptedAUReserved

KeyIndicator

IV / delta IV

KeyIndicator
	Status: OPEN

<provide response>

	
	
	Y
	9.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Suggest placing text on KeyIndicator after IV / delta IV for consistency with above comments.

Proposed Resolution:

KeyIndicator: Contains the key indicator for an access unit when CryptoKeyIndicatorLength is non-zero. If the  CryptoKeyIndicatorPerAU is 0, then only the first access unit in a packet has an explicit key indicator value included in the cryptographic context; all subsequent access units SHALL have the same value for KeyIndicator as the first access unit. If CryptoKeyIndicatorPerAU is 1, then a value of key_indicator is included in the cryptographic header for each access unit or fragment in the packet. If SelectiveEncryption is 0 for an access unit, then the value of this field is ignored. Editor: please move this to where indicated below
……………………..

Note: In the simple case where there is one AU per packet, or the AUs are contiguous, this structure reduces to signalling a key indicator and an initial IV per packet.
Editor: please move text above for KeyIndicator here
	Status: OPEN

<provide response>

	
	
	N
	10.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Is this section needed? It talks about assumptions in the Service Guide. It mentions access information which is about the key stream. This is redundant with section 10.2 hence it is proposed to remove section 10.1.

Proposed Resolution:

Remove section 10.1.
	Status: OPEN

<provide response>

	
	
	Y
	10.2.2.1,10.2.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

kmstype is declared in small caps, hence Kmstype in Table 20 & 22 should be corrected to kmstype. Also, order of parameters should be consistent in both tables.

Proposed Resolution:

Correct tables to show:

streamid

serviceprovider

kmstype
	Status: OPEN

<provide response>

	
	
	Y
	10.2.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

stkmStream has a capital letter. To be consistent with other attributes it is suggested to keep everything in small caps.

Proposed Resolution:

Change stkmStream to stkmstream everywhere in text and tables and examples.
	Status: OPEN

<provide response>

	
	
	N
	unknown
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp examples are missing, in particular for the codec generic transport solution

Proposed Resolution:

CR to be submitted with examples
	Status: OPEN

<provide response>

	
	
	N
	10.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

This section allows the link to the ESG to be made. Suitable text should explain how the signaling in the ESG is used to access SDP and key management information / contact the Rights Issuer etc. And a reference to the ESG document should be made!

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	11
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Details on SRTP in particular the use of MK and MS are missing from this section. See document OMA6BCAST-2006-SRTP_analysis for further information.
Proposed Resolution:

If the group agrees with conclusions in the SRTP analysis document, suitable text should be added somewhere in section 11.
	Status: OPEN

<provide response>

	
	
	N
	11.1,11.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Tables 24 & 25 do not mention key lengths, nor does the text. It would be useful to indicate this so that it is clear what they are and that they are the same.

Proposed Resolution:

Add key length information.
	Status: OPEN

<provide response>

	
	
	N
	11.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 26 does not mention the length of the identifiers. Are there not restrictions? It would be useful to make this explicit by indicating what the size is. Can different key ids be used in ESG if the sizes are different for different profiles? Are they independent or not?

Proposed Resolution:

Indicate key ID size limitation or type if char / string. Clarify the above.
	Status: OPEN

<provide response>

	
	
	Y
	11.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

STKMs are mentioned for DRM profile and Smartcard profile using 3GPP MBMS. A link to the relevant sections would be useful for the different profiles. Reference to R-UIM should be added or mention that they are not used.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	11.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text is applicable to SRTP only, this should be made explicit in the section title

Proposed Resolution:

11.3 Sharing SRTP Protected Data Streams using both DRM Profile and Smartcard Profile
	Status: OPEN

<provide response>

	
	
	Y
	all
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Smartcard Profile using 3GPP MBMS, or using 3GPP2 BCMCS is used sometimes. Sometimes the phrase "smartcard profile using (U)SIM or using (R-)UIM is used. This should probably be made consistent throughout the document.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	Y
	11.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text in yellow should be removed.

Proposed Resolution:

OMA-TS-BCAST_MBMS_Adaptation-V1_0-20060104-D
	Status: OPEN

<provide response>

	
	
	N
	11.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Comment in yellow says two ways of using SEK ID exist and that it might be necessary to signal this within the STKM.

This should be considered by the group. Is signaling possible via STKM? Via SDP?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	11.3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

It is not clear what the constraints, if any, are on the identifier lengths. E.g. for SRTP using MBMS key management the MSK ID and MTK ID have specific lengths. In BCAST, are we limited in the MKI length? SRTP RFC says MKI has configurable length.

Proposed Resolution:

Clarify the lengths.
	Status: OPEN

<provide response>

	
	
	N
	12.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

TBK_ID length is 32 bits. This should be indicated in the text.

Proposed Resolution:

If Terminal Binding is desired for any of the content being broadcasted, the Rights Issuer will define the TBK to be a randomly, or pseudo-randomly, generated key of 128 bits. This key will be shared by all compliant non-revoked devices. For each TBK generated, the RI will issue a unique 32 bit TBK_ID.
	Status: OPEN

<provide response>

	
	
	N
	12.1 and sections therein
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

In ESG, TBK ID is called TerminalBindingKeyID. It is suggested to adopt that in main spec as well.

Proposed Resolution:

Editor: please do global search and replace for:

TBK ID changed to TerminalBindingKeyID

TBK_ID changed to TerminalBindingKeyID
	Status: OPEN

<provide response>

	
	
	n
	6.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

LTKM BCAST MIKEY extension is missing to indicate use of Terminal Binding Key.

Proposed Resolution:

See OMA-BCAST-2006-0470-TBK_information_in_MIKEY_extension_for_LTKM.doc
	Status: OPEN

<provide response>

	
	
	Y
	13
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

This whole section is specific to the smartcard profile using (U)SIM. It should be moved to the end of section 6

Proposed Resolution:

Move section 13 to the end of section 6.
	Status: OPEN

<provide response>

	
	
	N
	13.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

How is the allocation of BCAST_Client_ID values managed within OMA?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	13.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Are any fields in the BCAST_Client_ID already used in DM and could the format be re-used?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	13.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

How can the BCAST_Client_ID be put in a DM Management Object? It should be possible to place it there?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	13.2.6
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

The option to signal that an upgrade was available was removed by the group based on the existence of DM. However, the use of DM for such purpose is not explained. Either it is explained or the proposed upgrade_available_message should be reinstated to provide an optional upgrade_server_uri. Otherwise there is no mechanism available to signal that access is forbidden because the client version is not the latest version. This has serious security implications.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Whole section is unreadable as message flows are missing.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section 14 in several places says HTTPs can be used to secure. It should be replaced by HTTPs SHALL be used

Proposed Resolution:

HTTPs SHALL can be used to secure
	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

BSM should be able to refuse delegating STKM generation for security reasons, for example. This is not reflected in the messages.

Proposed Resolution:

Add a message allowing BSM to refuse STKM delegation from BSD/A or BSA.
	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

It is never indicated whether the requested STKM should follow the DRM profile or the Smartcard profile or both. This is clearly missing.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

For SRTP, MK and MS need to be provided to allow derivation of the encryption and authentication keys. This is not in the current messages.

Proposed Resolution:

Add SRTP MK and MS keys.
	Status: OPEN

<provide response>

	
	
	N
	14
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

No normative text is given in terms of network equipment implementation. STKM generation should by default be in the BSM. Hence all interfaces allowing STKM delegation should be optional to implement.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	15
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section has been copied from ETSI specification. Should it not be informative or even removed? Has section 15.1 also been copied?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	16
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

This is related to the DRM profile and should therefore be placed in section 5.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	B.2, 9
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SCR tables show IPSec and ISMACryp as being optional for server to implement while SRTP is mandatory. This is not stated anywhere normatively in the specification. All encryption protocols should be mandatory on the server side.

Proposed Resolution:

Add normative text for server in specification and make all encryption protocols mandatory on the server side.
	Status: OPEN

<provide response>

	
	
	N
	B.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Item 12 streams binding is shown as optional. Why?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	B.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

A lot of the items listed as optional only apply to terminals, so I wonder why these are in the SCR table for the servers? It  seems to whoever wrote the terminal SCR tables cut and paste for the server….I believe this should be corrected.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix C
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

It is unclear what this whole section is supposed to be. It should be removed. Furthermore, what is currently there should be in the DRM profile section, if at all.

Proposed Resolution:

Delete Appendix C entirely.
	Status: OPEN

<provide response>

	
	
	N
	11.3.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

When using the MBMS compliant SRTP with multiple BSMs, each BSM must use the same MSK ID. Do we have such signaling in the specification? Do we need to?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Last paragraph seems to be editorial. Does the 4-layer model apply when the domain concept is used or not? Should the paragraph not be removed?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	17
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

It is not clear at all what Interfacing to underlying BDS actually means. This should be clarified with introductory text just after the section heading.

As the BDS adaptation is about re-using underlying functionality, this typically restricts or constrains parameters in the main specification. This may not be desirable by a service provider who may wish to simply use the underlying BDS as a bearer. While this would typically mean interoperability with native BDS clients may no longer exist, this may be desirable as this can allow full BCAST functionality to be used, for example.

So how does a terminal know whether it should respect the main BCAST spec or whether it should limit itself as described in the adaptation specs? Should we know signal this in the ESG for example? Or in the STKM? E.g. with and "adaptation flag" ?

As the current adaptation specs overrule the main spec, me may end up with all BCAST terminals applying the BDS adaptation specs, losing some of the BCAST potential. Care should be taken to avoid this and to let the service provider make the choice. 

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	11.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 25 says SAK and PAK are derived from SAS and PAS. Is it not the other way round, i.e. SAS derived from SAK and PAS derived from PAK?

Proposed Resolution:


	Status: OPEN

<provide response>
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Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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