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1 Reason for Change

This CR modifies the text in Section 8.1.2 of the service and content protection document to give more detailed and broader description of recording of the streamed content in the protected format.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

8.1.2 Recording in protected form only
If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to  0x00, 0x01 or 0x02. In all cases recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See section ‎5.5.

 The broadcast stream can be encrypted at packet level  (IPsec), transport level (SRTP) or content level (ISMAcryp)  as described in Section 9.

If the broadcast stream in encrypted at content level, recording in encrypted format MAY be achieved by recording the encrypted AUs without decryption in the adapted PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0]. Other methods and file formats MAY also be used.

If the broadcast stream is encrypted at transport level, then the recording MAY require first decryption of the content and then re-encryption in an appropriate file format.
Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

Recommendations for dealing with changes in rights are given in [XBS DRM extensions-v1.0].
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