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1 Reason for Change

Case for Blackouts in BCAST 1.0:

Agreed CR OMA-BCAST-2005-0422R04-CR-SG_Blackout_Service_Reception_Areas makes the case that blackout requirement is reflected in the BCAST RD, in the form of HLFR-02, HLFR-03, SD-10, SD-17 and FILE-07.  Indeed, the SG Technical Specification contains several attributes, such as the “Polarity” attribute” to indicate whether the associated target area is intended for reception or blackout of the service or content item.

Background on Blackouts:

In the USA, some sporting authorities, such as the National Football League, mandate that American Football matches not be shown in the television area of the home team if the stadium does not sell out 72 hours or more before game time.  For example, a television broadcaster can be told that a signal penetrating a certain radius from the match site must be blacked out if the stadium does not sell out 72 hours or more before game time.  Viewers who live outside the blacked out radius, for example viewers in the visiting team's home town, can view the match.  This rule applies to all broadcast mechanisms, including satellite, over the air, or cable broadcasts.

The issue here is that a subscriber may have the technical rights to view broadcasts, but these rights are over-ridden by the blackout rules.

Such blackout rules might not apply in all countries due to local laws.  The location based restriction descriptor defined in this CR is a technical enabler that is included in the STKM in the areas where it is applicable.

Why Support in ESG for Blackouts is not Sufficient:

If blackout information is only specified in the Service Guide (SG), then terminals must acquire the SG before services can be provided, which has not been the case before.  The SG is supposed to provide an enhanced experience to the user with additional information about services; it does not need to be processed by a terminal to be able to start receiving services.

In addition, the actual blackout information needs to be authenticated and the SG is not authenticated and is not considered to be secure.  STKMs are handled by a secure module in the handset that has to follow some robustness rules - not just for key handling but also for the interpretation of the rights information.  If blackout regions are only specified in the SG, then users are tempted to manipulate this information and bypass the blackout restrictions.

This CR adapts the TargetArea element defined in the SG to specify the geographical area for blackout restrictions. The TargetArea definition allows various ways for specifying a target geographical area including the use of geometric shapes (adapted from OMA Mobile Location Protocol 3.2), country codes, geopolitical area names, zip codes, and sets of cell IDs.  It is believed that this definition is sufficiently general and covers similar definitions in other standards. For instance, geometric shapes defined in 3GPP Universal Geographical Area Description (GAD) can be mapped to the geometric shapes defined in TargetArea. In addition, the set of cell ids also includes cell areas defined in various standards such as 3GPP, 3GPP2, and DVB-H.

An alternative service could be specified in the SG and point to an alternative SDP file. The SG specification currently does not have this functionality. An accompanying CR to the SG will be submitted for adding this feature. The alternative service could be any other services, or it could simply be a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle using 3GPP Timed Text, support of which has been agreed although not yet incorporated in the Mobile Broadcast Services specification (OMA-TS-BCAST_Services-V1_0).
2 Impact on Backward Compatibility

The corresponding technical CR should use existing protocol extensions such that the changes are fully backwards compatible.

3 Impact on Other Specifications

N/A.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask BCAST Group to agree the CR to be added to the latest Service and Content Protection Specification.

6 Detailed Change Proposal

2.1  Normative References

	[3GPP GAD]
	3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD), Release 6, 3GPP TS 23.032 V6.0.0 (2004-12).  http://www.3gpp.org/ftp/Specs/archive/23_series/23.032/23032-600.zip.

	[OMA MLP]
	“Mobile Location Protocol 3.2”, Open Mobile Alliance™, OMA-TS-MLP-V3_2-20051124-C, http://www.openmobilealliance.org/

	[3GPP TS 23.003]
	"Numbering, Addressing and Identification", 3rd Generation Partnership Project TS 23.003 Release 6, URL: http://www.3gpp.org/ftp/Specs/

	[3GPP2 C.S0002]
	“Physical Layer Standard for cdma2000 Spread Spectrum Systems”

	[3GPP2 C.S0005]
	“Upper Layer (Layer 3) Signaling Standard for cdma2000 Spread Spectrum Systems”

	[3GPP2 C.S0024]
	“cdma2000 High Rate Packet Data Air Interface Specification”

	[3GPP2 C.S0054]
	“cdma000 High Rate Broadcast-Multicast Packet Data Air Interface Specification”


7.1  Descriptors for access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.

The following access criteria descriptors have been defined:

parental_rating – is the parental rating of the programme.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 15: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == KSM_FLAG_TRUE) {
	
	

	
number_of_country_codes
	8
	uimsbf

	
for (i = 0; i < number_of_country_codes; i++) {
	
	

	

country_code
	16
	uimsbf

	
}
	
	

	}
	
	


The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 2-character value that must be compliant with [ISO-3166].

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.  Some values of the rating_type are reserved for future use.
	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12
2=R-15
3=R-18
4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4
2=Level3
3=Level2

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G
2=PG
3=PG-13
4=R
5=NC-17
6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory
2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY
2=TVY7
3=TVG
4=TVPG
5=TV14
6=TVMA
7=None

	8
	ICRAParentalRatingViolence
	
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0 (Freigegeben ohne Altersbeschränkung)
2=6 (Freigegeben ab 6 Jahren)
3=12 (Freigegeben ab 12 Jahren)
4=16 (Freigegeben ab 16 Jahren)
5=18 (Keine Jugendfreigabe)


location_based_restriction – location-based restrictions on the rendering of content based on [BCAST10-SG].  

An alternative service could be specified in the service guide [BCAST10-SG] and points to an alternative SDP file. It shall be possible to specify an alternative service as a blank screen with a burnt-in text notifying the user of the blackout. In this case, the burnt-in text can be conveyed as a subtitle in 3GPP Timed Text format as described in [BCAST10-Services].
The descriptor tag for this descriptor is 2.  The value for this descriptor is encoded as follows:

Table 16: location_based_restriction Access Criteria Descriptor

	location_based_restriction descriptor
	Length
	Type

	interpretation
	1
	uimsbf

	override
	1
	uimsbf

	reserved_for_future_use
	6
	bslbf

	number_of_target_areas
	8
	uimsbf

	for (i=0; i < number_of_target_areas; i++) {
	
	

	    target_area_type
	4
	bslbf

	    reserved_for_future_use
	4
	bslbf

	    if (target_area_type == 0x1) {
	
	

	        shape()
	
	

	    }
	
	

	    if (target_area_type == 0x2) {
	
	

	        country_code
	16
	uimsbf

	    }
	
	

	    if (target_area_type == 0x3) {
	
	

	        name_area_length
	8
	uimsbf

	        name_area
	8*name_area_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x4) {
	
	

	        zip_code_length
	8
	uimsbf

	        zip_code
	8*zip_code_length
	bslbf

	    }
	
	

	    if (target_area_type == 0x5) {
	
	

	        cell_target_area()
	
	

	    }
	
	

	    hor_acc
	16
	uimsbf

	}
	
	


interpretation – flag specifying how the restriction is interpreted.  If set to 0 (“normal”), a terminal residing within the defined area may not render the associated media streams.  If set to 1 (“spotbeam”), a terminal located outside of the defined area may not render the associated media streams.

override – flag specifying whether the location-based restriction may be ignored by a properly authorized terminal.  If set to 0, the restriction must be obeyed.  If set to 1, the restriction may be ignored if the terminal is able to obtain the necessary entitlements (e.g., PPV Rights Object for the corresponding Program Key).

The override option allows the service provider to signal to the terminal that it may render restricted content regardless of its physical location, as long as the terminal has been pre-authorized to do so.  This could also be used to notify unauthorized terminals of the ability to purchase rights to circumvent the restriction.

number_of_target_areas – the number of TargetAreas that define the geographical area. TargetArea is specified in OMA Service Guide for Mobile Broadcast Services [BCAST10-SG] as an XML element. It is adapted here with modifications such that it can be used for blackout restrictions.

target_area_type – specifies the type of area as specified in [BCAST10-SG]. The following values are possible:

0x1 =
shapes used to represent a geographic area as defined by the shape descriptor below

0x2 =
country code, 1-3 digits, e.g. 355 for Albania as specified in [OMA MLP]

0x3 =
geopolitical name of area such as “Seoul” as specified in [OMA MLP]

0x4 =
zip code

0x5 = 
a set of “cell_area_values” as defined by the cell_target_area descriptor below.

shape – adapted from shapes used to represent a geographical area specified in [OMA MLP]. The value for this descriptor is encoded as follows:

Table 17 shape Descriptor

	shape descriptor
	Length
	Type

	shape_type
	4
	bslbf

	reserved_for_future_use
	4
	bslbf

	if (shape_type == 0x3) {
	
	

	    shape_polygon()
	
	

	}
	
	

	if (shape_type == 0x5) {
	
	

	    shape_circular_area()
	
	

	}
	
	

	if (shape_type == 0x7) { 
	
	

	    shape_elliptical_area()
	
	

	}
	
	


shape_type - specifies the type of shape as specified in [OMA MLP]. The following values are possible:

0x3 =
a polygon

0x5 = 
a circular area

0x7 = 
an elliptical area

Note: Some shape types defined in [OMA MLP] are not included as they are not as applicable for use in blackout restriction.

shape_polygon – a polygon, which is a connected surface defined by an outer boundary and zero or more inner boundaries. The value for this descriptor is encoded as follows:

Table 18 shape_polygon Descriptor

	shape_polygon descriptor
	Length
	Type

	outerBoundaryIs
	
	shape_linear_ring

	number_of_innerBoundaryIs
	8
	uimsbf

	for (i=0; i < number_of_innerBoundaryIs; i++) {
	
	

	    innerBoundaryIs
	
	shape_linear_ring

	}
	
	


Note: The shape_polygon, adapted from [OMA MLP], is a super-set of the polygon definition in [3GPP GAD].
outerBoundaryIs – the outer boundary of the polygon, defined by the shape_linear_ring type.

number_of_innerBoundaryIs – the number of inner boundaries, has to be larger than or equal to 0.

innerBoundaryIs – an inner boundary of the polygon, defined by the type shape_linear_ring.

shape_linear_ring – a closed, simple piece-wise linear path which is defined by a list of coordinates that are assumed to be connected by straight line segment. The value for this descriptor is encoded as follows:

Table 19 shape_linear_ring Descriptor

	shape_linear_ring descriptor
	Length
	Type

	number_of_coords
	8
	uimsbf

	for (i=0; i < number_of_coords; i++) {
	
	

	   coord()
	
	

	}
	
	


number_of_coords – the number of coordinate points that define the linear ring. The number has to be larger than or equal to 3.

coord – a geographical coordinate. In [OMA MLP], a coordinate is specified by the tuple (x, y, z). The “z” component (specifying the altitude, if present) is not included as it is not applicable for blackout restriction use. For simplicity, the “x” and “y” components are represented as latitude and longitude as defined in [3GPP GAD]. The value for this descriptor is encoded as follows.

Table 20 coord Descriptor

	coord descriptor
	Length
	Type

	latitude
	24
	bslbf

	longitude
	24
	bslbf


latitude – latitude coordinate, encoded as defined in [3GPP GAD].
longitude – longitude coordinate, encoded as defined in [3GPP GAD].

The definitions of latitude and longitude in [3GPP GAD] are quoted below for completeness:

The latitude is coded with 24 bits: 1 bit of sign and a number between 0 and 223-1 coded in binary on 23 bits. The relation between the coded number N and the range of (absolute) latitudes X it encodes is the following (X in degrees):
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except for N=223-1, for which the range is extended to include N+1.

The longitude, expressed in the range -180°, +180°, is coded as a number between -223 and 223-1, coded in 2’s complement binary on 24 bits. The relation between the coded number N and the range of longitude X it encodes is the following (X in degrees):
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shape_circular_area – a set of points on the ellipsoid which are at a distance from the point of origin less than or equal to the radius. The value for this descriptor is encoded as follows:

Table 21 shape_circular_area Descriptor

	shape_circular_area descriptor
	Length
	Type

	origin
	
	coord

	radius
	16
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	6
	bslbf


Note: shape_circular_area corresponds to the type “ellipsoid point with uncertainty circle” specified in [3GPP GAD].
origin – specifies the coordinate of the origin.
radius – specifies the length of radius of the circular area.

distance_unit – specifies the distance unit used. The following values are possible:


0x0 = meter


0x1 = kilo-meter


0x2 = yard


0x3 = mile

shape_elliptical_area – a set of points on the ellipsoid, which fall within or on the boundary of an ellipse. The value for this descriptor is encoded as follows:
Table 22 shape_elliptical_area Descriptor

	shape_elliptical_area descriptor
	Length
	Type

	origin
	
	coord

	angle
	10
	uimsbf

	semi_major
	16
	uimsbf

	semi_minor
	16
	uimsbf

	angular_unit
	2
	uimsbf

	distance_unit
	2
	uimsbf

	reserved_for_future_use
	2
	bslbf


Note: shape_elliptical_area corresponds to the type “ellipsoid point with uncertainty ellipse” specified in [3GPP GAD].
origin – specifies the coordinate of the origin.
angle – specifies the angle of the ellipse.

semi_major – specifies the length of the semi major.

semi_minor – specifies the length of the semi minor.

angular_unit – specifies the angular unit used. The following values are possible:


0x0 = degree


0x1 = grad

country_code – country code, 1-3 digits as specified in [OMA MLP].

name_area_length – number of bytes used to encode the name_area field.

name_area – a geopolitical name of area as specified in [OMA MLP].

zip_code_length – number of bytes used to encode the zip_code field.

zip_code – zip code represented by a character string.

cell_target_area – the target area defined by a set of cell IDs or other area identifiers. The value for this descriptor is encoded as follows:

Table 23 cell_target_area Descriptor

	cell_target_area descriptor
	Length
	Type

	cell_target_area_type
	8
	uimsbf

	number_of_cell_area_values
	16
	uimsbf

	for (i=0; i < number_of_cell_area_values; i++) {
	
	

	    cell_area_value
	32
	uimsbf

	    number_of_pp2_cell_ids
	16
	uimsbf

	    for (j=0; j < number_of_pp2_cell_id; j++) 
	
	

	        pp2_cell_id
	32
	uimsbf

	    }
	
	

	}
	
	


cell_target_area_type – specifies the cell_target_area type as defined in [BCAST10-SG]. The following values are possible:

0x0 =
Unspecified

0x1 =
3GPP Cell Global Identifier as defined in [3GPP TS 23.003]

0x2 = 
3GPP Routing Area Identifier as defined in [3GPP TS 23.003]

0x3 = 
3GPP Location Area Identifier as defined in [3GPP TS 23.003]

0x4 =
3GPP2 Subnet ID as defined in [3GPP2 C.S0054]

0x5 = 
3GPP2 SID as defined in [3GPP2 C.S0005]

0x6 =
3GPP2 SID+NID as defined in [3GPP2 C.S0005]

0x7 = 
3GPP2 SID+NID+PZID as defined in [3GPP2 C.S0005]

0x8 =
3GPP2 SID+PZID as defined in [3GPP2 C.S0005]

0x9 =
DVB-H Cell ID as specified in section 6.2.4.1 of [BCAST10-DVBH-IPDC-Adaptation]

number_of_cell_area_values – specifies the number of cell_area_value included in the target area.

cell_area_value – specifies the BDS specific transmit area given in the format as defined by cell_target_area_type given in the format as defined by cell_target_area_type.

pp2_cell_id – If cell_target_area_type = 4, the value is Sector_ID as defined in [3GPP2 C.S0024]. If cell_target_area_type = 5, 6, 7, 8, the value is BASE ID as defined in [3GPP2 C.S0002].

hor_acc – Horizontal accuracy in meters (as specified in [OMA MLP]).
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