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1 Reason for Contribution

This Input Contribution is for the internal collection of comments and resolutions related to [BCAST10-XBS] for BCAST 1.0 Consistency Review. The content of this IC will be reflected in the formal BCAST 1.0 Consistency Review Report later. 
2 Summary of Contribution

Collection of comments and resolutions related to [BCAST10-XBS] for BCAST 1.0 Consistency Review.
NOTE: The comments are ordered by topics to facilitate the process
Comments overview: 

	
	status: CLOSED
	status: OPEN
	Total

	Number of comments 
	44
	143
	187

	% of comments 
	23,5%
	
76,5
%
	100%


Index of open comments (143):

1. References, abbreviations, definitions (9)

2. Editorial changes (60)

3. Device Registration(7)

4. Save permission (3)

5. Domain Management (2)

6. Token handling (8)

7. Subscriber Groups (DVB backwards compatibility) (6)

8. Broadcast Rights (12)

9. Acquisition of RO over an Interaction Channel (3)

10. Broadcast Encryption Schemes (6)

11. Extensions to ROAP/REL (7)

12. PDCF adaption (13)

13. Static Conformance Requirements (1)

14. Implementation issues (1)

15. Other (5)

3 Detailed Proposal

Review Comments

< OMA-TS-DRM-XBS-V1_0-20060321-D.doc>
Closed comments (44):
	ID
	Open Date
	Edit
	Section
	Description
	Status

	G-001
	2006.04.19
	N
	All BCAST 1.0 specs
	Source: Qualcomm

Form: Action item

The name “Clipcast” in representing scheduled file delivery broadcast services has been recognized to be a trademarked term.  While OMA process (OMA-Process-V1_2-20040412-D) does not explicitly address this issue, it was recommended by the OP Chair to avoid potential legal/liability issues due to use of a trademarked term in OMA specs.  
	Status: closed
OMA-BCAST-2006-0248R01
resolves this comment.

	DX001
	2006.03.26
	N
	3.4
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

Some operations used in the document have not been defined in Section 3.4.

These operations are:

· A{K}(M)
· V{K}(M)
· A | B
· A<<B

· A>>B

These definitions are necessary for the clear understanding of the rest of the document.

Proposed Resolution:

Proposed solution is introduced in CR 284
	Status: closed

OMA-BCAST-2006-0284 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX002
	2006.03.26
	Y
	several
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

“Noar” should be replaced by  correct name “Naor”

Proposed Resolution:

All occurrences should be searched and replaced.
	Status: closed

The proposed resolution was accepted by BCAST/DLDRM.

Note :  Joint meeting minute does not have the decision about this. According to my memory, the proposed resolution was accepted. Anyhow, the check is necessary.

	DX003
	2006.03.26
	Y
	several
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

References to “PCKS” should be replaced by correct name “PKCS” PKCS stands for “Public-Key Cryptography Standard”.

Proposed Resolution:

All occurrences should be searched and replaced
	Status: closed

The proposed resolution was accepted by BCAST/DLDRM.

Note :  Joint meeting minute does not have the decision about this. According to my memory, the proposed resolution was accepted. Anyhow, the check is necessary.

	DX004
	2006.03.26
	N
	3.4
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

Missing abbreviations:  OBEX , OOB (out of band, CA, CRL , UTC, IV , MII, PKCS#1, MTU, SI/PSI , ID as "identifier" , PPV and IPPV 

Proposed Resolution:

Abbreviations need to be defined in Section 3.4
	Status: closed
OMA-BCAST-2006-0411 was tentatively agreed at BCAST/DLDRM joint conference call on 31st May 2006



	DX005
	2006.03.26
	N
	6.1.2.1.6
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

Section on “Token Request” is missing in the document

Proposed Resolution:

Proposed solution is introduced in CR 287
	Status: closed

OMA-BCAST-2006-0287 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX006
	2006.03.26
	N
	6.3.4.1.1
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

In the calculation of real_position_in_group concatentation operation (“||”) is erroneously used. This should be replaced by bit-wise OR operation (“|”).

Proposed Resolution:

Proposed solution is introduced in CR 283
	Status: closed

OMA-BCAST-2006-0283 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX007
	2006.03.26
	N
	6.1.3.2.2
	Source: Nokia

From: OMA-BCAST-2006-281
Comment:

The statement “If the keyset_block fits into one RSA block continues at step 5. Else continue at step 4.”  incorrectly refers to step 5 and 4. The correct steps are 6 and 5.

Proposed Resolution:

Proposed solution is introduced in CR 285
	Status: closed

OMA-BCAST-2006-0285 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX008
	
	N
	5.1.1.1
	Source: Nokia

From: OMA-BCAST-2006-281R1

Comment:

Section on “Authentication keys on traffic layer” incorrectly mentions “by means of the BCRO Authentication Key (BAK) which is derived from the RI Authentication Key (RIAK)”.  It should be replaced by  “by means of the Traffic Authentication Key ( TAK), which is derived from the Traffic Authentication Seed (TAS)”

Proposed Resolution:

Proposed solution is introduced in CR 282
	Status: closed

OMA-BCAST-2006-0282 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX009
	2006.03.26
	N
	7.2.5.7
	Source: Nokia

From: OMA-BCAST-2006-281R1
Comment:

ICROs have the capability of conveying export system specific parameters by appending them to the system name in the system constraint, prefixed by "?" as per RFC 2396. However, in BCROs this technique cannot be used, because the system_id is the hash of the system name, and it would thus become undecodable if the parameters were appended. This problem can be fixed by reserving the subsequent bytes (called parameter (bytes) in the system constraint descriptor for this purpose.

Proposed Resolution:

Proposed solution is introduced in CR 286
	Status: closed
OMA-BCAST-2006-0286R01 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX011
	2006.03.31
	N
	7.2.1
	Source: Philips

From: OMA-BCAST-2006-0319

comment:

BCRO is incompatible with DVB-SPP specification

Proposed Resolution:

Proposed solution is introduced in CR 318.

Proposed solution is introduced in CR592.


	Status: Closed

OMA-BCAST-2006-0592 was tentatively agreed and  OMA-BCAST-2006-0318 was withdrawn

at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

same resolution as DX012



	DX013
	30 March 2006
	Y
	3.3

6.1

6.1.1.1

6.1.1.2.1

6.1.1.3.1

6.1.2.1

6.1.2.1.4

6.1.2.1.5

6.1.3.2.1

6.1.3.2.2

6.2.4.1.1

6.2.5.1.1

6.3.4.1.1

6.4.2

6.4.3.1.1

6.4.3.1.2

6.4.3.2.1

7.1

7.2.2

7.3

9.3.1

9.3.3.4
	Source: Fraunhofer IIS

Form: OMA-BCAST-2006-0332

Comment:

On several places in the XBS document, the wording is unclear or the sentences are malformed. This reduces the readability the specification.

Proposed solution:

CR OMA-BCAST-2006-0297R01 proposes some corrections in the wording of the XBS document. The corrections are not of a technical nature.
	Status : closed
OMA-BCAST-2006-0297R1 was tentatively agreed at BCAST/DLDRM joint meeting on April 3rd.



	DX014
	
	N
	All document
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

GRO or generalized RO is mentioned throughout the text but this is not defined in the XBS document, only in the service and content protection spec.

Proposed Resolution:
	status: Closed

No action needed.

GRO is already included as an abbreviation and "Generalised Rights Object" is already defined in section 3.2 page 11.

	DX015
	
	Y
	2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

No reference exists for the service and content protection document.

Proposed Resolution:


	status: Closed

Comment included in DX027.



	DX027
	
	Y
	Appendix A.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

[BCAST-CntSvcProt] is used as a reference. This is not the correct reference. Furthermore the reference does not exist in the reference list.

Proposed Resolution:


	status: Closed

NOTE TO EDITOR: Add the following Normative Reference in 2.1:

[BCAST10-ServContProt]: 
"Service and Content Protection for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, http://www.openmobilealliance.org/
NOTE TO EDITOR: Change in A.1.1 the reference [BCAST-CntSvcProt] to [BCAST-ServContProt]

	DX028
	May 17
	N
	8.1
	Source: Alcatel, Safenet
Comment:

The examples do not conform to the REL DTD and two examples are given. One should be sufficient. 

Proposed Resolution:

Update the example to conform to the new DTD (also see previous comment) and remove the duplicated example. 

Resolved in OMA-BCAST-2006-0582-metering-comments-resolution.doc
	Status: closed

OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX029
	May 17
	N
	8.1.1, 8.1.2, 8.1.3, 8.1.4
	Source: Alcatel, Safenet 

The <count> <timed-count> and <accumulated> elements will always be empty.

Proposed resolution: 

Replace the current REL DTD section for tokens with the elements and attributes below. Sections 8.12, 8.3 and 8.1.4 which describe these elements will need to be updated accordingly. 

Resolution in OMA-BCAST-2006-0582-metering-comments-resolution.doc

<!ELEMENT oma-dd:token-based ( oma-dd:token-constraint-count?,  oma-dd:token-constraint-timed-count?, oma-dd:token-constraint-accumulated?)>

<!ELEMENT oma-dd:token-constraint-count (oma-dd:token-unit,oma-dd:tokens-consumed)>

<!ELEMENT oma-dd:token-constraint-timed-count (oma-dd:token-unit,oma-dd:tokens-consumed)>

<!ATTLIST oma-dd:token-timed-count timer CDATA #IMPLIED>

<!ELEMENT oma-dd:token-constraint-accumulated (oma-dd:token-unit,oma-dd:tokens-consumed)>

<!ELEMENT oma-dd:tokens-consumed  (#PCDATA)>

<!ELEMENT oma-dd:token-unit  (#PCDATA)>
	Status: closed

OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX030
	May 17
	N
	8.2.2
	Source: Safenet

TokenAcquisition trigger should contain a sequence of IDs to conform to the format of other triggers.

Resolution: 

Modify the following text in the schema as shown below.

Resolution is also in OMA-BCAST-2006-0582-metering-comments-resolution.doc

  <complexType name="TokenAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

     <element name="tokenID" type="ID"/>

      </sequence>

<attribute name="id" type="ID"/>

</complexType>


	Status: closed

OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX031
	May 17
	N
	8.2.4
	Source: Alcatel, Safenet.

A negative number of tokens can be delivered, e.g. to clear post-paid tokens. However, the type of the tokenQuantity element’s value is NonNegativeInteger. 

Resolution: 

The type should be changed as follows

<element name="tokenQuantity"  type="integer"/>

Resolution in OMA-BCAST-2006-0582-metering-comments-resolution.doc


	Status: closed

OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX033
	11 May 
	
	6.1.3.2.1

and

6.3.4.1
	Source:Philips 
Form:OMA-BCAST-2006-0471 

The Token Delivery key, its use and how to broadcast it are defined, but not in which message it must be broadcast. The soultion is to add a row to Table 4: device_registration_response message description and a description, see accompanying CR OMA-BCAST-2006-0471
	Status: closed

OMA-BCAST-2006-0471 was tentatively agreed at BCAST/DLDRM joint conference call on 31st May 2006



	DX039
	
	Y
	7
	Source: Orange

From: <INP doc, mtg, confcall

Comment: Typo in section heading "over aaan" to be replaced by "over an"

Proposed Resolution:


	Status: Closed

same comment included also in DX013, resolved by CR297R01 Chg 21



	DX043
	
	Y
	Appendix 1 A.1.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Reference to BCAST-Cnt-SvcProt is wrong.

Proposed Resolution:
	Status: Closed
Comment included in DX027.



	DX044
	
	N
	Appendix C
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Where are the SCR tables?

Proposed Resolution:
	Status: Closed

same comment as DX047;



	DX046
	
	N
	A.10.2.1
	Source: Nokia

From: xxx

Comment:

The “Id” attribute in the ds:KeyInfo element that transports the encrypted Service or Program Authentication Seed, contains invalid characters. This will cause a validating parser to fail when receiving the RO.

Proposed Solution:

CR-551 proposes a resolution
	Status: Closed
resolved in tentatively agreed CR0551;



	DX066


	2006.05.23
	Y
	3.3
	Source: Siemens

Comment: abbreviation is missing

Proposed resolution: 

NSD : Notification of Short Data

RTP: Real Time Protocol
	Status: Closed

NOTE TO EDITOR: Add following abbreviations in 3.3 as proposed:

NSD: Notification of Short Data

RTP: Real Time Protocol

	DX067
	2006.05.23
	Y
	6.4.2
	Source: Siemens

Comment: capialize headline “protocol overview”

Proposed resolution: Protocol Overview
	Status: Closed

NOTE TO EDITOR: Capitalize the first letter of every word of all captions in the Specification.

	DX068
	2006.05.23
	Y
	6.4.2
	Source: Siemens

Comment: capialize headline “protocol overview”

Proposed resolution: Protocol Overview
	Status: Closed

same comment as DX067



	DX070
	2006.05.23
	Y
	8.1
	Source: Siemens

Comment: “token unit” –  minor editorial, edit to italic and connect words

Proposed resolution: tokens-consumed: Tokens consumed per token-unit, e.g. 3 tokens consumed for every count.
	Status: Closed

NOTE TO EDITOR: In section 8.1 page 91 in the definition of tokens-consumed, substitute "token unit" by "token-unit" (italic and connected words),

	DX071
	
	Y
	8.2.4.1
	Source Siemens

Comment : editorial <tokenDeliveryResponse>

Proposal: <TokenDeliveryResponse>
	Status: Closed
NOTE TO EDITOR: In section 8.2.4.1 in page 101, change <tokenDeliveryResponse> to <TokenDeliveryResponse>

	DX086
	
	N
	3.2

Rights Object
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The term “Interacticity Channel” is used but not defined. Is “interacticiy” supposed to be “interactivity”?

Proposed resolution:

Add the correct definition.
	Status: Closed

NOTE TO EDITOR: In Section 3.2 page 11 by the definition of "Rights Object" correct typo in "Interacticity" -> "Interactivity"

NOTE TO EDITOR: Substitute all occurrences of "Interactivity Channel" with "Interaction Channel"

	DX112
	
	N
	6.1.3.2.1

certificate_version
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why is this field needed? The description states that “16 Major and 16 Minor versions are supported”, yet Table 6 only allows 10 Major and 10 Minor versions. This comment applies everywhere this field is present.

Proposed resolution:

Remove this field. If the RI sends a certificate, the Device can compare it to the certificate it has saved. If different, the Device can save the new certificate.
	Status: Closed

NOTE TO EDITOR:  In the table 6 under certificate_version on page 27 and in table 24 in page 58,  delete one row and modify the other to be: version_number, "0x00, … 0xFF". Also delete the column "supports"

Substitute the pharagraph "The parameter is divided 2 fields of 4 bits, … is expressed as 0001 0010b" with "The value in this field is created by the RI. The RI can start at any value. As soon as something changes in the certificate chain, the RI increases the value in this field by 1. This saves the devices the time to go through the complete certificate chain every time they see a message with a certificate chain, which is the same as the one in the previous message(s)."

	DX113
	
	N
	6.1.3.2.1

time_stamp_flag
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The message has two time stamps, does this refer to both?

Proposed resolution:

Clarify timestamps.
	Status: Closed

NOTE TO EDITOR: Change the definition of time_stamp_flag to: "Binary flag to signal presence of both parameter registration_timestamp_start and registration_timestamp_end. "

	DX114
	
	N
	6.1.3.2.1

signature_type_flag
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The signature types are defined as “RSA 1024”, “RSA 2048” and “RSA 4096”. This is not sufficient to define a signature type, this only defines the key size. You also need to define the hash/digest used. This comment applies everywhere this field is present.

PSS specified in A.6 does not automatically specify a hash function and the DRM XBS spec needs to specify one.

Proposed resolution:

Add hash/digest to signature types.

Specify hash function.


	Status: Closed

NOTE TO EDITOR:Add the following sentence after "signature_type_flag – A flag to signal type of signature algorithm used." in section 6.1.3.2.1 in page 29:

" Refer to Appendix 6 for further details."

	DX104
	
	Y
	6.1.1.3.2

Table 3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The table lists the length of the “longfrom_udn” as 21 bytes but Section 6.1.1.2 states it is 20 bytes.

Proposed resolution:

Correct the length.
	Status: Closed

Qualcomm to provide CR indicating length of 20 Bytes

NOTE TO EDITOR: Modify Table 3 in page 21, section 6.1.1.3.2, so that "Format and length" of "longform_udn" is 20 bytes



	DX116
	
	N
	6.1.3.2.1

and elsewhere
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

There are references to ESG, which is not a BCAST term.

Proposed resolution:

Replace ESG with OMA BCAST Service Guide or something like that.
	Status: Closed

NOTE TO EDITOR: "Replace ESG (27 occurrences) with OMA BCAST Service Guide"

	Dx117
	
	Y
	6.1.3.2.2

2nd paragraph

(also applies to 6.4.3.1.2)
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The sentence “This key material SHALL be encrypted, whereas the rest of the device specific data SHALL be in the clear.” does add anything. The last sentence states that the Device’s public key is used to “encrypt all key material”. In actuality it only encrypts the symmetric key encrypting key that in turn encrypts the key material.

Proposed resolution:

Remove both sentences.
	Status: Closed

NOTE TO EDITOR: Remove these two sentences in page 32 and page 61:
- "This key material SHALL be encrypted, whereas the rest of the device specific data SHALL be in the clear."

- "The RI SHALL use the device's public key to encrypt all key material in the device specific data part of the message."

	Dx119
	
	N
	6.1.3.2.2

Steps 4 – 6

(also applies to 6.4.3.1.2)
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

These steps are too complicated and do NOT provide any additional security. Also, the last sentence of step 4 is circular.

Proposed resolution:

The session key should be the only thing encrypted by the Device’s public key. It is sufficient to encrypt the key material with the session key.
	Status: Closed

Part 1 of comment: no  action needed;
Part 2 of comment: same comment as DX007, resolved by CR285

	DX138
	
	N
	7.1.2
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

The following sentence needs to be elaborated on, now that we are in con rev stage.

[This is subject to specifications of the key stream layer in OMA BCAST.]

Proposed resolution:

Specify the relationship between BCROs and key stream messages of the OMA BCAST SPCP specification.


	Status: Closed

same comment as DX052



	Dx147
	
	Y
	7.2.5
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why are the actions capitalized? The constraint_tag in 7.2.6 does not use all caps.

Proposed resolution:

Be consistent in capitalization.
	Status: Closed

NOTE TO EDITOR: In section 7.2.5 in page 81, write the elements in the second column of action_type Table in lower case. E.g.: play action, display  action, execute action, print action, export action, access action and save action.

	DX163
	
	N
	9.2.1

3rd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 3rd sentence uses the term “encrypted AV content”. What is it?

Proposed resolution:

Define encrypted AV content.
	Status: Closed

NOTE TO EDITOR: Substitute "encrypted AV content" with "encrypted content" in Section 9.2.1. in page 105.

	Dx164
	
	N
	9.3.3.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What does HMAC-SHA1-128({Kd}(BCI) mean?

Proposed resolution:

Define this nomenclature.
	Status: Closed

same comment as DX063



	DX169
	
	N
	11.6
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What are “SI/PSI tables”?

Proposed resolution:

Define/remove references to SI/PSI tables.
	Status: Closed

Comment included in DX087.



	DX185
	2006.05.23
	N
	8.2.4.1, 8.3.1
	Source: Safenet
TokenDeliveryID is sometimes defined as being of type roap:Identifier and sometimes of type ID. It should be type ID in all cases. 

In addition, a TokenDeliveryID should also be included in the ROAP-TokenConsumptionReport message to link the report back to the original TokenDeliveryResponse which defined the reporting period and reporting date. 

Resolution: 

Make TokenDeliveryID of type ID in all cases and add it to the ROAP-TokenConsumptionReport message. Resolution is in OMA-BCAST-2006-0582-metering-comments-resolution.doc


	Status: closed
OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX186
	2006.05.23
	N
	8.2.4
	Source: Safenet

A note should be added to specify that when the token quality value of the ROAP-TokenDeliveryMessage is zero, this means that the message is just being used to acknowledge receipt of a token consumption report. 

Resolution: Add such a note to the description of the ROAP-TokenDeliveryMessage

Resolution is in OMA-BCAST-2006-0582-metering-comments-resolution.doc


	Status: closed
OMA-BCAST-2006-582 was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006


Open comments: 

1. References, abbreviations, definitions (9):

a) References
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX085
	
	Y
	2.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Many references are used without listed.

Proposed resolution:

Add the following references:

RFC2404, RFCxxx (for RTP), several ISO standards, several PKCS standards and SCHNEIER.
	Status: OPEN
!!!! PLEASE PROVIDE MISSING REFERENCES…
NOTE TO EDITOR:
Add following references in section 2:

1. [OCSP-MP] ??? (which appears in 6.1.3.2.1, 6.2.4.1.1., 6.2.5.1.1, 6.4.3.1.1., 6.4.3.2.1., )  

2. [XMLEnc] ??? (which appears in 6.1.4.2.) in section 2

3. [RFC2045] ??? (which appears in section 7.4.2.1.) in section 2

4. [RFC1305] ??? (which appears in 7.4.2.2) in section 2

5. [XMLSchema] ??? (which appears in 8.1.5) in section 2

6. [XC14N] ??? (which appears in 8.2.3, 8.2.4, 8.3) in section 2

7. [RFC 768] ??? (which appears in 11.5.1) in section 2

8.  [ISO14496-12] (which appears in 12.1 and 12.2.1)

9. [BCAST 1.0] ??? (which appears in 12.3) 

10. [RFC3280] ??? (which appears in A.1.1.2.4) 
11. [RFC2560] ??? (which appears in A.1.1.2.4)
12. [SCHNEIER] ??? (which appears in A.11)
13. [FIAT_NAOR]  Broadcast Encryption, Advances in Cryptology - CRYPTO ’93 Proceedings, Lecture Notes in Computer Science, Vol. 773, 1994, pp. 480–491, A. Fiat, M. Noar 
14. [OFT] ??? (which appears in A.13.4)
15. [IOPROC] ??? (which appears in Appendix C)
Correct the following references:

1. [DRMDRM-v2.0] to [DRM-v2] in 3.2

2. [OMA_DMR2] to [DRM-v2] in 6.1

3. [FIPS_197] to [FIPS 197] in 6.1.3.2.2. and 6.4.3.1.2.

4. [DRMCF-v2.0] to [DRMCF-v2] in section 12 (3 times), 12.1 , 12.2, 12.2.2.2 (twice), 12.2.2.4 and 12.4.1

5. [Naor02] to [FIAT_NAOR] in section A.13.4 (twice)

6. [OFT, Naor02] to [OFT][FIAT_NAOR] in section A.13.4

7. [Broadcast Encryption, Advances in Cryptology - CRYPTO ’93 Proceedings, Lecture Notes in Computer Science, Vol. 773, 1994, pp. 480–491, A. Fiat, M. Noar] to  [FIAT_NAOR] in A.13.3

Modify definition of "Broadcast Rights Object" in 3.2 to: " This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel. Encoding of the BCRO is specified in Section 7 of this specification."


	Dx130
	
	Y
	6.3.4.1.1

MAC
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

RFC 2104 does NOT describe HMAC-SHA-1-96. This comment applies to any HMAC-SHA-1-x.

Proposed resolution:

Refer to RFC 2404 which defines HMAC-SHA-1-96.
	Status: OPEN

	Dx165
	
	N
	10.1.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 7th paragraph uses the phrase “using the normal OMA procedures”? Where can these procedures be found?

Proposed resolution:

Provide reference to the “normal OMA procedures”.
	Status: OPEN


b) Abbreviations
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX087
	
	Y
	3.3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Many terms are used without being spelled out or defined.

Proposed resolution:

Add the following terms:

ARC, BCI, BDS, CIEK, DVB, , OOB, PSI, RTP, SI, TKM.
	Status: OPEN
AP John: Check BCI

BCI: Binary Content Identifier? or Broadcast Content Identifier?

NOTE TO EDITOR:

Add following abbreviations in 3.3:

CIEK: Content Item Encryption Key
ARC: Action Request Code

DVB: Digital Video Broadcasting

OOB: Out Of Band

TKM: Traffic Key Message

NOTE TO EDITOR: Substitue BDSs in page 138 in A.1.1.2.2. by "Broadcast Distribution Systems" 

NOTE TO EDITOR: Add in page 120 in 11.6 after the first occurrence of SI/PSI, "Service Information/Program Specific Information" 




c) Definitions
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX050
	2006.05.24
	
	General
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

Although no definition of them exists, and there was earlier agreement to remove them, “mixed-mode” devices are mentioned several times.

Proposed Resolution:

Remove “mixed-mode devices” from the text.
	Status: OPEN


	DX083
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The term “asset” is used throughout but not defined. It appears to be equivalent to Content.

Proposed resolution:

Change “asset” to appropriate term.
	Status: OPEN

	DX171
	
	N
	11.11
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What are “mains powered devices”?

Proposed resolution:

Define mains powered devices.
	Status: OPEN

	DX180
	
	N
	A.2.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why does the paragraph start with a parenthesis? What is a “head-end architecture”?

Proposed resolution:

Reword sentence so that it does not begin with a parenthesis. Define “head-end architecture”.
	Status: OPEN

	DX096
	
	N
	6
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There are several fields that are common to many messages. Yet, every time they are used in a message, they are fully described again. These fields include the following: message_tag, protocol_version, longform_udn, device_nonce, status, certificate_version, ri_certificate_counter, c_length, ocsp_response, etc.

Proposed resolution:

Have a “Common Field” section and describe the fields only once. 
	Status: OPEN


2. Editorial changes (60):

	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX088
	
	Y
	3.3

PAK

PAS

PEAK
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The word “programme” is used several times. However, the word “program” is also used in the rest of the document.

Proposed resolution:

Be consistent, use either “programme” or “program”.
	Status: OPEN
NOTE TO EDITOR: Substitute in the whole document "programme" for "program"
To be closed on 24th July if no objection

	DX089
	
	Y
	3.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Notation is used without explanation.

Proposed resolution:

Add and describe all notation used, such as SHA1-x.
	Status: OPEN
Related to comment DX148

	DX035
	
	Y
	5
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

It is very strange to go from 4 Introduction to 5 Authentication

Where is the same diagram for the key management layer?

Proposed Resolution:
	Status: OPEN

CR646R01 (Nokia) addresses this comment

	DX090
	
	Y
	5.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 1st sentence is not good English.

Proposed resolution:

Use something like “The following figure illustrates the authentication hierarchy of the system.”
	Status: OPEN
CR646R01 (Nokia) addresses this comment

	DX091
	
	Y
	5
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

If there’s only 5.1, and there’s no 5.1.1 or 5.2, why all the numbering?

Proposed resolution:

Get rid of 5.1 and renumber 5.1.1.1 – 5.1.1.4 appropriately.
	Status: OPEN
CR646R01 (Nokia) addresses this comment

	DX036
	
	N
	5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ServContProt refers to layers 1 to 4 whereas the subsections go from traffic layer to registration layer. Propose to make it consistent with ServContProt order.

Proposed Resolution:
	Status: OPEN

Similar comment as DX093
CR646R01 (Nokia) addresses this comment

	DX092
	
	N
	5.1

Figure 1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The figure does not explain anything. It just shows the layers, some interconnected boxes/parallelograms and some terms. What’s the difference between a box and a parallelogram? Why do some lines not have arrows? What is F-auth? What is HMAC-SHA1-96? What does “SAS/PAS” mean? Is it SAS or PAS? If yes, how do you know which? Or is it SAS followed (concatenated) by PAS? Same questions for SAK/PAK. What is an ICRO? In case of IPSec with NO authentication, what applies? What is encrypted_traffic_key_material? For the BCRO, ICRO and KSM, do the blank boxes mean anything?

Proposed resolution:

Add the correct definition.
	Status: OPEN

CR646R01 (Nokia) addresses this comment

	DX093
	
	N
	5.1 – 5.1.1.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Although the section is titled “Theory of Operation”, no theory is described. The figure does NOT explain the authentication hierarchy. Sections 5.1.1.1 – 5.1.1.4 describe the authentication keys but in reverse order from Figure 1.

Proposed resolution:

Expand this whole section and clearly explain what authentication is in XBS.
	Status: OPEN

CR646R01 and CR647R01 (Nokia) address this comment

	DX094
	
	N
	5.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What does the sentence “Key: F-auth is authentication key generation function.” Mean? Is the word “Key” referring to a cryptographic key or to a key (i.e. legend) to the figure?

Proposed resolution:

Add definition for “F-auth” in section 3.2 and remove the sentence.
	Status: OPEN

CR646R01 (Nokia) addresses this comment

	DX095
	
	Y
	5.1.1.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What is device_registration_response()? Is it a function? Does the open and close parenthesis mean anything? Why are they used sometimes and not other times?

Proposed resolution:

Add a definition. Be consistent with use of parenthesis.
	Status: OPEN
CR646R01 (Nokia) addresses this comment

	DX037
	
	N
	6
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

This refers to layer 1? Would help to say so?

Proposed Resolution:
	Status: OPEN

<provide response>

	DX038
	
	N
	6
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

No introductory text, would this not be helpful for chapter 6?

Proposed Resolution:
	Status: OPEN

<provide response>

	DX097
	
	N
	6.1

2nd bullet
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

If there a non-binary version of the protocol? Also applies to several other protocol names.

Proposed resolution:

If no, then there is no need for the word “binary” in the name.
	Status: OPEN

	DX098
	
	N
	6.1

Figure 1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

This figure introduces several entities that are not consistent with OMA DRM such as “ROT/PKI+CRL” and Customer. Is this the intention? Is this an OCSP Responder? Is XBS defining the messages “cert. & cap. request” and “cert. & cap. data” or is the intension to use OCSP? What do “cert.” and “cap.” mean? Under the Customer/Device box, what’s the significance of the greyed boxes vs. the white boxes? Why is the Device registering with the Service Provider?

Proposed resolution:

Make the figure clearer and consistent with OMA DRM.
	Status: OPEN

	DX099
	
	Y
	6.1

Explanation of the protocol,

1st bullet
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Missing section

Proposed resolution:

Change “protocol described in section ?” to include the appropriate section.
	Status: OPEN
NOTE TO EDITOR: In 6.1, under Figure 1, in the first bullet, replace "?" with"6.1.1"
To be closed on 24th July if no objection

	DX100
	
	N
	6.1.1.1

2nd bullet after Figure 2
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Figure 2 shows a message going from the RI to the Device, yet the bullet says the user puts the Device into registration mode.

Proposed resolution:

Correct how the Device enters the registration mode.
	Status: OPEN

	DX101
	
	Y
	6.1.1.2.1

Table 2
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

No explanation of table columns. Is the length in bits or bytes. What are the different types?

Proposed resolution:

Explain table.
	Status: OPEN
NOTE TO EDITOR: 

Replace in caption of 2nd column of Table 2 in section 6.1.1.2.1 "length" by "length (bits)".

Add on the sentence over Table 2 "(Binary-Coded Decimal) after "BCD"
To be closed on 24th July if no objection

	DX103
	
	Y
	6.1.1.3.1

Table 3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Footnote 2 is repeated throughout the document.

Proposed resolution:

Explain only once.
	Status: OPEN

	DX105
	
	Y
	6.1.2

Figure 2
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Figure is missing.

Proposed resolution:

Add missing figure.
	Status: OPEN

	DX106
	
	Y
	6.1.2.1

2nd Note
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 2nd note refers to a Table 2 that lists possible requests. When first read, it would appear to be referring to Table 2 of section 6.1.1.2.1.

Proposed resolution:

Fix the table numbering so that they do not restart and are unique.
	Status: OPEN
NOTE TO EDITOR: Fix the table numbering so that they do no restart and are unique.
To be closed on 24th July if no objection

	DX107
	
	N
	6.1.2.1

Table 2
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What does “action code (d)” mean? Does “{0d01}” refer to a decimal number? What does the “(*1)” note refer to? Are codes “{0x60,…,0d69} reserved for future use? Why is “resend BCRO” described in section 11.9? Does “{{0d7}+{0d0,..,0d9},..,{0d8}+{0d0,..,0d9}}” mean? Is it 7+0 = 7 or 7 followed by 0?

Proposed resolution:

Clearly explain the table.
	Status: OPEN


	Dx121
	
	Y
	6.1.3.2.3

Table 7
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Note (*1) is missing the section to which it refers to.

Proposed resolution:

Fixed reference.
	Status: OPEN

	Dx122
	
	N
	6.2.1

Table 8
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Missing section numbers from 2nd column. The “update domain” message is not described. What is a “BCRO carousel”? Message should be listed in the order they are described. Names in column 1 are sometimes different than description, e.g. “force to re-register” and section 6.2.5 “Force re-registration”.

Proposed resolution:

Add missing section number to 2nd column. Add description of “update domain” and “BCRO carousel”. Describe the message in the same order as listed in the table.
	Status: OPEN

	Dx123
	
	N
	6.2.4.1.3

Table 12
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Contact types 2 and 6, and 3 and 7 have the same description.

Proposed resolution:

Clearly describe the contact types.
	Status: OPEN

	DX124
	
	Y
	6.2.5

Last bullet
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The paragraph has 2 identical sentences.

Proposed resolution:

Remove the 2nd sentence.
	Status: OPEN
NOTE TO EDITOR: Remove in 6.2.5 on the 5th bullet the second sentence (which is almost the same one, as the first one)
To be closed on 24th July if no objection

	Dx131
	
	N
	6.3.4.1.1

Tables 19&20
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Tables 19 and 20 are the same

Proposed resolution:

Remove one of them.
	Status: OPEN
CR656 (Fraunhofer IIS) addresses this comment

	Dx132
	
	N
	6.3.4.1.2

Table 21
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There are 3 superscripted “10”. What do they mean?

Proposed resolution:

Explain the superscripted 10s.
	Status: OPEN

	DX133
	
	N
	6.4


	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

This whole section does not provide much information and then it backward references section 6.1.2.1.

Proposed resolution:

Move as appropriate to section 6.1.2.1.
	Status: OPEN

	DX134
	
	Y
	6.4.3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

All the message are binary.

Proposed resolution:

Remove binary from section title.
	Status: OPEN

	DX069
	2006.05.23
	Y
	7.4.3
	Source: Siemens

Comment: unclear text “to create a super-distributable copy of (part) of that broadcast asset in a new asset.”

Proposed resolution: clarify and edit text
	Status: OPEN

	DX148
	
	Y
	7.2.6.7

system_id
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What is SHA1-64?

Proposed resolution:

See earlier comment for section 3.4.
	Status: OPEN
Related to comment DX089

	Dx153
	
	Y
	8.1.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

It would be useful to highlight what the modifications to the REL are. This comment applies to all modification to the REL.

Proposed resolution:

Highlight the modifications.
	Status: OPEN

	DX154
	
	Y
	8.1.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why is the example under Figure 11 given? It is identical to the example of Figure 10.

Proposed resolution:

Remove example.
	Status: OPEN
NOTE TO EDITOR:

Remove te example in section 8.1.1 after Figure 11.
To be closed on 24th July if no objection

	DX073
	2006.05.23
	Y
	8.2 / A2.1

Whole doc


	Source: Siemens

Comment: 

Proposed resolution: change text from Times Roman to Arial or vs verca
	Status: OPEN
NOTE TO EDITOR:

Change text in whole document from Times New Roman to Arial

To be closed on 24th July if no objection

	DX045
	
	N
	All document
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

To a non-DRM specialist and a BCAST reader, the whole document feels out of place. BCAST is not mentioned anywhere, nor is the ServContProt specification. It is not clear to the reader how this document relates to BCAST, ServContProt or DRM Profile as these are not mentioned. The introduction only mentions DRMv2. (No reference to ServContProt exists in the document, nor to any BCAST document!).

Proposed Resolution:
	Status: OPEN



	DX049
	2006.05.24
	
	General
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

In several places there is a mentioning of “CMLA requirement (2004-2007)”. It is not clear from where this text comes, and it seems inappropriate since OMA does not have any liaison in place with CMLA.

Proposed Resolution:

Remove all mentioning of CMLA or CMLA requirements.
	Status: OPEN
NOTE TO EDITOR:
Remove all (7) occurrences of "CMLA requirement (2004-2007)"
To be closed on 24th July if no objection

	DX166
	
	Y
	11
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 2nd sentence of the 7th paragraph repeats the same requirement as stated in the 5th paragraph.

Proposed resolution:

Remove the sentence.
	Status: OPEN
NOTE TO EDITOR:

In section 11, remove the 2nd sentence of the 7th paragraph ("RI Services SHALL contain only RI Stream").
To be closed on 24th July if no objection

	Dx167
	
	Y
	11.1

2nd bullet
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Proposed resolution:

Change “number of streams” to “number of RI streams”.
	Status: OPEN
NOTE TO EDITOR:

In section 11.1 on the second bullet, replace "number of streams" for "number of RI Streams".
To be closed on 24th July if no objection

	DX168
	
	Y
	11.1

2nd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The sentence/paragraph refers to “Chapter 11.5.1”.

Proposed resolution:

Fix the reference.
	Status: OPEN

	DX170
	
	Y
	11.9.1

2nd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why is MAY used?

Proposed resolution:

Change “MAY” to “SHOULD”.
	Status: OPEN

	DX172
	
	Y
	12

3rd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

A reference to Figure 9.1 is made but no such figure exists.

Proposed resolution:

Fix reference.
	Status: OPEN
Similar to comment DX017

	DX173
	
	Y
	12.1

2nd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

A reference to Table 9.1 is made but no such figure exists.

Proposed resolution:

Fix reference (possible Table 34).
	Status: OPEN
NOTE TO EDITOR:

In section 12.1 on the second paragraph, correct the reference "table 9.1" to refer to the table below this paragraph (by now is Table 34).
To be closed on 24th July if no objection

	DX174
	
	Y
	12.2

2nd paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Makes a reference to a figure that uses the color “red” to highlight. This only works if the document is read on a color screen or is printed with a color printer.

Proposed resolution:

Don’t use colors.
	Status: OPEN
NOTE TO EDITOR:
In section 12.2 on the 2nd paragraph:

- substitute "OMA key track data" by "OMA key stream data"
- remove ", as shown in red".
To be closed on 24th July if no objection

	DX056
	2006.05.24
	
	12.2
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

Fig 22 is empty

Proposed Resolution:

Remove reference and caption (or add Figure)
	Status: OPEN
No action needed (as Figure 22 in section 12.2 already exists)
To be closed on 24th July if no objection

	DX058
	2006.05.24
	
	A.1.3
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

Section is empty

Proposed Resolution:

Populate or remove
	Status: OPEN


	DX059
	2006.05.24
	
	A.1.7
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

Subsections are not properly numbered

Proposed Resolution:

Re-number subsections properly
	Status: OPEN
NOTE TO EDITOR: 
In section A.1.7, renumber subsections  properly.
To be closed on 24th July if no objection

	DX042
	
	N
	Appendix 1 A.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

<Additional text TBD> needs to be resolved

Proposed Resolution:
	Status: OPEN

No action needed, as same comment as DX177
To be closed on 24th July if no objection

	DX177
	
	N
	A.1.2
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There a “<additional text TBD>”.

Proposed resolution:

Provide the additional text.
	Status: OPEN


	DX072
	2006.05.23
	Y
	A1.1.2.5
	Source: Siemens

Comment: text ”More TBD.” What is needed to be done here?

Proposed resolution: clarify
	Status: OPEN

	DX076
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Many OMA DRM terms are used but spelled incorrectly. DRM is very careful about capitalization. The term “terminal” is used but is not defined.  Appears to be the same a Device.

Proposed resolution:

Use “Rights Issuer”, “Device”, etc.
	Status: OPEN

	DX077
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Inconsistent use of number base representation. Sometimes 0d01 is used of decimal, other times just 1. Sometimes a subscript is used other times not. Sometimes hex numbers are used when decimal is sufficient (and more concise).

Proposed resolution:

Be consistent with base representation. Use decimal number (without any base indication).
	Status: OPEN

	DX078
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There seem to be many forward references.

Proposed resolution:

Minimize the number of forward references.
	Status: OPEN

	DX079
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Inconsistent use of capitalization, e.g. in section 6.1.1.3.1 the term “device_data_inform” is used but Table 3 uses the term “Device_Data_Inform”.

Proposed resolution:

Be consistent with capitalization.
	Status: OPEN
NOTE TO EDITOR:

Be consistent with capitalization in the whole document, e.g. substitute in section 6.1.1.3.1 "Device_Data_Inform" in Table 3 for "device_data_inform".
To be closed on 24th July if no objection

	DX080
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Improper use of “he”.

Proposed resolution:

When referring to a person, use “he/she” and when referring to an object, use “its”.
	Status: OPEN
Use "it" and "its" for the RI and the device.
Use "he/she" and "his/her" for the user.
Modify following occurrences:
- "The RI SHALL use its private key…" in page 32 and in page 61
- "… forcing the device to update its RI certificate chain" in page 38
-"When the user of a device is instructed by his/her device to report token consumption, he/she used…" in page 49

- "… wish to use post-paid tokens, no even the ones that are still in his/her device…" in page 160

- "After the user has let the device know that he/she wants to register…" in page 18

-"He/She uses following specified behaviour" in page 21
- "After sending this ARC the user will wait until he/she receives…" in page 23

- "to start service provision when he/she would call…" in page 45 (3 times)

- "When the user of a device wants to obtain tokens, he/she uses…" in page 49

- "When the user of a device is instructed by his/her device to report token consumption, he/she used…" in page 49

-"he/she" (twice) in page 56

- "for which he/she has acquired" in page 139

- "the user can enjoy the content he/she" was… " in page 139

- "he/she actually consumes" in page 158

- the user informs the RI that he/she…" in page 160



	DX081
	
	N
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

No explanation of the pseudo C/C++ language used to describe the format of the messages. Why are there “char” and “string”?

Proposed resolution:

Provide a good description of the pseudo C/C++ language and how it is used.
	Status: OPEN

	DX082
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Several places when referring to a section, a blank space is missing before or after the section number.

Proposed resolution:

Add a blank space where it is missing.
	Status: OPEN
NOTE TO EDITOR: Add a blank space where it is missing when refering to a section.

	DX084
	
	Y
	All
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There are numerous Word “Errors” throughout the document, mainly missing references.

Proposed resolution:

Fixed the errors.
	Status: OPEN
NOTE TO EDITOR: Replace through all the document the word "Errors" due to missing references, by the correct reference. 

	DX181
	
	Y
	A.8.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

This section appears to be a repeat of section 9.3.3.4.

Proposed resolution:

Remove this section.
	Status: OPEN

	DX182
	
	Y
	A.9
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why are the message tags listed in an appendix? The tag values defined in the sections describing the messages. The table in incomplete.

Proposed resolution:

Remove this section.
	Status: OPEN

	DX184
	
	Y
	A.13.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

This section appears to be a repeat of section A.8.4 (even same section title).

Proposed resolution:

Remove one of the sections.
	Status: OPEN


3. Device Registration (7)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX102
	
	N
	6.1.1.3.1

1st sentence
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

How does the “Device data” prove this it is unique?

Proposed resolution:

Fix requirement.
	Status: OPEN
Qualcomm to provide CR

	DX108
	
	N
	6.1.2.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

There are no descriptions for the following action codes: purchase, metering and token_request.

Proposed resolution:

Add appropriate descriptions.
	Status: OPEN
CR645 (Philips) adresses part of this comment

	DX109
	
	N
	6.1.2.1.4 and several other places
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Inconsistent use of the terminology “nonce” which is typically a large number and not repeated, in the context of “device_nonce” for token consumption reports.  

The length of this field is too small to be useful in the context of token consumption reports.

Proposed resolution:

Perhaps device_seq_number may be more appropriate.

Increase the length to say 16 bits, and use as a sequence number.

Overflow case must be handled as a special case.
	Status: OPEN
Qualcomm to provide a CR to increase the size of nonce

	DX110
	
	N
	6.1.2.1.6
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 2nd sentence reads “whereas value 69 will decode as timedrift >= 100” but “E.g 2” uses the value 89. There is no explanation as to why the Device needs to inform any one of the time drift, as to why it is measured in 5 minute increments.

Proposed resolution:

Correct use of 69 or 89. Explain why this action code is needed. It seems the Device should just set its time to what the RI sent.
	Status: OPEN
AP John & Aram: Prepare some explanation for the timedrift.

	DX111
	
	N
	6.1.3.2.1 and elsewhere
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Protocol_version is 0x0

Proposed resolution:

Use version 1.0 or similar to indicate BCAST 1.0?
	Status: OPEN
"protocol_version" will be left to 0.
CR643R01 (Qualcomm) addresses this comment

(notation problem: related to comments DX095 and DX081)

	Dx118
	
	N
	6.1.3.2.2

1st step

(also applies to 6.4.3.1.2)
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Step 1 states “Generate a (128, 192 or 256) bit AES key”, but no explanation is provided as to how the RI would know which to generate.

Proposed resolution:

Explain which circumstances define the key size.

Key size would have implications in message size and so on and so we cannot add them without further details.

If key sizes larger than 128 bits are important, we need to do the same for integrity keys also, e.g., HMAC-SHA-256, HMAC-SHA-512.
	Status: OPEN
AP John: the length of the SK can be calculated, but it would be convenient if the specification would describe how to calculate the length of the SK. Remark *1 at the end of section 6.1.3.2.3 should point to this explanation. The explanation should contain a clarifying figure. It should also be specified, which PKCS#1 encryption scheme is used.

AP: some more offline discussion is needed for the inconsistency in the security involved with encryption and signatures.

	DX120
	
	N
	6.1.3.2.2

Last paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 2nd sentence states the “encrypted keyset_block MAY be stored as is into unprotected storage and decrypted by the device upon use”. This is not sufficient. If the encrypted keys are store in unprotected storage, an integrity requirement is also needed.

Proposed resolution:

Add a requirement that is the encrypted keys are stored in unprotected storage, they MUST have integrity protection.
	Status: OPEN
CR644 (Qualcomm) addresses this comment


4. Save permission (3)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX010
	2006.03.31
	N
	7.4.2.1
	Source: Nokia

From: OMA-BCAST-2006-281R1
Comment:

Section 7.4.2.1 allows SEK to be used as CIEK for superdistributable recordings, and thus the device that wants to play the recording would need to get hold of SEK, even though it may not be a subscriber to the service. Leakage of SEK to non-subscribers shouldn't be allowed.

Proposed Resolution:

Proposed solution is introduced in CR 320
	Status: OPEN

Offline discussion
Refer to email from John 21.06.2006 "CR320 and comment DX010"

	DX040
	
	N
	7.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text on recording refers to re-encryption with a single key but does not mention the use of adapted PDCF with ISMACryp.

Proposed Resolution:
	Status: OPEN

offline discussion needed

	DX041
	
	N
	7.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Recording section is based on decryption of stream with TEKs and then re-encryption with single key. It thus applies for SRTP or IPSec or perhaps even ISMACryp. Would it not also work with the Smartcard profile? Should the whole section not be in main ServContProt document with common parts for DRM and Smartcard profiles?

Proposed Resolution:
	Status: OPEN

<provide response>
Orange to provide CR


5. Domain Management (2)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX135
	
	N
	6.4.3.2.1

status field


	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

If the status is NOT Success, what should the Device do with any domain keyset associated with the particular domain?

Proposed resolution:

Add requirement that the Device SHALL always remove any domain keyset associated with the particular domain, no matter the status code.
	Status: OPEN

Qualcomm to provide a CR adding this requirement

	DX179
	
	N
	A.1.1.2.4

Last paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

How does upgrading Domain Generations protect against undetected DRM agent compromise? What is a “Domain Generation”?

Proposed resolution:

Provide an adequate explanation for the claim. Define “Domain Generation”.
	Status: OPEN
Qualcomm to provide a CR removing the sentence


6. Token handling (8):

	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX126
	
	N
	6.3.4.1.1
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Typo in section title “delivert”. Table 16 and the description of the fields contain fields that are not used. This message uses a MAC and not a signature.

Proposed resolution:

Fix typo. Remove unused fields. Use a signature instead of the MAC or describe a MAC is used instead of a signature.
	Status: OPEN

NOTE TO EDITOR: correct the typo “delivert”
AP Qualcomm:  to provide a CR
CR656 (Fraunhofer IIS) addresses half of the comment


	Dx127
	
	N
	6.3.4.1.1

token_delivery_response_id
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The description implies a cache for detecting duplicate IDs but no minimum size is specified.

Proposed resolution:

Specify the minimum cache size.
	Status: OPEN

	Dx128
	
	N
	6.3.4.1.1

encrypted_token_quantity
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

No explanation of why this quantity is encrypted.

Proposed resolution:

Describe why it is necessary to encrypt this quantity.
	Status: OPEN

	Dx129
	
	N
	6.3.4.1.1

encrypted_report_authentication_key
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Given that this key is 128 bits, using a fixed IV 0 with 0 padding is identical to ECB. This comment applies to any use of fixed IV 0 with 0 padding that is encrypted 128 bits.

Proposed resolution:

Use ECB where the effect is the same.
	Status: OPEN

	Dx157
	
	N
	8.2 & 8.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Sections 8.2 and 8.3 are in XML and not necessary to implement the XBS specification. 

Proposed resolution:

Move Sections 8.2 and 8.3 to Appendix
	Status: OPEN

	Dx158
	
	N
	8.2.3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Is “Token Delivery ID” the same as the “token_delivery_response_id” field of section 6.3.4.1.1?

Proposed resolution:

Explain this field. Also see earlier comment on section 6.3.4.1.1.
	Status: OPEN

	Dx159
	
	N
	8.3
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Figure 17 is really a table. The “Certificate Chain” parameter is listed as Optional, but the description of the field states “This parameter MUST be present.”

Proposed resolution:

Change Figure to Table. Clarify whether the parameter is optional or not.
	Status: OPEN
1) NOTE TO EDITOR: In section 8.3 change Figure 17 to Table 17
2) ?

	DX183
	
	N
	A.11
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why isn’t HMAC used to authenticate the token consumption message? Why is the tokens_consumed field limited to 9999 (decimal) when it is transmitted as a 32-bit binary number?

Proposed resolution:

Use HMAC. Allow full use of the 32 bit field.
	Status: OPEN


7. Subscriber Groups (DVB backwards compatibility) (6):

	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX012
	24 March 2006
	N
	3.3

6.1.3.2

6.3.4.1

6.3.4.1

7.2.1-7.2.4

9.2.1

A.8.1

A.8.2

A.13.3
	Source: Fraunhofer IIS

Form: OMA-BCAST-2006-0332

Comment:
At several places in the specification there are references to fixed subscriber group sizes of 256 or 512 subscribers. Also some of the structures are still based on fixed subscriber group sizes. This causes inconsistency with the format of the BCRO.
Proposed solution:
CR OMA-BCAST-2006-0274 solves the inconsistencies.

Proposed solution is introduced in CR592.


	Status : open
OMA-BCAST-2006-0592 was tentatively agreed and  OMA-BCAST-2006-0274 was withdrawn

at BCAST/DLDRM joint meeting in Osaka on 12th June 2006


CR656 (Fraunhofer IIS) addresses this comment


	DX034
	18 May
	
	6.3.2.2
	Source: Philips 
From: thise-mail 
Comment: 
DVB-IPDC does not use flexible subscriber group addressing nor signed BCROs. This creates backwards compatibility problems. 


ProposedResolution:  
Add text about optionality for support for these features when using DVB-H.
	Status: Open

	DX055
	2006.05.24
	
	9
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

It is not pointed out clearly enough that subscriber groups only relate to BCROs not ROs.

Proposed Resolution:

Mention that ROs do not need to support subscriber groups.
	Status: OPEN


	DX060
	2006.05.24
	
	General
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

It is nowhere mentioned that the XBS DRM extensions are an almost identical copy of the DVB-H 18Crypt scheme.

Proposed Resolution:

Mention in introduction that XBS is derived from, and almost identical to, DVB-H 18Crypt.
	Status: OPEN


	DX062
	24 May 2006
	
	
	Source: Fraunhofer IIS
Comment:
Very big Subscriber Groups (i.e. bigger than 214 =16,384) might lead to problems on the implementation of the zero-message Broadcast Encryption scheme on the device.

Proposed Resolution:
Use one of the following possible solutions: 

a) limit the mandatory number of keys that must be handled by the device. 
b) make the Broadcast Encryption Scheme optional for very big Subscriber Groups (i.e. bigger than 214).
	Status: Open

	DX115
	
	N
	6.1.3.2.1
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Unique_device_filter in Page 29 addresses only 256-member groups.

Proposed resolution:

Needs to address 512-member groups as well.
	Status: OPEN
No action needed (as resolved by the "tentatively agreed" CR592.

To be closed on 24th July if no objection


8. Broadcast Rights (12)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX053
	2006.05.24
	
	7.2.1
	Source: Ericsson
From: OMA-BCAST-2006-0539

Comment:

BCRO_length does not count from the begin of a BCRO. It is favourable if BCRO_Length gives the total length i.e. from the start of the BCRO, since this saves computation.

Proposed Resolution:

Change “bcro_length: this field indicates the length of the remainder of the BCRO in bits starting immediately after this field (excluding locally added information).” to “bcro_length: this field indicates the length of the remainder of the BCRO in bits starting from the beginning of the BCRO.”


	Status: OPEN
AP Mercè: To start the discussion on the reflector asking Frank, why does he think this is needed.

	DX054
	2006.05.24
	
	7.2.2.
	Source: Ericsson
From: OMA-BCAST-2006-0539

Comment:

The prefix codes of the “efficient coding tables” are not well assigned, since the most probable lengths are not indicated by the shortest codewords. E.g. the OMADRMblocklength range “0-3” has the shortest code, but is not the most likely.

Proposed Resolution:

Re-assigne the codewords so that most common ranges get shorter codewords.
	Status: OPEN
AP Bert & Mercè: To study that until Beijing Meeting

	DX136
	
	N
	7.1.1.
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Inconsistent to say BCROs MUST be binary coded where the entire Service Guide is in XML.

Proposed resolution:

Why can’t BCROs be in XML?  That is more consistent with the other BCAST TSs.
	Status: OPEN

Very controversial discussion on the CC.

AP Lakshminath: Justify why is this comment an inconsistency.

	Dx137
	
	N
	7.1.1
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

The following is inconsistent since the sign_BCROs CR has now been accepted.

· the current ROAP uses signatures based on the RSA PKI scheme that yield large signatures.

This chapter defines a new format for the delivery of authenticated and integrity protected rights objects called Broadcast Rights Objects (BCROs), in which content encryption keys are cryptographically protected with either:

Proposed resolution:

Need to revise text to indicate that in the interest of saving 100 or so octets, we adopt the use of MACs instead of signatures, but as with DRM 2.0, BCROs can be signed if the security considerations require signing.
	Status: OPEN
AP Lakshminath: Provide some text explaining when is MAC used and when is Signature used, to be introduced in the spec.

	Dx139
	
	N
	7.1.2
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

The following is inconsistent with the DRMv2.0 threat model. 

The key-wrapping technique used in standard ROAP to cryptographically bind a MAC and REK to a device or domain will not be used. Instead the domain key or subscription group key is directly used to protect the content encryption keys in the BCRO. The motivation for this is that a REK adds little or no extra security, but adds significant size to a BCRO.

Proposed resolution:

Explain further why REK adds little or no security.  

Explain also why REK adds significant size to BCRO.  

What is the increase in size, and how does that compare to other packet or message sizes in OMA BCAST 1.0
	Status: OPEN
AP Lakshminath: To provide a proposal on the reflector, so that it can be commented.

	Dx140
	
	N
	7.2.1
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

The following inconsistency between the length of the version field needs to be resolved:

bit(4)
version;

version: 3-bit flag which indicates the version of the BCRO message format. If set to 0 the original format is used. Devices SHALL ignore BCROs with versions it does not support. 

Proposed resolution:

Perhaps the field should be 4 bits?

Perhaps the length is not sufficient.  It sounds inconsistent compared to all other version fields elsewhere.

The version fields should all be consistent and reflect BCAST 1.0.  Or if they are independent of BCAST 1.0 version, they should all be removed, or an explanation is needed on whether there can be multiple versions of BCROs and other entities within BCAST 1.0
	Status: Open

To be closed.

Part 1:

NOTE TO EDITOR: Change "version: 3-bit flag" to "version: 4-bit flag" in section 7.2.1. in page 71.

Part 2: no action

Part 3: Comment is covered by DX111



	Dx141
	
	N
	7.2.1
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:
The current text says:
Note: the fields up to and including ‘length’ are not protected by a MAC. All following fields up to but not including the MAC field will be protected by a MAC.

Proposed resolution:

The message_tag, version, and bcro_length also need MAC/signature protection to detect any modification by an authorized entity.

The bcro_length especially needs this protection.
	Status: OPEN
Editor's comment: MAC is computed over the whole OMADRMBroadcastRightsObjectBase, including message_tag, version and bcro_length.

No action needed.

	Dx142
	
	N
	7.2.1

refresh_time
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Is the refresh_time the BCRO expiry?

Proposed resolution:

Explain how a Device knows that a BCRO has expired.
	Status: OPEN

	DX143
	
	N
	7.2.1

purchase_item_id
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What is this field and what is a “purshase ID”?

Proposed resolution:

Clarify this field description, or a provide reference to Service Guide TS.
	Status: OPEN

	Dx144
	
	N
	7.2.3

BCI
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What does the 2nd sentence mean?  . [The encoding of this field might be the SHA1-96 hash of the Content ID in ‘cid’ URI form.]

Proposed resolution:

Clarify the 2nd sentence.
	Status: OPEN

	Dx145
	
	N
	7.2.3

asset_type
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The description and the table do not match.

Proposed resolution:

Clarify the description and the table.
	Status: OPEN

	Dx146
	
	N
	7.2.5
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The access_type field lists actions that correspond to DRM REL permissions with the exception of ACCESS_ACTION and the SAVE_ACTION. No description is provided for these two actions.
Also, why are the actions capitalized? The constraint_tag in 7.2.6 does not use all caps.

Proposed resolution:

Describe these actions. Add a section on extending the REL.
	Status: OPEN
Part 1:

Part 2: comment DX147 covers this. It adresseds the capitalization of the actions.
Part 3:


9. Acquisition of RO over an Interaction Channel (3)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX149
	
	N
	7.3
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Protection of the SEK/PEK with AES-KW is inconsistent with protection of SEK/PEK with AES-CBC with IV=0 is inconsitent.

Proposed resolution:

Let us pick one encryption mode for key encryption.
	Status: OPEN

	DX150
	
	N
	7.4.2.3
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:
Encryption as defined below is inconsistent with the description in 7.4.2.1

salt: This is a random 128 bit number, generated by the recording device which is used to salt the CIEK before it is encrypted.

salted_key: This field contains the result of encrypting the salted C IEK with KEYsek/pek:


salted_key
:=
AES-ECB{ KEYsek/pek } ( CIEK xor salt )

Proposed resolution:

Encryption as defined above is AES-CBC with IV = salt.   This text should be edited to be consistent with Section 7.4.2.1
	Status: OPEN

	Dx151
	
	N
	7.4.3
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Another device B may receive a copy of this new content file and contacts the rights issuer to acquire (play) rights for this content.
Proposed resolution:

It is not clear how device B contacts the RI.  Are we saying that is only possible when the device has an interaction channel? Perhaps the assumption is that device B uses DRMv2.0.
	Status: OPEN


10. Broadcast Encryption Schemes (6):

	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX061
	24 May 2006
	
	A.8.1, A.8.2
	Source: Fraunhofer IIS

Comment:
In section A.7.1 the node numbering in the FIAT NAOR tree is defined. It is indicated that the MSB of the position parameter indicates whether the node is an internal node (MSB = 0) or a leaf (MSB = 1). The other 9 bits are used to define the position.

However, in section A.7.2, example 6, the position of NK7 (D0) is coded as 1000000001. It is unclear why this is not 1000000000 (first leaf) or 1000000111 (node 7, which is a leaf).

Proposed Resolution:

Change the example into the position bit field in the example in 1000000111.

As an alternative it can be changed into 1000000000. But then additional explanation has to be added that when the node is a leaf the position is the leaf number rather than the node number.
	Status: OPEN
CR639 from Fraunhofer IIS adresses this comment.

	DX063
	24 May 2006
	
	9.3.3
	Source: Fraunhofer IIS

Comment:
The function HMAC-SHA1-128{}() is used without a proper definition.

Proposed Resolution:
Add a definition.
	Status: OPEN
CR646R01 from Nokia addresses this comment

	DX064
	24 May 2006
	
	9.3.2, 9.3.3
	Source: Fraunhofer IIS

Comment:
The keys NKi, DKj and SGK1..n are not used consistently. 
Proposed Resolution:
Use the keys properly:

NKi (Node Keys) are all the node keys in the Fiat-Naor tree.

DKj (Device Keys) are the device keys, the leaves in the Fiat-Naor tree.

SGK1..n (as well as FSGK1..n) are the Node Keys that a device actually receives.
	Status: OPEN

	DX065


	24 May 2006
	
	9.3.3.4
	Source: Fraunhofer IIS

Comment:
It is unclear whether internal nodes in the Fiat-Naor tree may be used to calculate the DEK. For example, when two excluded devices have the same parent, it is not clear whether the node key of the parent should be used or the two node keys of the devices. The following example and the article of Fiat-Naor seem to indicate that only leaf keys are used.

Proposed Resolution:
Use DKj instead of NKi , would clarify that only leaf keys are used to deduce the DEK.
	Status: OPEN

	DX074
	
	N
	7.2.1 and A.13
	Source: Fraunhofer, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

In the OMADRMBroadcastRightsObjectBase (section 7.2.1), there is no way to signal which Broadcast Encryption Scheme is used

Proposed resolution:

Qualcomm and Fraunhofer IIS will submit a CR that solves this issue.
	Status: OPEN

	DX075
	
	N
	A.13
	Source: Fraunhofer, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The group keying algorithm specified in A.13 is incompletely specified.

Proposed resolution:

QUALCOMM to submit a CR fixing the inconsistent specification.
	Status: OPEN


11. Extensions to ROAP/REL (7):

	ID
	Open Date
	Edit
	Section
	Description
	Status

	Dx152
	
	N
	8
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

No description of the relationship between the new ROAP messages and the messages of section 6 are provided.

Proposed resolution:

Describe the relationship of the new ROAP messages to the messages of section 6. Use similar names for all the fields where appropriate.
	Status: OPEN

	DX032
	May 17
	N
	8
	Source: Safenet, Alcatel

All DTDs, schemas and complex types should be consistent with the recently approved OMA DRM 2.0 spec (version 6).

These structures have been updated since the metering text was added to the BCAST spec. Some examples are as follows:

· Some types in ROAP schema (RegistrationRequestTrigger, ROAcquisitionTrigger, DomainTrigger) have been extended by new sub-elements (riAlias, roAlias, domainAlias) and so XBS schema is not complete 

· Some types have been extended on both sides (Status, RoapTrigger) and so are conflicting 

· The Token Acquisition Trigger is defined from a duplication of ROAP Trigger schema that no longer exists since incorporated in ROAP schema now.

Resolution: 

Replace the REL spec and ROAP complex types with the latest ones from the approved spec and add the extensions for metering to these updated DTDs, schemas and complex types. 

Partial resolution in OMA-BCAST-2006-0582-metering-comments-resolution.doc. However, the more general issues of ROAP schema versioning and the definition of a full set of DTDs and schemas for the BCAST extensions to the OMA DRM 2.0 REL and ROAP still need to be resolved


	Status: OPEN

Comment is still open.

Partial resolution on OMA-BCAST-2006-582, which was tentatively agreed at BCAST/DLDRM joint meeting in Osaka on 12th June 2006

	DX155
	
	N
	8.1.5

Token-unit
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Shouldn’t this attribute apply when the <token-constraint> element contains “timed-count” also?

Proposed resolution:

Clarify if attribute applies to “timed-count”.
	Status: OPEN

	DX156
	
	N
	8.1.6
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

What is the <metered> constraint?

Proposed resolution:

Describe the <metered> constraint.
	Status: OPEN

	Dx160
	
	N
	8.3

Certificate Chain
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The description states “The value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-TokenConsumptionReport message.” Section 8.3 is describing the ROAP-TokenConsumptionReport message.

Proposed resolution:

Clarify the Certificate Chain parameter.
	Status: OPEN

	Dx161
	
	N
	8.3

Signature
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The 3rd bullet states the “signature is calculated on d in accordance with the rules of the negotiated signature scheme”. What is “d” and how was the signature scheme negotiated?

Proposed resolution:

Define/describe what “d” is. Describe how the signature scheme is negotiated.
	Status: OPEN

	Dx162
	
	N
	8.3

Last paragraph
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The last paragraph states “the device must receive and process a ROAP-TokenConsumptionReport”. Why, when it is the Device that is generating this message.

Proposed resolution:

Clarify meaning of paragraph.
	Status: OPEN


12. PDCF adaption (13):
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX016
	
	N
	12
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF is in XBS document, should this still be the case as it also works for the smartcard profile and is not related to broadcast only mode of operation of DRM profile?

Proposed Resolution:

Move adapted PDCF section to BCAST service and content protection spec.
	Status: Open
AP David: Explain explicitly why all the comments from Orange related to PDCF adaption are inconsistencies and how the resolution improves the compatibility with IsmaCrypt.

Postponed until David is on the call.

	DX017
	
	N
	12
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Text applies to ISMACryp only and should refer to BCAST spec. Also, reference to figure 9 is not needed. Text should be made generic as adapted PDCF applies to both profiles.

Proposed Resolution:

This section allows a Traffic Encryption Key (TEK) stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams) to be stored within a PDCF. 

The existing PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2.0] allows audio video content to be stored in a file format together with the relevant OMA DRM information.  Audio and video tracks can be encrypted as defined in [DRMCF-v2.0] using the appropriate CEK stored in a Generalised Rights Object (GRO).

In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [DRMCF-v2.0 BCAST10-ServContProt]) using TEKs transmitted using Layer 3 as shown in Figure 9.1. This key is not the traditional CEK stored in a RO.  In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2 (delivered in a BCRO or via a return path). This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets using ISMACryp.  As this key changes regularly, this section explains how the PDCF file format can be adapted to include storage of the relevant TEK stream information.
	Status: Open
Postponed until David is on the call.

	DX018
	
	N
	12 and all sections within
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Adapted PDCF applies to smartcard profile also and is part of BCAST spec. It is suggested to change the title of the OMADRMAUHeader to OMABCASTAUHeader.

Proposed Resolution:

Replace everywhere 

OMABCASTDRMAUHeader
	Status: Open
Postponed until David is on the call.

	DX019
	
	N
	12.2.1.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

OMAKeySampleDescriptionEntry does not contain indication of TBK ID and RightsIssuerURI. This need to be added.
Proposed Resolution:

aligned(8) class OMAKeySampleDescriptionEntry extends SampleEntry(‘oksd’) {

unsigned int(8) sample_version;

// sample version

unsigned int(8) sample_type;


// sample type

if (terminal_binding_flag in STKM == 1) {// from the STKM

      unsigned int(32) TerminalBindingKeyID; // from the ESG

unsigned int(16) RightsIssuerURILength;


// Rights Issuer URI field length in bytes


char
RightsIssuerURL[];
// Rights Issuer URI string
      }

}


	Status: Open
Postponed until David is on the call.

	DX020
	
	N
	12.2.2.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp sends IV before key indicator. As BCAST is using ISMACryp for broadcast, the adapted PDCF should use the same order so as to avoid re-ordering of each AU.

Proposed Resolution:

aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {

bit(1) SelectiveEncryption;

bit(7) reserved;

unsigned int(8) IVLength;

unsigned int(8) KeyIndicatorLength;

unsigned int(8) IVLength;

}

Parameters are as defined below:

Table 1: OMA Sample Format Box fields

Field name

Type

Purpose

SelectiveEncryption

Bit(1)

Indicate whether selective encryption is used or not
Reserved

Bit(7)

Reserved, SHOULD be set to 0.
IVLength

unsigned int(8)

Size of the IV in bytes

KeyIndicatorLength

Unsigned int(8)

Size of the key indicator in bytes

IVLength

unsigned int(8)

Size of the IV in bytes


	Status: Open
Postponed until David is on the call.

	DX021
	
	N
	12.2.2.5
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp sends IV before key indicator. As BCAST is using ISMACryp for broadcast, the adapted PDCF should use the same order so as to avoid re-ordering of each AU.

Proposed Resolution:

aligned(8) class OMADRMAUHeader {


if (SelectiveEncryption == 1) {// from the OMASampleFormatBox


bit(1)
EncryptedAU;

// Encryption indicator



bit(7)
reserved;


// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * IVLength) IV;

              unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

}

Table 2: OMA DRM AH Header fields

Field name

Type

Purpose

EncryptedAU

bit(1)

Encryption Indicator for the access unit. 

IV

unsigned int(8)

IV preceding the access unit payload.

KeyIndicator

unsigned int(8)

Key indicator field preceding the access unit payload.

IV

unsigned int(8)

IV preceding the access unit payload.


	Status: Open
Postponed until David is on the call.

	DX022
	
	N
	12.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section is about content encryption i.e. ISMACryp

Proposed Resolution:

12.4 Recording RTP streams encrypted using ISMACryp
This section explains how RTP streams encrypted at the content level using ISMACryp can be recorded in a PDCF file.


	Status: Open
Postponed until David is on the call.

	DX023
	
	N
	12.4.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

12.4.1 refers to file delivery and not streaming using ISMACry, it should be moved to a separate section.

Proposed Resolution:

Move outside section 12 altogether in a section for file delivery.
	Status: Open
Postponed until David is on the call.

	DX024
	
	N
	12.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Section refers to ISMACry, this should be stated explicitly. Furthermore, dynamic keying is not in broadcast extensions but in OMA BCAST. The fact that this works for the different profiles should be mentioned.

Proposed Resolution:

12.4.2
Content encrypted by a TEK stream using ISMACryp
OMA BCASTroadcast extensions provides dynamic keying that can be applied to encryption of content transmitted in RTP streams (content protection of RTP streams using ISMACryp).  The adapted PDCF file format described in this specification provides the means to record encrypted AUs directly.  The associated STKM TEK key stream (containing the TEKs) can be recorded in the appropriate key track.

For broadcast purposes TEK messages may be repeated several times during the same cryptoperiod (time interval during which the same key is used).  These messages are therefore redundant and MAY be ignored.  However, if these messages are different in any other way (i.e. due to other information they contain, even though the keys are the same), they SHALL be stored in the PDCF key track. Note that the key track can record STKMs in the format used by DRM Profile or the Smartcard Profile.
	Status: Open
Postponed until David is on the call.

	DX025
	
	Y
	12.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

ISMACryp should be mentioned.

Proposed Resolution:

OMA Broadcast extensions provide dynamic keying that can be applied to encryption of content transmitted in RTP streams (content protection of RTP streams using ISMACryp).  The adapted PDCF file format described in this specification provides the means to record encrypted AUs.  The associated TEK key stream can be recorded in the appropriate key track.

For broadcast purposes TEK messages may be repeated several times during the same cryptoperiod (time interval during which the same key is used).  These messages are therefore redundant and MAY be ignored.  However, if these messages are different in any other way (i.e. due to other information they contain, even though the keys are the same), they SHALL be stored in the PDCF key track.


	Status: Open
Editor's proposal: Comment is included in DX024. To be closed.

Postponed until David is on the call.

	DX026
	
	N
	12.4.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

GRO is mentioned, a generic term applicable to DRM and Smartcard Profiles should be used.

Proposed Resolution:

12.4.3
Change of Rights and Recommendations for Recording

The following rules SHALL be observed when recording streamed content in a PDCF:

1.
If the user has a valid Rights and the end of a program / event is reached, a new track MAY be created for the new program / event. Alternatively, a new file MAY be created for the new program / event, rather than using the same file.

2.
If the user has a valid Service Rights and PEKs are used to protect TEKs, then new tracks or files MAY be created when PEKs change, rather than using the same track.

3.
If a program / event is being recorded for which the user has the appropriate Rights and a new program / event starts for which the user has NO valid Rights, a new track or a new file SHOULD be created, rather than using the same track.

4.
If a program / event is being recorded for which the user has no Rights, a new track or file MAY be created for a new program / event, rather than using the same track, if the user still has no valid Rights for the new program / event.

If the user has valid Rights for the new program / event, a new track or file SHOULD be created, rather than using the same track.

5.
In all cases, if a different SEK or PEK or GRO is required, a different track or file SHALL be used.
	Status: Open
Postponed until David is on the call.

	DX175
	
	N
	12.2
	Source: QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

The PDCF adaptation is at odds with the smartcard profile requirements of not storing the short term keys permanently.

Proposed resolution:

Specify PDCF adaptation for smartcard profile
	Status: OPEN

	DX176
	
	N
	12.2.1.3
	Source: QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Defines STKM for USIM and R-UIM profiles in the context of key storgage.  But the STKM in the smartcard profile does not contain keys.

Proposed resolution:

Fix Table 37.
	Status: OPEN

AP Qualcomm: To provide a CR.


13. Static Conformance Requirements (1)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX047
	2006.05.24
	
	Appendix C
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

The XBS document does not contain any static conformance requirements.

Proposed Resolution:

Add static conformance requirements
	Status: OPEN



14. Implementation issues (1)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX048
	2006.05.24
	
	General
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

It is not clear which parts of the specification need to be implemented by Broadcast Devices and Interactive Devices, respectively. This needs to be clarified.

Proposed Resolution:

Add clarification about what needs to be implemented (CR needed)


	Status: OPEN



15. Other (5)
	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX052
	2006.05.24
	
	7.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

There is a statement “[This is subject to specifications of the key stream layer in OMA BCAST.]”

Proposed Resolution:

Review and update this section to reflect the specification of the key stream layer done in the SPCP spec.
	Status: OPEN


	DX057
	2006.05.24
	
	12.4
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

This section seems to describe how RTP and thus SRTP streams can be recorded. Please explain how this relates to the recording mechanisms for protected streams specified in  TS SPCP.

Proposed Resolution:

Add explanation about the relation of the mechanisms
	Status: OPEN


	DX051
	2006.05.24
	
	General, 6.4.3.1.3
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

Some tables contain “reserved for future use” fields that are not needed for byte alignment

Proposed Resolution:

Remove all “reserved for future use” bits unless needed for byte alignment, e.g. in 6.4.3.1.3.


	Status: OPEN


	Dx125
	
	N
	6.2.5.1.2

And several places
	Source: QUALCOMM

Form: OMA-TS-DRM-XBS-2006

Comment:

Signature_type_flag length of 1 bit is incorrect

Proposed resolution:

The flag must be 2 bits in length.  This change may result in octet alignment and may require addition or modification of a reserved field in the packet format.
	Status: OPEN

	DX178
	
	N
	A.1.5
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

Why is it considered “very difficult to send traffic in some broadcast environments”? What about the other broadcast environments?

Proposed resolution:

Provide an adequate explanation for the claim.
	Status: OPEN


CRs tracking

	CR ID
	Addresses Comments
	Status of CR

	OMA-BCAST-2006-284
	DX001
	Tentatively agreed (April 3rd)

	N/A
	DX002
	Agreed

	N/A
	DX003
	Agreed

	OMA-BCAST-2006-411
	DX004
	Tentatively agreed (CC, 31st  May 2006)

	OMA-BCAST-2006-287
	DX005
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-283
	DX006
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-285
	DX007
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-282
	DX008
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-286R01
	DX009
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-320R01
	DX010
	Open

	OMA-BCAST-2006-318R01
	DX011
	Withdrawn.

	OMA-BCAST-2006-274
	DX012
	Withdrawn

	OMA-BCAST-2006-297R01
	DX013
	Tentatively agreed (April 3rd)

	OMA-BCAST-2006-471
	DX033
	Tentatively agreed (CC, 31st May 2006)

	OMA-BCAST-2006-551
	DX013
	Tentatively agreed 

	OMA-BCAST-2006-582
	DX028

DX029

DX030

DX031

DX032

DX185

DX186
	Tentatively agreed (Osaka, 12th June 2006)

	OMA-BCAST-2006-592
	DX011

DX012
	Tentatively agreed (Osaka,12th June 2006)

	OMA-BCAST-2006-605
	DX034
	Open

	OMA-BCAST-2006-639
	DX061
	Open

	OMA-BCAST-2006-643R01
	DX111
	Open

	OMA-BCAST-2006-644
	DX120
	Open

	OMA-BCAST-2006-645
	DX108
	Open

	OMA-BCAST-2006-646R01
	DX035

DX036

DX090

DX091

DX092

DX093

DX094

DX095
	Open

	OMA-BCAST-2006-647R01
	DX093
	Open

	OMA-BCAST-2006-656
	DX012

DX126

DX131

DX132
	Open

	OMA-BCAST-2006-592R01
	DX011

DX012
	Open


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This is BCAST internal working document to collect and resolve Consistency Review comments that apply to BCAST Service Guide Technical Specification. Recommend including above comments and relevant resolutions to be agreed in BCAST 1.0 Consistency Review Report at the end of Consistency Review.
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