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1 Reason for Change

AD reference to 3GPP and 3GPP2 for terminal-smartcard interface is replaced by reference to section in ServContProt document.
Note: corrected (R-)UIM/CSIM and (U)SIM.

Relevant sections are added in ServContProt to provide the normative references previously in AD.

Comments addressed are:

AD136
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  AD document Section 5.3.4.3 remove 3GPP and 3GPP2 references, replace by ServContProt references
Note:  The Smartcard can be (U)SIM/(R-)UIM/CSIM.
The following table explains the interfaces and maps them to BCAST reference points:

	Interface
	Reference Point
	Definition

	SP-1
	BCAST-1
	The files and stream from Content Creation is sent to BSD/A.

	SP-2-1
	BCAST-2
	The broadcast service (based on file and/or stream distribution) can be:

· fed into the BDS for unprotected distribution to the terminal. 

· fed into the BDS for protected distribution to the terminal, using native service protection of the BDS. 

· fed into the broadcast service distribution system for OMA-protected distribution to the terminal. 

	SP-2-2
	BCAST-2
	This interface implements the creation of the STKM by the BSA and delivery to the BSDA to prepare for broadcast distribution:

- the TEK and other service protection protocol parameters are delivered from the SP-KD to the SP-A in the BSA.

- STKM’s are transferred back from the SP-A to the SP-KD

	SP-3
	BCAST-3
	This interface delivers SEAK or PEAK for encryption of services Short Term Keys from the SP-M to SP-A.

	SP-4-1
	BCAST-4
	This interface delivers SEAK or PEAK for encryption of Short Term Keys from the SP-M to SP-KD.

	SP-4-2
	BCAST-4
	This interface delivers the LTKM from the SP-M to the SP-KD for broadcast distribution of LTKM for subscription. Additionally it can also deliver registration key material for registration of terminals over the broadcast channel.

	SP-4-3
	BCAST-4
	This interface implements the creation of the STKM by the BSM and delivery to the BSDA to prepare for broadcast distribution:

- The TEK and other service protection protocol parameters are delivered from the SP-KD to the SP-M in the BSM.

- STKM’s are transferred back from the SP-M to the SP-KD.

	SP-5-1
	BCAST-5
	This interface implements layer 4 (“Traffic encryption”) of the 4-layer model.

The OMA-protected service is distributed to the terminal via the BDS.
Note: This interface is identical to FD-5 and SD-5.

	SP-5-2
	BCAST-5
	This interface 5-2a implements layer 3 (“Short Term Key Delivery Layer”) of the 4-layer model. Traffic key messages are distributed to the terminal via the BDS.

Another role of this interface is to implement layer 2 (“Long Term Key Delivery Layer”) of the 4-layer model for delivery of the long-term key message over the broadcast channel.

This interface in conjunction with interface SP-8 also implements layer 1 (“Registration”) of the 4-layer model for registration and authentication of terminals over the broadcast channel. The idea is to register “broadcast only terminals” (terminals that don’t have an interaction channel) using the broadcast channel for establishing the key material that is required for subsequent transactions. 

Also the registration of devices that together form a DRM local domain is covered by this interface.

Key materials are stored within a secure storage entity in the SP-C on the terminal or the smartcard depending on key management implementation.

	SP-7
	BCAST-7
	This interface implements layers 2 and 1 of the 4-layer model for delivery of the long-term key message and registration over the interaction channel.

SP-7a applies to key management implementations based on the terminal and SP-7b based on the smartcard. 

Related key materials are stored within a secure storage entity in the SP-C on the terminal or the smartcard depending on key management implementation. 

	SP-8
	BCAST-8
	This interface provides out-of-band channel for registration over the broadcast channel.

	SP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface is defined in [BCAST10-ServContProt] for a 3GPP (U)SIM and a 3GPP2 (R)-UIM/CSIM. 

	SP-10
	N/A
	Transmission of traffic encryption keys (TEKs) from the terminal to the SP-D to decrypt the enciphered content.


Change 2:  AD document Section 5.3.4.3 remove 3GPP and 3GPP2 references, replace by ServContProt references

	Interface
	Reference Point
	Definition

	CP-1
	BCAST-1
	CP-1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA BCAST function.

	CP-2-1
	BCAST-2 
	The content-protected stream is sent to the BSD/A for distribution.

	CP-2-2
	BCAST-2
	The content-protected file is sent to the BDS/A for distribution.

	CP-3
	BCAST-3
	CP-3 comprises the transactions between CP-M in the BSM and CP-E in the BSA. CP-M transfers TEK to CP-E for encryption of contents.

	CP-4
	BCAST-4
	CP-4 comprises the transactions between the CP-M and the FD for the delivery of TKM, the long-term key message. Key Material is also delivered from the CP-M to the FD for the broadcast-only terminal to do registration.

	CP-5-1
	BCAST-5
	CP-5-1 comprises the transactions between SD and SD-C for the distribution of content protected stream.

	CP-5-2
	BCAST-5
	CP-5-2 comprises the transactions between FD and FD-C for the distribution of content protected files and the TKM for content decryption.

This interface also delivers the long-term key message and key materials in case of broadcast-only devices, where interaction with CP-M have to be implemented by combining the broadcast channel with out-of-band communication. These operations include registration, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-7
	BCAST-7
	CP-7 comprises the transactions between the CP-M and the CP-C in the terminal via the interactive channel.  It includes registration, long-term key message delivery and domain join/leave.

SP-7a deals with key management implementation on the terminal and SP-7b on the smartcard.

Related key materials are stored within a secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation.

	CP-8
	BCAST-8
	CP-8 provides out-of-band channel for broadcast-only devices to do registration, long-term key message acquisition, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface is defined in [BCAST10-ServContProt] for a 3GPP (U)SIM and a 3GPP2 (R-)UIM/CSIM.

	CP-10
	N/A
	Transmission of traffic encryption key (TEK) from the CP-C on the terminal to the CP-D to decrypt the enciphered content.

	CP-11
	N/A
	This interface comprises the transmission of the TKM from FD-C to the CP-C on the terminal. 

Depending on key management implementation TEK extraction from STKM is processed by the CP-C on the terminal or on the smartcard.

It also concerns long-term key message and key materials in case of broadcast-only devices. 

Related key materials are stored within a secure storage entity in the CP-C on the terminal.

	CP-12
	N/A
	CP-12a comprises the transmission of content protected stream from SD-C to CP-D.

CP-12b comprises the transmission of content protected file from FD-C to CP-D.


Note: 
Interface CP 2-1 and CP 2-2 are identical to SD-2 and FD-2 respectively. Interface CP 5-1 and CP 5-2 are identical to SD-5 and FD-5, respectively.
Where Rights Objects (particularly for post-acquisition rights associated with BCAST Stream Delivery of protected content) are stored in secure removable smartcards, i.e., (U)SIM/(R-)UIM/CSIM in 2G/3G mobile terminals, an alternative Content Protection scheme may be applicable as an option.  Hence, an alternative content protection functional architecture to that depicted in Figure 11 above, or appropriate modifications thereto, may be specified.  Details of such alternative functional architecture details are for further study.

Associated with any changes to 5.3.4.4, appropriate modifications to 5.3.4.4.1 – Content Protection Reference Points may also be required.  Such modifications, if required, are for FFS. 

Change 3:  ServContProt Add Section 6.9 Terminal-Smartcard Interface for (U)SIM
Note: this is a new section
6.9 Terminal-Smartcard Interface

The interface between the Terminal and the 3GPP (U)SIM smartcard SHALL respect specifications in [3GPP TS 31.101].
Change 4:  ServContProt Add Section 7.10 Terminal-Smartcard Interface for (R-)UIM/CSIM

Note: this is a new section
7.10 Terminal-Smartcard Interface

The interface between the Terminal and the 3GPP2 (R-)UIM/CSIM smartcard SHALL respect specifications in [3GPP2 C.S0023-B].
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