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1 Reason for Change

In Appendix A.8, the Tag Length Format of the keyset_block is described. This description includes a numbering for the SGKs, and some examples of accompanying tags. However the examples are inconsistent with the text.
This CR corrects these inconsistencies by adjusting the examples and adding some clarifying text. It aims at closing comment DX061:

	ID
	Open Date
	Edit
	Section
	Description
	Status

	DX061
	24 May 2006
	
	A.8.1, A.8.2
	Source: Fraunhofer IIS

Comment:
In section A.7.1 the node numbering in the FIAT NAOR tree is defined. It is indicated that the MSB of the position parameter indicates whether the node is an internal node (MSB = 0) or a leaf (MSB = 1). The other 9 bits are used to define the position.

However, in section A.7.2, example 6, the position of NK7 (D0) is coded as 1000000001. It is unclear why this is not 1000000000 (first leaf) or 1000000111 (node 7, which is a leaf).

Proposed Resolution:

Change the example into the position bit field in the example in 1000000111.

As an alternative it can be changed into 1000000000. But then additional explanation has to be added that when the node is a leaf the position is the leaf number rather than the node number.
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DLDRM-BCAST group to accept the CR to close comment DX061.
6 Detailed Change Proposal

Change 1:  Clarify the text
A.8 Tag Length Format for keyset_block

A.8.1 Syntax definition

A Tag Length Format (TLF) is defined to identify the keyset_items in the keyset_block. A keyset_item is identified by following syntax:

<tag> [optional <clarifier>] <length> <keyset_item> 

Following values are defined and SHALL be used:

tag values:

This is a 4 bit field (bslbf) indicating the tag that uniquely identifies the keyset item. 

Table 46: defined tag values

	Keyset_item
	Tag (b)
	remark

	UGK
	0000
	

	SGK
	0001
	

	UDK
	0010
	

	UDF
	0011
	

	LDK
	0100
	

	SLDF
	0101
	shortform_domain_id

	LLDF
	0110
	

	RIAK
	0111
	

	TDK
	1000
	

	reserved for future use
	1001-1111
	not used in this version of the spec


Note: 

· The keyset items SHALL be included in the order of the table above.

· The keyset SHALL include only one instance of the following keys: UGK, UDK, UDF, RIAK and TDK.

· If included the BGKs (8 or 9) SHALL follow in fashion BGK1..n.

· The keyset MAY include zero or more domain sets (LDK, SLDF, LLDF). If included the SLDF SHALL follow the LDK it belongs to, followed by the optional LLDF that belongs to the aforementioned SLDF.
clarifier (optional):

This is a 10 bit field (bslbf) can be used to indicate the following possible values:

· in case the preceding <tag> value indicates a SGK, this field represents the position of a SGK in the Fiat Naor tree.

· in case the preceding <tag> value indicates a LLDF this field represents the length on the LLDF.

describing the use of the clarifier field for position of SGK:

If keyset_item == 0001 (i.e. SGK) then the optional field “clarifier” SHALL indicate the position of the SGK as a node in the [FIAT NAOR] tree. When m = groupsize, then n = log2 m, where n is number of SGKs that have to be transmitted to the Device by the registration process. Possible positions for these SGKs in the tree are 2(n+1)  -2 (the root cannot contain an SGK). Therefore parameter “position” is expressed with 10 bits to express 1023 nodes in a tree. The MSB will be used as binary indicator to indicate if the SGK position is an internal node (MSB = 0) or a leaf (MSB = 1). Bit positions 2..10 (from left to right LSB) are used in binary format as an indication of the node position. Internal nodes SHALL be numbered according to following Figure 27:
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Figure 27: node numbering


The root key R is numbered zero. Internal node keys NK are sequentially numbered per “level” in a breadth-first manner from left to right, starting from the root node with number 0. The leaf keys are numbered from left to right, starting at the binary value 1000000000.
describing the use of the clarifier for length of LLDF:

If LLDF is included the optional field “clarifier” describes the variable length of the LLDF in bits, as described in A.8.3.

length values:

This is a 3 bit field (bslbf) indicating the length of a keyset item.

Table 10: defined length values

	(key)length prescriber
	Length (b)
	remark

	128 bit AES
	000
	

	192 bit AES
	001
	

	256 bit AES
	010
	

	5 byte Eurocrypt
	011
	

	6 byte 
	100
	SLDF

	reserved for future use
	101-111
	not used in this version of the specification


Note: In case of the LLDF there is no extra length field, since the length value is indicated by the clarifier.
Change 2:  Correct the example

A.8.2 TLF examples

E.g.1: A 5 byte Eurocrypt address implementing the UDF is coded as:


<0011> <011> <UDF>

E.g.2: A 48 bits SLDF address is coded as:


<0101> <100> <SLDF>

E.g.3: A LLDF address of 105 bytes is coded as:


<0110> <1101001000> <LLDF>

E.g.4: A 128 but AES key implementing the UGK is coded as:


<0000> <000> <UGK>


[image: image2.wmf]R

NK1

D1

D0

NK2

NK3

D3

D2

NK4

D5

D4

NK5

D7

D6

NK6

NK10

NK14

NK13

NK12

NK11

NK9

NK8

NK7


Figure 28: sample tree with correct node and device numbering.

E.g.5: A 128 bit AES key implementing the SGK on node position NK5 in Figure 28 is coded as:


<0001> <0000000101> <000> <SGK>

E.g.6: A 128 bit AES key implementing the SGK on node position NK7 (i.e. D0) in Figure 28 is coded as:


<0001> <1000000000> <000> <SGK>

E.g.7: A 128 bit AES key implementing the SGK on leaf position D300 in a Fixed Subscriber Group of size 512 is coded as

<0001> <1100101100> <000> <SGK>
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