Doc# OMA-BCAST-2006-0480R01-DRMXBS_5.doc[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2006-0480R01-DRMXBS_5.doc
Change Request



Change Request

	Title:
	DRM-XBS_5-I-Auth-Key-Hierarchy
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST-DRM

	Doc to Change:
	OMA-TS-DRM-XBS-v1.doc (latest version)

	Submission Date:
	July 6th 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sanjeev Verma, Nokia, sanjeev.verma@nokia.com

	Replaces:
	n/a


1 Reason for Change

This CR resolves following consistency review comments:DX035, DX036,DX090,DX091,DX091,DX092,DX093,DX093,DX094 and DX095. 
We have added a new Section (Section 5) to explain the handling and processing of keys at different layers especially for broadcast mode of operation. This Section is new and will be introduced through a separate CR 647.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

none
6 Detailed Change Proposal

Change 1:  Additional references introduced in Section 2.1 and 2.2; a new notation introduced in Section 3.4; additional Section 5 introduced. Current section number changed from 5 to 6.
2.1 Normative References

	[AES_WRAP]

	NIST Key Wrap, National Institute of Standards and Technology, 16 November 2001

	[EUROCRYPT]

	EN 50094:1992 - CLC/TC 206 Access control system for the MAC/packet family: EUROCRYPT, 1992

	[FIPS 197]
	National Institute of Standards and Technology, Specification for the Advanced Encryption Standard (AES) FIPS 197.  November 26, 2001

	[FIPS 198]
	The Keyed-Hash Message Authentication Code (HMAC), Information Technology Laboratory National Institute of Standards and Technology, Gaithersburg, MD 20899-8900, Issued March 6, 2002

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[PKCS#1]

	PKCS #1 v2.1: RSA Cryptography Standard, RSA Laboratories, June 14, 2002

	[RFC 1738]

	RFC 1738, Uniform Resource Locators (URL), T. Berners-Lee - CERN,  L. Masinter - Xerox Corporation, M. McCahill - University of Minnesota, December 1994

	[RFC 2104]
	RFC 2104, HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, R. Canetti. February 1997

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2406]
	RFC 2406, IP Encapsulating Security Payload (ESP). S. Kent, R. Atkinson. November 1998

	[RFC 3174]
	RFC 3174, US Secure Hash Algorithm 1 (SHA1) D.Eastlake 3rd, P. Jones September 2001

	[RFC 3566]
	RFC 3566, The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec, S. Frankel (NIST) H. Herbert (Intel), September 2003

	[RFC 3629]
	RFC 3629, UTF-8, a transformation format of ISO 10646. F. Yergeau, November 2003.

	[RFC 3664]
	RFC 3664, The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE), P. Hoffman VPN Consortium, January 2004

	[VERHOEF_1969]
	Verhoef J, Error detecting decimal codes, Mathematical Centre Tract 29, The mathematical Centre, Amsterdam, 1969.


2.2 Informative References

	[DRM-v2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2]
	”OMA DRM Architecture Overview”, Open Mobile Alliance™, OMA-DRM-ARCH-V2-0, URL:http://www.openmobilealliance.org/

	[DRMCF-v2]
	“DRM Content Format”, Open Mobile Alliance(, OMA-DRM-DCF-V2_0, URL:http://www.openmobilealliance.org/

	[BCAST-SvcCnt]
	“Service and Content Protection for Mobile Broadcast Services, OMA-TS-BCAST-SvcCntProtection-v1.doc,

URL:http://www.openmobilealliance.org/


3.4 Notations

	E{K}(M)
	Encryption of message ‘M’ using key ‘K’

	D{K}(M)
	Decryption of message ‘M’ using key ‘K’

	A || B
	Concatenation of A and B

	A/B
	A and/or B

	LSBm(X)
	The bit string consisting of the m least significant bits of the bit string X.

	MSBm(X)
	The bit string consisting of the m most significant bits of the bit string X.


4. Introduction

Digital Rights Management [DRM-v2] defines the mechanisms to deliver DRM Content and Rights Objects to a consuming device. In the existing specification suite, devices are assumed to be capable of two-way interaction with other entities, such as a Rights Issuer. In a typical broadcast environment, this may not be the case and devices may exists that can only receive information broadcast over a shared medium. 

In general the need for adaptations, extensions and guidelines has been identified for the following OMA Digital Rights Management  [DRM-v2] items:

· ROAP Protocol

The ROAP protocol is specified assuming a bi-directional communication mechanism between Device and Rights Issuer. A broadcast (i.e. uni-directional) equivalent for the functionality provided by the ROAP protocol is required. Bandwidth usage is very important in broadcast and protocol messages should be optimised for size. 

· Rights Expression Language

There is a need for additional types of usage that are typical to the broadcast model, e.g. time-shift, record, edit. These may also have non-standard constraints such as impulse-pay-per-view, prepaid.

· Subscription Group Addressing

This is a feature that allows – per instance of content protection – to define the exact group of broadcast receivers that will be capable of accessing the protected content. It is required for fine-grained management of broadcast subscription services.

· Authentication of Broadcast Rights Objects and broadcast content

The bandwidth efficiency requirements of broadcast systems may necessitate a broadcast specific authentication scheme for BCROs and content.

· Broadcast Service Support

· Usage Metering

This specification is not stand-alone; it must be interpreted in the context of the existing OMA DRM v2.0 suite of specifications. Its goal is to provide alternative mechanisms for those parts of the standard that do not comply to the specific constraints of broadcast systems: one-way communication and bandwidth efficiency. Next to that, it also defines support for additional broadcast concepts such as ‘broadcast service’, (frequent) re-keying of broadcast content protection and broadcast usage models.  
The rest of the document is organized as follows. Section 5 describes processing of keys at different layers in 4-layer OMA BCAST service protection architecture [BCAST-SvcCnt]. Section 6 describes the Authentication Hierarchy of 4-layer OMA BCAST service protection architecture. Section 7 describes the management of domain and devices in broadcast environments. Next, we define the new format and mechanism for the delivery of rights objects called BCRO (Broadcast Rights Object) in Section 8. Then we describe the concept of Usage metering and Subscriber group in Section 9 and 10 respectively.  Section 11 describes the broadcast service support that allows the secure delivery of broadcast stream to a terminal. Section 12 describes various Rights Issuer services. Finally, we describe the PDCF adaptations for Traffic Encryption Key Streams in Section 13.
5. Four-Layer Key Hierarchy For Service Protection
This Section is very detailed and introduced through a separate CR #647.
6.Authentication


Here, we describe the authentication “hierarchy” of four-layer OMA broadcast service protection architecture for DRM profile [BVAST-SvcCnt]. Figure 1 illustrates the authentication “hierarchy” of the broadcast system under consideration. It shows how authentication is handled at different layers of 4-layer service protection architecture.. 
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Figure 1: Authentication hierarchy

 
Where,

F-auth is a general authentication function that has been described in Appendix A (Sec A.10.4),

HMAC-SHA1{k}(s)  denotes  HMAC [RFC2104][FIPS 198] computation with SHA1[RFC3174] as the hash function keyed by the key ‘k’ over the string ‘s’
HMAC-SHA1-T{k}(s) denotes the ‘T’ most significant bits of the HMAC-SHA1{k}(s) output. 
Note that STKM, BCRO and ICRO message structure in Figure 1 only shows the relevant part of the corresponding message structure. These messages also contain other information ( For details see [BCAST-SvcCnt]) in addition to the keying material.
Keys used for authentication at different layers of the OMA BCAST service protection architecture for DRM profile are as follows: 
6.1.1.1    





Authentication keys on registration layer (Layer 1: broadcast mode)

The RI Authentication Key (RIAK) is delivered during registration as part of the device_registration_response() message 
( See Section  7.1.3.2 for detailed message description).
 Note: It is 6.1.3.2 in current version. It will change to 7.1.3.2 with the introduction of new Section. 
6.1.1.2
    Authentication keys on long term key message layer (Layer 2: broadcast mode)

The BCRO SHALL be authenticated and the integrity of the message SHALL be verified. This SHALL be done by means of the BCRO Authentication Key (BAK), which is derived from the RI Authentication Key (RIAK), which is delivered during registration.

6.1.1.3 Authentication keys on short term key message layer (Layer 3)

The STKM SHALL be authenticated and the integrity of the message SHALL be verified. This SHALL be done by means of the Program Authentication Key (PAK) and/or the service authentication key (SAK), which are derived from the Program Authentication Seed (PAS) and the Service Authentication Seed (SAS), which are delivered as part of the RO.

6.1.1.4 Authentication keys on protection layer (Layer 4)

When IPsec is used with authentication, the message SHALL be verifiable by the ESP integrity code. This SHALL be done by means of the Traffic Authentication Key (TAK) which is derived from the Traffic Authentication Seed (TAS)  obtained from decrypted keying material at Layer 3.  When SRTP or ISMACryp is used with authentication, the message SHALL be verifiable by the message authentication code (MAC). This SHALL be done by means of Traffic Authentication Key (TAK) which is derived from the decrypted key material (used as Master Key) at Layer 3 using SRTP defined mechanism. 
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