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1 Reason for Change

This CR resolves consistency review comment DX093 against XBS document by introducing new Section to explain the processing and handling of keys at different layers. This is addition to CR646 that partially address the review comment DX093.
The introduction of a new section changes the previous Sections 6-12 to Sections 7-13. The new sections numbering are highlighted in yellow for convenience.

Note: SK (session key) in the XBS spec is also used to represent “Smartcard Key” in the smartcard profile and “Short-term key” in BCMCS. We guess that there is no need to avoid this conflict since XBS spec is only applicable to DRM profile.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

none
6 Detailed Change Proposal

Change 1:  This introduces a new Section 5 on Four-layer Key hierarchy for Service Protection.
5. Four-Layer Key Hierarchy For Service Protection
The OMA BCAST service and content protection architecture consists of a four layer key hierarchy [BCAST10-ServContProt]. This section explains the handling and processing of keys at different layers.
5.1 Registration Layer-Layer 1 Keys (Broadcast Mode)

For the Broadcast Mode of operation, a set of keys are delivered to the terminal at the registration layer. These keys are used for authentication and decryption purposes.
The keys are delivered to the device in a protected format, called a keyset_block, as part of the device registration data (refer to Section 7.1.3.2 for details).
The RI generates a session key (SK) to protect the keyset_block (UGK, SGK1..n, UDK, BDK, RIAK, UDF, SBDF, LBDF and/or TDK), which carries the keyset described in Section 7.1.3.2.1 ( See Table 4).
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The RI encrypts the SK and the encrypted_keyset_block (together called the SK+encrypted_keyset_block) into a sessionkey_block, such that:
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where the sessionkey_block is encrypted with the public key of the device (DP).

Note: If the keyset_block would not fit into the size of the sessionkey_block the remainder is kept as surplus_block. Refer to Section  7.1.3.2 for details.

The complete message (header, sessionkey_block and optional surplus_block) is protected by a single source authenticity check, such that:
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where the RIQ is the private key of the RI.
Upon reception the device follows the rules described above in reverse order:
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where:

The signature_block is verified with the RI public key (RIP).

The encrypted sessionkey_block contains the session key (SK) plus encrypted_keyset_block (together called the SK+encryped_keyset_block) and is decrypted with the device’s private key (DQ).

Note: If the surplus_block is present, it is concatenated to the keyset_block from the session key_block. Refer to Section 7.1.3.2 for details.

The encrypted_keyset_block, decrypted with the session key (SK), produces the keyset_block, containing the keyset (UGK, SGK, UDK, RIAK, UDF), which never leaves the DRM agent.

The term “Inferred Encryption Key” (IEK) is used to describe the key used to en-/decrypt the SEK/PEK without specifying which exact key is used. A key IEK is “derived” from the UGK, SGK, UDK or BDK to decrypt the BCRO, such that
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where the NKs are NK keys ordered according to the index (such that i < j)  that are required for creating the key for the desired group. The keys NK are obtained using the scheme described in Section 10.3.3.4.
or
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The IEK is used to decrypt the part of the BCRO containing keys, which carries CEK or SEK and/or PEK. The ‘salt’ parameter is the BCI value in the asset structure of the BCRO. The BCI value from the first asset structure in a BCRO SHALL be used for all assets in a BCRO structure.
5.2 Long-Term Key Message Layer-Layer 2 Keys
Keys in this layer can be delivered either over broadcast or interaction channel. The following sections describe the processing of keys both in the broadcast and interaction modes.
5.2.2 Broadcast Mode

The SEK and PEK are transmitted to the device on the Long Term Key Management Layer as part of a BCRO.

The keys used to encrypt and decrypt the SEK or PEK depend on the addressing mode of the BCRO (see Section 10.2) as follows: 
· RO addressed to a unique device:
In the case that an RO is addressed to a unique device, the IEK used to encrypt the SEK or PEK is the unique device key (UDK) which was delivered during device registration.

· RO addressed to a subscriber group (subset of unique group)
In the case that an RO is addressed to a subset of a unique group (subscriber group), the IEK is deduced from the subscriber group keys (SGKs) by use of zero message broadcast encryption. 

· RO addressed to a unique group:
In the case that an RO is addressed to all devices in a unique group, the IEK used to encrypt the SEK or PEK is the unique group key (UGK).

· RO addressed to a domain:
In the case that an RO is addressed to a domain, the IEK used to encrypt the SEK or PEK is the broadcast domain key (BDK) which was delivered during device registration.

· RO containing a CEK:
In the case an RO is for an OMA DRM 2.0 content format (e.g. a DCF), the asset carries a CEK object and an additional cipher value. Decryption of the key material is defined by [DRM-v2].
5.2.3 Interaction Mode
If a Rights Object containing the SEK or PEK is delivered via the interaction channel, the UDK is used to decrypt the SEK/PEK. If the RO contains a CEK, it will be processed according to [DRM-v2] and is beyond the scope of this specification.

5.3 Short-Term Key Message Layer-Layer 3 Keys
The Traffic Encryption Key (TEK) is transmitted in this layer. The TEK will be encrypted using either a Programme Encryption Key (PEK) or a Service Encryption Key (SEK). The use of two different keys to protect the TEK allows for the models described in the following sections to be used.
5.3.2 Service based subscription
If the service is made available to customers by subscription only, then:

·  If access rights change per programme, a programme key is used within the Short Term Key Message, but is never delivered separately in a Rights Object. The scheme described in Section 5.3.2 is used.

·  If access rights do not change per programme, a programme key is not used and the scheme below is followed.
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The SEK is transmitted to devices as part of the Rights Objects on the Long Term Key Management Layer. These ROs can be normal OMA DRM 2.0 ROs in the case of an interactive device or BCROs for both mixed-mode and broadcast only devices.

Figure xx1 shows the key hierarchy for the case of a service based subscription.
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Figure xx1: 4-layer key hierarchy - use of SEK only

5.3.3 Pay-per view based and service based subscription

If content is made available both via a service subscription and via a pay-per view based subscription then the TEK will be encrypted with the PEK:
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Devices that do not have a service-based subscription to that service can acquire the entitlement for a specific pay-per view event. The RO for that pay-per view event will contain a PEK. This PEK can be used to decrypt the TEK:
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To allow devices with a service based subscription to access the service as well the PEK encrypted with the SEK is also carried in the Short Term Key Message. So the STKM carries:
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In order to decrypt the TEK given only the SEK the device has to do the following decryption
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with
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hence


[image: image20.wmf]{

}

(

)

{

}

(

)

)

}(

{

)

}(

{

TEK

PEK

E

PEK

SEK

E

SEK

D

D

TEK

=



 EMBED Equation.3  [image: image21.wmf]
The lifetime of a PEK is expected to last only for the duration of a specific pay-per view event while the SEK is expected to last for a longer period.
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Figure xx2: 4-layer key hierarchy - use of PEK and SEK

Figure xx2 shows the four layer key hierarchy in the case of service subscription and pay-per-view.

5.4 Traffic Encryption Layer-Layer 4 Keys
On the Layer 4, the data is encrypted using one of IPsec, SRTP or ISMACryp. This layer is called the Protection Layer. The key used to encrypt the traffic on this layer is called Traffic Encryption Key, or TEK. The TEK changes frequently in the order of once per minute to once per second.
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