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1 Reason for Change

Comment DX179 of the CONRR for XBS asks “How does upgrading Domain Generations protect against undetected DRM agent compromise? What is a Domain Generation?” The comment is on section A.1.1.2.4, Last paragraph. This CR resolves DX179.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the BCAST group approve this CR.
6 Detailed Change Proposal

Change 1:  Change Section A1.1.2.4, last paragraph as follows
The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM Agents and RIs must always verify that the entity they are communicating with has not been compromised by checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM agent compromise by regularly upgrading Domain Generations as described in section 8 of [DRM-v2].
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