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1 Reason for Change

XBS Comment DX023 on Section 12.4.1

12.4.1 refers to file delivery and not streaming using ISMACry, it should be moved to a separate section.

Proposed Resolution:

Move outside section 12 altogether in a section for file delivery.

Following offline discussions with John Bernsen from Philips (joint action on Orange and Philips to resolve the comment), the following CR is proposed.
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal
Change 1:  Remove old section 12.4.1 as this is not about BCAST but specific to OMA DRMv2, Remove old section 12.4.2 as this is redundant with SPCP section 8.1.2.1 Recording of streamed content using OMA PDCF file format, Move section 12.4.3 Change of Rights from XBS document to SPCP document i.e. for the editor this means removing section 12.4 altogether from XBS document as shown below
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Change 2:  Move section 12.4.3 in XBS to end of section 8.1.2 in SPCP as shown below
8.1.2 Recording in protected form only
If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to  0x00, 0x01 or 0x02. In all cases recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See section ‎5.5.

For broadcast streams encrypted at the content level, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained below and in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

Recommendations for dealing with changes in rights are given in Section 8.1.2.1.1 below.

8.1.2.1 Recording of streamed content using OMA PDCF file format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0 [DRMCF-v2.0]. The adapted PDCF allows key streams to be recorded as a key track [XBS DRM extensions-v1.0].
Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

· The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0], are sent in ROs for the DRM profile. The value of the permissions_flag and the permissions_category (Section 10.1.5 of [XBS DRM extensions-v1.0]) for a programme that is part of the STKM must also be considered.
· Protection_after_reception values in the STKM define the type of protection provided for the recorded content. These are applicable to both DRM and Smartcard profiles.

Once the recording permission is obtained, if encrypted recording is required:
· For encryption at the content level, the RTP transport layer is removed so as to recover whole encrypted Access Units (AUs) and associated OMADRMAUHeaders, allowing these to be recorded.
· For encryption at the transport level, encryption must be removed before re-encrypting at the content level (AUs).
Depending on the type of right granted, the following may be possible:

1. Recording in the clear

If recording is allowed in the clear, unencrypted AUs are made available for storage in an appropriate file format, such as PDCF as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0].  Other similar formats such as ISO or 3GPP can be used.  This right is indicated by protection_after_reception value of 0x03 for the Smartcard Profile. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

2. Recording encrypted content

If recording is allowed in the encrypted form then the full benefits of content protection can be obtained.  This applies for protection_after_reception values of 0x00, 0x01and  0x02 for the Smartcard Profile. Note that encrypted content MAY be recorded even for a protection_after_reception value of 0x03. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2 devices is described in section 7.4 of [XBS DRM extensions-v1.0]. This involves re-encryption with a single key and hence does not require recording of the key stream.

When recording content from a real-time delivery service, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMADRMAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a key track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 11: Mapping of broadcast parameters to PDCF parameters

	Parameter
	Source Location
	Destination Location

	RightsIssuerURI
	ESG Access Fragment
	RightsIssuerURL in CommonHeadersBox

	Service_BCI or Programme_BCI
	ESG Access Fragment
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in Key track

	STKM type indication
	SDP
	sample_type in OMAKeySampleDescriptionEntry


This applies to both profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 12: CommonHeaders box fields for adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile MBMS
	Content Smartcard Profile BCMCS

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128_CTR (0x02) for encryption with TEKs.
	same
	Same

	PaddingScheme
	Determined by the recording device.
	same
	Same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same
	Same

	ContentIDLength ContentID[]
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)
	base64(TBD)

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI
	Reference to an MBMS Service Protection Description
	TBD

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	TBD
	TBD

	ExtendedHeaders[]
	Empty.
	same
	Same


In the definition of these fields, the base64() operation is defined by [RFC2045].
The following section provides recommendations for how change of rights is handled when recording.

8.1.2.1.1 Change of Rights and Recommendations for Recording

The following rules SHALL be observed when recording streamed content in a PDCF:

6. If the user has a valid Rights and the end of a program / event is reached, a new track MAY be created for the new program / event. Alternatively, a new file MAY be created for the new program / event, rather than using the same file.

7. If the user has a valid Service Rights and PEKs are used to protect TEKs, then new tracks or files MAY be created when PEKs change, rather than using the same track.

8. If a program / event is being recorded for which the user has the appropriate Rights and a new program / event starts for which the user has NO valid Rights, a new track or a new file SHOULD be created, rather than using the same track.

9. If a program / event is being recorded for which the user has no Rights, a new track or file MAY be created for a new program / event, rather than using the same track, if the user still has no valid Rights for the new program / event.

If the user has valid Rights for the new program / event, a new track or file SHOULD be created, rather than using the same track.

10. In all cases, if different rights or
 a different GRO is required, a different track or file SHALL be used.
















�Old section 7.2.2.2


�note to BCAST, apart from the slight change below, the rest is a move from XBS section 12.4.3 as explained In Change, editor please remove this comment


�note to BCAST this has been added for the Smartcard Profile case, editor please remove this comment
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