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1. Scope

This document specifies the service protection and content protection systems, and affiliated mechanisms, which support various business models of OMA BCAST enabled mobile broadcast services delivery.  On behalf of broadcast service providers and content providers, means are provided to protect the access to, and control the consumption of, broadcast content in either streaming or file delivery format.  Two main systems can be used to provide service protection and/or content protection: the DRM Profile and the Smartcard Profile.

Fundamental components of the service and content protection systems consist of various content encryption mechanisms, protection signaling, and key management related messages which may carry rights objects, other post-reception consumption attributes (such as recording permission), key material, and parental rating criteria.  In addition to server-client (i.e., network-to-terminal) interactions, this document also normatively specifies the server-side interfaces pertaining to service and content protection.
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2.2 Informative References

None

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
3.2 Definitions

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Content Encryption
	The cipher algorithm is applied on the data in a file before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	CSIM
	A Cdma2000 Subscriber Identify Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM profile is described in Section ‎5.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions and/or other attributes that are linked to items of content or services.

	MIKEY (Multimedia Internet KEYing)
	IETF defined mey management protocol to support multimedia security protocols, as defined in [RFC3830]

	Programme
	A logical portion of service with a distinct start and end points.

	R-UIM
	A Removable User Identity Module is a standalone module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection. Encoding of the RO is specified in [DRMDRM-v2.0].

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the smartcard i.e. (U)SIM/R-UIM or on the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once it is securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard Profile
	The Smartcard Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration is based on GBA and  (U)SIM (for 3GPP MBMS) or a pre-provisioned shared secret key and R-UIM (for 3GPP2 BCMCS).

The Smartcard profile is described in Sections ‎6 and ‎7.

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card, an ICC (or 'smart card') is a physically removable secured device as defined in [3GPP TS 31.101] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, CSIM or ISIM)

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.

	(U)SIM
	An SIM or a USIM application residing in the memory of the UICC.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCRO
	Broadcast Rights Object

	CSIM
	cdma2000 subscriber Identify Module

	GMK
	Group Management Key

	HMAC
	Hashed Message Authentication Code

	ICC
	Integrated Circuit(s) Card

	IPsec
	IP Security

	ISIM
	IP Multimedia Services Identity Module

	MAC
	Message Authentication Code

	MIKEY
	Multimedia Internet KEYing

	MBMS
	Multimedia Broadcast Multicast Service

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PEAK
	Programme Encryption / Authentication Key

	PEK
	Program Encryption Key

	PRF
	Pseudo Random Function

	R-UIM
	Removable User Identity Module

	RIAK
	Right Issuer Authentication Key

	REK
	Right Encryption Key

	RO
	Rights Object

	SAC
	Secure Authenticated Channel

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SMK
	Subscriber Management Key

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TEK
	Traffic Encryption Key

	UICC
	Universal Integrated Circuit(s) Card

	USIM
	Universal Subscriber Identity Module 


3.4 Symbols
E{K}(M) 
Encryption of message ‘M’ using key ‘K’

D{K}(M)
Decryption of message ‘M’ using key ‘K’

A || B
Concatenation of A and B

LSBm(X)
The bit string consisting of the m least significant bits of the bit string X.

MSBm(X)
The bit string consisting of the m most significant bits of the bit string X.

4. Introduction

4.1 Overview of the Solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD
).

This specification describes a service and content protection system for OMA BCAST services. Not only does such system enable the restriction of access to services to authorised users during broadcast delivery, it also controls the consumption of the associated content throughout its lifetime.
OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content Protection: This involves the protection of content (files or streams) during the complete lifetime of the content. Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts.
· Service Protection: This involves protection of content (files or streams) during its delivery.  Service providers require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.
Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection: The possible key management systems and encryption are as defined in this document. There are two possibilities:
· DRM Profile based solution for encryption and managing the keys.  The DRM Profile is described in Section ‎5.  The DRM Profile is derived from, and almost identical to, DVB-H 18Crypt.
· USIM/(R‑)UIM based solutions for encryption and managing the keys.  Also referred to as the Smartcartd Profile, these are described in Sections ‎6 and ‎7.
In addition to the key management, the encryption solution can operate on one of the following ways:
· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard.
· The content level, i.e. by encrypting Access Units before packetization occurs (ISMACryp).
For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  On the other hand, content encryption is provided at the content level, allowing the solution to be completely independent of the transport level mechanism.  Service protection may include message authentication / integrity protection and detecting replay attacks.
A service provider may use content level encryption instead of transport level encryption for streaming to provide service protection and support content protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of providing optional content protection.

· Content protection:  The possible key management systems and encryption are defined in this document. There are two possibilities:
· DRM Profile based solution for encryption and managing the rights.  The DRM Profile is described in Section ‎5.
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object.
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted.
· (U)SIM/(R-)UIM based solution for encryption and managing the rights.  Also referred to as the Smartcard Profile, these are described in Sections ‎6 and ‎7.
An OMA BCAST terminal MAY implement Service Protection and MAY implement Content Protection.

For BCAST Terminals with Service Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM SHALL implement the Smartcard profile. The DRM profile is OPTIONAL. Hence terminals MAY implement both profiles.
· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable).
· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable based on current technology).
For BCAST Terminals with Content Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM MAY implement the Smartcard profile or MAY implement the DRM profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement both profiles.
· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable).
· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).
Note that ‘Terminal Implementation’ of a content protection profile means is capable of it, but does not necessarily mandate its use.  Decision to use (or not to use) an implemented content protection profile is made at the time of service deployment.
Table 1 and Table 2 summarise the possible scenarios:

Table 1: OMA BCAST Terminal Profile Support for Service Protection
	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM 
	OPTIONAL
	MANDATORY


Table 2: OMA BCAST Terminal Profile Support for Content Protection

	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM
	OPTIONAL
	OPTIONAL


4.2 Adaptations of the described service and content protection mechanisms to underlying BDSs are possible, and are described in Section ‎16 and in the respective adaptation specifications, e.g. [BCAST10-MBMS-Adaptation], [BCAST10-BCMCS-Adaptation], and [BCAST10-DVBH-IPDC-Adaptation].
4.3 Selected Technologies

These are the main standards on which the solution is based:

· Advanced Encryption Standard (AES, see [FIPS197]) in the Cipher Block Chaining mode with 128 bit keys, for actual content encryption. Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.  AES-WRAP is also used by the terminal binding scheme to protect the TEKs.
· Secure Internet Protocol (IPsec, see [RFC2406]) using the Encapsulating Security Payload (ESP) protocol, for implementing transport encryption and decryption as a function of the IP stack. Only transport mode is used.

· Secure Real Time Protocol (SRTP, see [RFC3711]) for implementing service protection at the transport layer. SRTP uses AES-CTR (counter mode).

· Content encryption as specified in [ISMACRYP1].  Appropriate extensions are provided in this specification for codec agnostic RTP transport of ISMACryp protected streams.

· Traffic Encryption Key (TEK) delivery protocol and management is specified in this document.

· Terminal Binding Key (TBK) delivery protocol and use is specified in this document.
· Open Mobile Alliance (OMA) Digital Rights Management version 2.0 [DRM Enabler-v2.0] for service and content protection, managing rights and the associated service and program encryption keys, and the cryptographic protection of those keys themselves. This specification makes some adaptations to OMA DRMv2 for OMA BCAST, mainly for devices without interactive channel.

· DRM rights object delivery and device registration over the OMA BCAST channel, without using an interaction channel, are also newly specified. They are described in this document.  Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.
· GBA [3GPP TS 33.220] for USIM and pre-provisioning [3GPP2 S.S0083-A] for (R‑)UIM for establishing a shared secret. Their applications for service protection are as specified in this document.
The reasons for choosing these particular technologies as the basis of the solution include the following:

· AES is an open standard symmetric encryption algorithm which is widely used in various standards including OMA DRM v2.0.
· IPsec ESP is the standard way of keeping service decryption at receiving devices within the IP stack, invisible to the receiving applications, which thus remain independent of service protection and the carriers of the IP packet streams (of which IPDC may be only one). IPsec ESP has been used in variety of existing applications.
· SRTP is a standard way of performing service decryption at receiving devices within the transport layer. SRTP has been used to protect all common forms of streaming content.

· TEK management framework and protocol are specified in this document.  Guidelines are provided on TEK management based on two different assumptions:
· First, where the terminal is untrusted, the solution is made robust by using a key delivery protocol and management scheme for frequently changing TEKs to make it expensive for a misbehaving terminal to share TEKs with unauthorized devices.
· The alternative is to trust the terminals to behave according to certain rules.  In the context of the smartcard profile, the terminal is expected to delete TEKs after use, cache TEKs only for authorized use, for example to rewind and play content, and never transmit TEKs to external entities.
· Among the various rights management alternatives, OMA DRM v2.0 is the one which makes OMA BCAST a part of the same value chains which will be used for selling content and services in the cellular world, and which thus will be implemented by many devices in any case. OMA DRM, too, has existing applications, although currently v1.0 is being used.

· OMA DRM v2.0 uses interaction over a two-way communication channel for device registration and guaranteed rights delivery. To adapt receive-only devices without an interaction channel, and to optimise the use of the broadcast channel, some new mechanisms are proposed for those devices.

· GBA is a general architecture that allows to securely sharing a secret between a server and a client; it has already been used in 3GPP MBMS. Currently, 3GPP2 uses pre provisioning to establish shared secret between (R‑)UIM and home network.
· ISMACryp allows encrypted content to be streamed. This means encrypted content stored in a file can be streamed at the server side and directly recorded in a file at the terminal side, without the need for decryption and re-encryption. Content encryption may be used to protect content during its complete lifetime, not only during transport.
4.4 Overview of Operation for Streaming of Content

Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done using service protection or content protection. Both protection mechanisms use the Four Layer model of Figure 1.
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Figure 1 – Protection via Four Layer Model
As illustrated in Figure 1, the solution is based on a four-layer key management architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content following different mechanisms depending on the actual encryption method used.
The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.  The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

Short Term Key messages MAY contain two types of key hierarchy. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period.  For the DRM Profile, within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
Short Term Key messages contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages.  They also contain a flag indicating whether or not a TBK is used.
Where the two-layer service and program functionality is not required, the TEK may be directly encrypted with either the SEK or the PEK, and the service-key-encrypted program key can be omitted.
For the Smartcard Profile key management, the two types of key hierarchy handled by the short term key delivery message have been omitted. For more details, please refer to Sections ‎6 and ‎7.
Cryptographic keys introduced by the four layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.

4.4.1 Streaming Using Service Protection

For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied:

· as part of standard IPsec security associations (SAs), or 
· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).
Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions.  When delivering Long Term Key messages over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of Rights Objects are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering Rights Objects to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire Rights Objects for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.
· Using GBA mechanisms for the Smartcard Profile using a (U)SIM or using a pre-provisioned secret key for the Smartcard Profile using a (R-)UIM. An overview of operation is given in Sections ‎6 and ‎7.
4.4.2 Streaming Using Content Protection

For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, this may be issued by using TEKs to encrypt the content before packetization for transport or encapsulation in a file occurs (ISMACryp). On the other hand, content protection may also be provided using transport encryption (SRTP or IPsec) and appropriate measures in the receiving device to protect content inside the device.  This means decrypting at the transport level and then encrypting at the content level.
4.5 Overview of Operation for Download of Content

Protection of files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile.  For the Smartcard Profile using (U)SIM, a modified version of the DCF file format is defined in this specification.
4.6 Key Management

This section outlines the key management profiles defined for the BCAST key hierarchy model. 
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Figure 2 – Key Management Section Layout


The 4-layer model described in the OMA BAC BCAST architecture document (AD) allows different key management systems to be used for layers 1 and 2.
A key management system based on symmetric keys MAY be used for layers 1 and 2 based on the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083-A] security models, or other key management systems that MAY be specified in further releases. This is referred as the “Smartcard profile” key management. Sections ‎6 and ‎7 below provide a description of the key management system based on symmetric keys for smartcard-enabled terminal that the terminal SHALL support.
Alternatively, a key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0].  Other key management systems based on asymmetric keys (PKI) MAY be used instead.  This is referred as the “OMA DRM” key management.  Section ‎5 below provides a description of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section ‎16.
4.6.1 Smartcard Profile Key Management

In the case of the Smartcard profile key management, the registration layer is implemented using a secret that is held by a smartcard. This secret is used to provide access to the keys used in the different layers of hierarchy. This is similar to the device key concept in the DRM profile. 

The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module.  The SK is unknown to the BCAST service provider if the cellular network operator is not the same as the BCAST service provider.
The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R‑)UIM, a Subscriber Management Key (SMK) is established between the USIM/(R‑)UIM or the terminal (depending on the key management implementation) and the service provider
. SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM). 

SMKs SHALL be stored on a USIM/(R-)UIM or the terminal depending on key management implementation. Regarding smartcard profile key management where the security is based on GBA, SMKs SHALL be stored on a USIM for GBA_U, and on the terminal for GBA_ME. Regarding smartcard profile key management where the security is based on registration key RK, SMKs SHALL be stored on a (R-)UIM.

Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation.
Traffic Encryption Keys - TEK - are protected using SEK or PEK, as well as optionally by a TBK, in a Short Term Key Message (STKM). 



Table 3 gives a brief outline of the key hierarchy model:

Table 3: Smartcard profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	0
	Shared secret Key, Smartcard Key (SK)
	SK
	Equivalent to the Device Key (DK) in the OMA DRM profile. Provisioning of this key is out of the scope of this specification.
	Smartcard 

	1
	Subscriber Management Key (SMK)
	SMK
	Generated after a successful BCAST service registration
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	2
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Encrypted with SMK and sent to the smartcard via the terminal using either broadcast channel or a point to point channel
	Smartcard (for GBA_U or if security is based on registration key RK) and Terminal (for GBA_ME)

	3
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Encrypted with SEK or PEK or derived from SEK or PEK and sent over the broadcast channel
	Terminal


Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the USIM, 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM. 

It MUST be possible for the BCAST terminals to reuse the Security mechanisms of MBMS and BCMCS for service protection if the terminals already implemented the smartcard based (USIM or (R-)UIM) security mechanisms used in MBMS and BCMCS. Detailed information can be found in [3GPP TS 33.246] and [3GPP2 S.S0083-A].

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re used [3GPP TS 33.246].


The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083-A), to enable service &/or content protection. In the context of the BCAST 4-layer key hierarchy, a key management solution is provided using the smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Sections [TBD] for 3GPP and [TBD] for 3GPP2.

The Smartcard key management allows access to Layer 4 Content Layer irrespective of the type of encryption used (SRTP, IPSec or content encryption).

Section 6.1 relates to different BDS architectures that can be used with the Smartcard Profile. These are explained in Sections 6.1.1 and 6.1.2, for the smartcard profile using MBMS key management.

4.6.2 
Use of the Smartcard Profile for various BDS architectures

The Smartcard Profile is applicable in cellular based BDS, which natively can use a point-to-multipoint or point-to-point bearer, and also to broadcast-only BDS with the additional support of a cellular interaction channel. 

The diagrams in the sections below show the use of the smartcard profile using MBMS key management.

4.6.2.1 Smartcard Profile using a pure cellular based BDS

In the pure cellular based BDS cases, both multicast/broadcast and unicast bearers are available.
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Note: Short-term key message may be delivered over the point-to-point bearer instead.

Figure 3 – Pure cellular based BDS scenario using GBA and MBMS key management
A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: A user selects a protected service on the BCAST service guide available over the cellular based BDS, and the terminal contacts the BSF to initiate the GBA bootstrapping procedure. 

· Authentication and Registration: This corresponds to layer 1 of the BCAST 4-layer key hierarchy model. The registration data issuing to the (U)SIM/(R-)UIM or the terminal, (depending on the key management implementation) takes place via the point-to-point bearer, after the corresponding key derivation process is done.

This is explained in [TS 33.246] for 3GPP. This can also be obtained on a pre-shared key basis as explained in Section [TBD] for 3GPP2. 

· LTKM Delivery: This corresponds to layer 2 of the BCAST 4-layer key hierarchy model. After the trust relation is established with the NAF, the (U)SIM/(R-)UIM or the terminal (depending on the key management implementation) may request the long-term keys and related parameters to the NAF, or alternatively, the NAF may send them automatically. This information is delivered in the LTKM to the (U)SIM/(R-)UIM or the terminal, via the point-to-point bearer. This is explained in Section [TS 33.246] for 3GPP and in [TBD] for 3GPP2.

· STKM Key Delivery: This corresponds to layer 3 of the BCAST 4-layer key hierarchy model. The key management protocol uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the (U)SIM/(R-)UIM or the terminal. This is explained in Section [TBD] for 3GPP and in [TBD] for 3GPP2.

· Access to Protected Content: This corresponds to layer 4 of the BCAST 4-layer key hierarchy model. The cellular based BDS delivers a Service, e.g.: a file download or streaming session, which may be transmitted over the cellular network in unicast, multicast or broadcast mode.

4.6.2.2 Smartcard Profile using a broadcast BDS and cellular interactive channel

In a mixed or hybrid scenario (e.g: DVB-H network + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.
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Note: Short-term key message may be delivered over the cellular interaction channel instead.

Figure 4 – Broadcast-only BDS with Cellular Interaction Channel Scenario, using GBA and MBMS Key Management

A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above BUT STKMs may be delivered over the broadcast only BDS (e.g: DVB-H) or via the cellular interaction channel.

· Access to Protected Content: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H).
5. DRM profile
5.1 Introduction
OMA BCAST DRM profile uses OMA DRMv2.0 specified solutions [DRMDRM-v2.0] for the registrations and rights management over the interactive channel and specifies a set of protocols for use in broadcast [XBS DRM extensions-v1.0] and out-of-band channels. 

The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as key provisioning required to access the first layer for DRM profile. Section ‎5.2 briefly describes key provisioning. Section ‎5.3 describes registration. Section ‎5.4 describes the LTKM message structure, while Section ‎5.5 describes that of the STKM. Section ‎5.6 and Section ‎5.7 describe streaming and file delivery protection respectively for both service and content protection. Recording aspects are described in Section ‎5.8, while ESG signalling is explained in Section ‎5.9.
5.2 Key Provisioning

OMA DRM profile uses PKI-based mechanism and access to the registration layer (Layer 1) is implemented using a device key (or public/private key pair) that is stored in the mobile device. How the device key is provisioned is out of scope for this specification.
5.3 Layer 1: Registration
The device must first register with the Rights Issuer to receive protected broadcast service.  Registration can be performed either via an interaction or broadcast channel.  In the case that an interaction channel is used, the registration protocol is as defined in OMA DRMv2.0 [DRMDRM-v2.0] and right encryption keys (used to protect Layer 2 RO) are delivered protected with the public key of the device. For the devices that do not support an interaction channel, an alternative process for the registration is defined in [XBS DRM extension-v1.0] and a set of keys (used to protect Layer 2 BCRO) are delivered over the broadcast channel protected with the public key of the device.

5.4 OMA DRM profile supports a notion of broadcast domain to facilitate sharing of content and services among the registered terminals.
5.4.1 Definition of Broadcast Domains

5.4.2 There are two types of broadcast domains as described below:
5.4.2.1 Service Domain

Service domain is a broadcast domain which is a collection of terminals that subscribe to a service or a service bundle having multiple services.  It also includes a mechanism to implement subscriber group management, which is defined in [OMA-TS-DRM-XBS], and Domain Management, which is defined in [DRMDRM-v2.0].  Terminals in the service domains share a common group key, which is called service domain key. One or more service encryption keys (SEK) or Program encryption keys (PEK) then would be encrypted using this service domain key.

Terminals in a service domain can share content and services with any other terminal in the same service domain, subject to permissions specified by content or service providers.  The advantage of service domains is that communicating changes in SEK or PEK consumes very little bandwidth.
For service domain join/leave operations, the definition of Layer 1 in the 4-layer key hierarchy model [BCAST10-Architecture] is extended to include terminal registration and domain management.
For service domain, domain join/leave operations similar to the ones defined for device domain can be used.  One issue, however, is that these operations were defined for domains with small size.

5.4.2.2 Device Domain

Device domain is a broadcast domain which is a collection of terminals that are defined, limited, and managed by an authorizing entity, such as a rights issuer.  It also includes a mechanism to implement domain management as described in [DRMDRM-v2.0]. Terminals in a device domain share a common domain key, which is used to encrypt SEK or PEK. A common group key in a device domain may be called a device domain key.
Terminals in a device domain can share content and services only with other terminals in the same device domain, subject to permissions specified by content or service providers.
· 


5.5 Layer 2: Long Term Key Message – LTKM

For the DRM profile service encryption key (SEK)/program encryption key (PEK) is packaged in a special LTKM format. This special format is called Rights Object (RO) and in addition to the provided keys, it may contain permissions and attributes linked to the protected content.  The profile supports the delivery of ROs over interactive and broadcast channel.

5.6 Section ‎5.4.1 introduces and describes use of ROs. Section ‎5.4.2 gives OMA DRMv2.0 extensions for BCRO. Section ‎5.4.3 describes how ROs are used for service protection at Long Term Key Delivery layer
5.6.1 Use of ROs

Service Encryption Keys (SEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within rights objects (ROs).  Two formats are available for the purpose. One is the format of an OMA DRM 2.0 rights object, as specified in [DLRDRM-v2.0]. The other format is specified in XBS document [XBS DRM extensions-v1.0], and may be used when LTKM is delivered over a broadcast channel. Such RO is called a Broadcast Channel Rights Object (BCRO).  In addition to SEKs, ROs also contain permissions and other attributes linked to protected service.  SEKs would typically be utilized for subscription services.  Each SEK protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The SEK is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a Traffic Encryption Key (TEK) or PEK.  The SEKs themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.
A terminal periodically receives a set of SEKs that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple SEKs MAY be combined into one Long Term Key Message (LTKM) directed to a terminal.  There MAY also be multiple such messages that relay different sets of SEKs to the same terminal.

SEKs SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a SEK changes.  For example, SEKs MAY change once per billing period (e.g., on a monthly basis).

The transmission of LTKM to a terminal can be done over an interaction channel or over a broadcast channel, depending on whether the terminal has access to an interaction channel or not.  
If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression.  An RO thus encoded is called a Broadcast RO (BCRO) for delivery.  The syntax for BCRO is introduced in XBS document [XBS DRM extensions-v1.0].

· 
· 
· 
In addition, if the LTKM is transmitted over the broadcast channel, then digital signatures or MACs over the RO MAY be verifiable over the BCRO itself without having to decode or de-compress the BCRO.

In addition, if the LTKM is transmitted over the broadcast channel, then all content of the LTKM other than the BCRO MUST be compressed or encoded.

If the LTKM is transmitted over the interaction channel, then the LTKM, including the RO, digital signatures or MACs, MAY be encoded, compressed, or text-based.
5.6.2 OMA DRM v2.0 Extensions for Broadcast Rights Objects

Extensions to OMA DRM v2.0 for broadcast rights objects including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extension-v1.0].
Where Rights Objects (particularly for post-acquisition rights associated with BCAST Stream Delivery of protected content) are stored in secure removable smartcards, i.e. (U)SIM/R-UIM in 2G/3G mobile terminals, an alternative Content Protection scheme to handle such broadcast rights objects may be applicable as an option.  Hence, an alternative Content Protection solution to that depicted in OMA DRM v2.0 Extensions for Broadcast Support document, or appropriate modifications thereto, are specified in Section ‎6 and Section ‎7.
5.6.3 ROs in Long Term Key Delivery Layer for service protection

In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is securely delivered to the authorized terminal in an RO. Such an RO is called a Service RO. SEAK is a concatenation of 128 bits SEK (Service Encryption Key) and 128 bits SAS (Service Authentication Seed). SAS is used as a seed in a generic authentication function to derive SAK (Service Authentication Key).  In general, a Service RO will contain key material associated with more than one service (with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view event is securely delivered to the authorized terminal directly within a RO. Such an RO is called a Program RO.  PEAK is a concatenation of 128 bits PEK (Program Encryption Key) and 128 bits PAS (Program Authentication Seed). PAS is used as a seed in a generic authentication function to derive PAK (Program Authentication Key).
The ID of ROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the service guide (where the purchase item is expected to be announced) and the successful completion of the purchase transaction (when the RO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation (see [DRMDRM-v2.0] for the definition of “connected” and “unconnected”), where the RO may be received by the device much later than the purchase transaction is initiated.  A connected device has a direct 2-way connection to the Rights Issuer (RI) through interaction channel. On the other hand, the unconnected devices do not have access to the RI through an interaction channel but they are capable of making connection via an intermediary interactive device.
Defining a structured ID for RO will also allow the device to check later on whether ROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the ID of the RO related to the same purchase item can be made unique.

The ID of an RO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID = “E” + deviceID + “_S” + bsdaID + "_I" + purchaseItemID + "_" + hex(rekeying_period_number)

domainRoID = “O” + domainID + “_S” + bsdaID + "_I" + purchaseItemID + "_" + hex(rekeying_period_number)

· deviceID is the OMA device ID.
· bsdaID is the globally co-ordinated ID of the broadcast service distribution/adaptation center.

· purchaseItemID is defined in the ESG.
· 
· rekeying_period_number is a 7-bit counter that is used to differentiate between different ROs with the same purchase_item_id (defined in Section 7.2 of [XBS DRM extensions-v1.0])
A Service RO SHALL contain at least one (<CID>, <service encryption and authentication key material>) pair. The <CID> (Content Identifier) shall be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the SEAK contained in the RO, the SEK and the SAS are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAS = second part (128 bits)

A Program RO SHALL contain at least one (<CID>, <program encryption and authentication key material>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the PEAK contained in the RO, the PEK and the PAS are obtained by splitting the unwrapped key material into two parts as follows:

PEK = first part (128 bits, since AES-128 is used to wrap the traffic key material)

PAS = second part (128 bits)

5.7 Layer 3: Short Term Key Message - STKM

This Section describes the format and role of STKM (Short Term Key Message) in the transport of short term traffic keys (TEKs) for DRM profile at the Short Term Key Delivery layer.
Each
 STKM SHALL be encapsulated in exactly 1 UDP packet.

In order to keep access times low for devices that start accessing a service, a STKM SHALL be transmitted periodically.

The STKM SHALL be transported over the same network stack as the media streams that are protected with the traffic keys contained in the STKM.  The STKM stream MAY be transported in an own session, e.g., an RTP session.

	Short_Term_Key_Message_Description
	Length
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	

protection_after_reception
	2
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	

next_traffic_key_flag
	1
	uimsbf

	

timestamp_flag
	1
	uimsbf

	

programme_flag
	1
	uimsbf

	

service_flag
	1
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	uimsbf

	

if (next_traffic_key_flag == KSM_FLAG_TRUE ) {
	
	

	


next_security_parameter_index
	32
	uimsb

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	

master_key_index_length
	8
	uimsbf

	

master_key_index
	8*master_key_index_length
	uimsbf

	                 reserved_for_future_use
	5
	bslbf

	                 next_master_key_index_flag
	1
	uimsbf

	                 next_master_salt_flag
	1
	uimsbf

	                 master_salt_flag
	1
	uimsbf


	if (master_salt_flag == TKM_FLAG_TRUE) {
	
	

	master_salt
	112
	bslbf


	                 }
	
	

	

if (next_traffic_key_flag == KSM_FLAG_TRUE ) {
	
	

	                          if (next_master_key_index_flag == KSM_FLAG_TRUE) {
	
	

	                                  next_master_key_index
	8*master_key_index_length
	uimsbf

	                          }
	
	

	         if (next_master_salt_flag == TKM_FLAG_TRUE) {
	
	

	        next_master_salt
	112
	bslbf

	                         }
	
	

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_ISMACRYP) {
	
	

	                 key_indicator_length
	8
	uimbf

	

key_indicator
	8*key_indicator_length
	uimsbf

	

if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	


key_indicator
	8*key_indicator_length
	uimsbf

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_DCF) {
	
	

	

key_identifier_length
	8
	uimsbf

	

key_identifer
	8*key_identifier_length
	bit string

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	uimsbf

	
encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	bslbf

	
}
	
	

	
reserved_for_future_use
	4
	bslbf

	
traffic_key_lifetime
	4
	uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


Timestamp
	40
	mjdutc

	
}
	
	

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	7
	bslbf

	


permissions_flag
	1
	uimsbf

	

}
	
	

	

if (permissions_flag == TKM_FLAG_TRUE) {
	
	

	


permissions_category
	8
	uimsbf

	

}
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	bslbf

	

}
	
	

	

programme_CID_extension
	32
	uimsbf

	

programme_MAC
	96
	bslbf

	
}
	
	

	
if (service_flag == TKM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	uimsbf

	

service_MAC
	96
	bslbf

	
}
	
	

	}
	
	


Reserved_for_future_use – These bits are reserved for future use, and SHALL be set to zero when not used.
5.7.1 Descriptors for access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.

The following access criteria descriptors have been defined:

parental_rating – is the parental rating of the programme.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 4: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == KSM_FLAG_TRUE) {
	
	

	
number_of_country_codes
	8
	uimsbf

	
for (i = 0; i < number_of_country_codes; i++) {
	
	

	

country_code
	16
	uimsbf

	
}
	
	

	}
	
	


The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 2-character value that must be compliant with ISO-3166.

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.  Some values of the rating_type are reserved for future use.
	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12
2=R-15
3=R-18
4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4
2=Level3
3=Level2

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G
2=PG
3=PG-13
4=R
5=NC-17
6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory
2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY
2=TVY7
3=TVG
4=TVPG
5=TV14
6=TVMA
7=None

	8
	ICRAParentalRatingViolence
	
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0 (Freigegeben ohne Altersbeschränkung)
2=6 (Freigegeben ab 6 Jahren)
3=12 (Freigegeben ab 12 Jahren)
4=16 (Freigegeben ab 16 Jahren)
5=18 (Keine Jugendfreigabe)


5.7.2 Constant Values

TKM_ALGO_IPSEC
0

TKM_ALGO_SRTP
1

TKM_ALGO_ISMACRYP 
2

TKM_ALGO_DCF
3
TKM_FLAG_FALSE
0

TKM_FLAG_TRUE
1

5.7.3 Coding and Semantics of Attributes

protocol_version – indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

protection_after_reception – 2-bit field defining the required protection after the removal of the service protection, according to the following table:

Table 5: Protection_after_Reception Values

	Value
	Description

	0x00
	Content protection

Device has to protect all content against access in the clear.

Only the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted, 

An example permission is 'Access' for the immediate rendering of the service or programme.

	0x01
	Implicit rendering permission; ROs may provide additional rights

Device has to protect all content against access in the clear, but: 
Direct rendering is implicitly allowed; no Rights Object is required in the device for this, or an RO with only the service or programme key but without any permissions is sufficient,
The device needs to have an RO with the appropriate permissions (and possibly constraints) for any other type of consumption.

	0x02
	Render and recording play back only

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed:
· Direct rendering, and
· Play back of protected recordings of this service or programme, which are made by the device itself.

Apart from the above two types, no consumption is allowed, not even any consumption granted with Rights Object(s).
The above two types of consumption may also be made available over appropriately protected digital links.

	0x03
	Service Protection

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.


terminal_binding_flag – indicates whether or not terminal binding is required for the smartcard profile. 0 indicates it is not required, 1 indicates it is required.

traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES-128-CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_ISMACRYP
	AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 128] or NULL).

	TKM_ALGO_DCF
	DCF encryption (encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-80 [key length 160])

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag – defines whether or not the traffic is authenticated:

	TKM_FLAG_FALSE
	Traffic authentication is not used.

	TKM_FLAG_TRUE
	Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.


next_traffic_key_flag – indicates whether or not the Short Term Key Message contains the next traffic key material:

	TKM_FLAG_FALSE
	The Short Term Key Message contains only the current traffic key material.

	TKM_FLAG_TRUE
	The Short Term Key Message contains both the current and the next traffic key material.


The next traffic key material SHALL be be included at least 1 second before it becomes current. This is to enable the devices to process the traffic key material and put the necessary security associations in place before the media packets that are encrypted with the next traffic encryption key start arriving.

The next traffic key material SHALL NOT be included earlier than 1 minute before it becomes current. This is to limit the effect on pay-per-view enforcement that is caused by sending the next traffic key material encrypted with the encryption key of a program that may end before the next traffic key becomes current to maximally 1 minute.

The above times SHALL be relative to the moment of transmission of the key stream messages.

timestamp_flag – indicates whether or not the key stream message contains a timestamp:

	TKM_FLAG_FALSE
	The key stream message does not contain a timestamp.

	TKM_FLAG_TRUE
	The key stream message contains a timestamp.


program_flag – indicates whether or not the program key layer is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The PEK is not present, i.e. the optional program key layer is not used for the service.

	TKM_FLAG_TRUE
	The PEK is present, i.e. the optional program key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

service_flag – indicates whether or not the service block is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The SEK is not present, i.e. the optional service key layer is not used for the service.

	TKM_FLAG_TRUE
	The SEK is present, i.e. the optional service key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

security_parameter_index – provides the link to the IPsec ESP header:

Upon reception of a protected IP packet, the terminal SHALL use the security parameter index (SPI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for the received IPsec ESP packet.  The SPI value SHALL be in the range 0x00000100 – 0xFFFFFFFF.  An incoming ESP packet containing the SPI value specified in this field SHALL use the keymaterial provided in the encrypted traffic key material field as keymaterial for the decryption operation.
next_security_parameter_index – provides the link to the IPsec ESP header:

This field is present in the packet only if next traffic key flag is set to true.  This field then contains the IPSec SPI value corresponding to the next_encrypted traffic key material field.  The value of the SPI SHALL be in the range 0x00000100 – 0xFFFFFFFF.  An incoming ESP packet containing the SPI value specified in this field SHALL use the keymaterial provided in the next encrypted traffic key material field as keymaterial for the decryption operation.

master_key_index_length – provides the length of the master_key_index field

This field gives the length of the master_key_index field in bytes.
master_key_index – provides the link to the SRTP header:

Upon reception of a protected RTP packet, the terminal SHALL use the master key index (MKI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for a received SRTP packet.

This field is a sequence of 8-bit values. The sequence consists of master_key_index_length bytes. The bytes are in the same order that they will be in an SRTP packet and SHALL be in SRTP [RFC3711] network byte-order when extracting the MKI value.


next_master_key_index_flag – specifies if the master key index (MKI) for the next TEK is explicitly included in the SRTP parameters (as the  next_master_key_index field).  In the case that the next_master_key_index is not present in the message, the value of current MKI+1 SHALL be assumed.  In the case when the next_traffic_key_flag is false there is no information related to the next traffic key included in the message and this parameter does not apply.

next_master_salt_flag – specifies if the next SRTP master salt value corresponding to the next TEK is explicitly included in the SRTP parameters (as the next_master_salt field).  In the case that the next_master_salt is not present in the message, the same value as for the current master salt SHALL be assumed.  In the case when the next_traffic_key_flag is false there is no information related to the next traffic key included in the message and this parameter does not apply.
master_salt_flag – specifies if the master salt is included in the SRTP parameters.  In the case that the master salt is not present in the message, a NULL value consisting of 112 0-bits SHALL be assumed.

master_salt – SRTP master salt that is used along with the master key to derive SRTP session keys as defined by SRTP [RFC3711].

next_master_key_index – provides the link to the SRTP header:

This field is present in the packet only if the next_traffic_key_flag and the next_master_key_index_flag are both set to true.  This field then contains the SRTP MKI value corresponding to the next_encrypted traffic key material field.  An incoming protected RTP packet containing the MKI value specified in this field SHALL use the key material provided in the next encrypted traffic key material field as key material for the decryption operation.

next_master_salt – next value of the SRTP master salt that is used along with the next master key to derive SRTP session keys as defined by SRTP [RFC3711].

This field is present in the packet only if the next_traffic_key_flag and the next_master_salt_flag are both set to true.  This field then contains the SRTP master salt value corresponding to the next_encrypted traffic key material field.  An incoming protected RTP packet containing the next MKI value SHALL use the next master salt value provided in this field during the SRTP session key derivation.




key_indicator – value of the KeyIndicator used to identify the TEK transported in the STKM. This is used to identify the particular TEK key needed to decrypt AUs (as indicated in the OMABCASTAUHeader).  The key_indicator_length parameter is part of the Session Description Protocol (SDP) and is described in Section ‎10.2.

key_identifier_length – indicates the length in bytes of the key_identifier.  For ISMACryp, key_indicator_length is signaled in SDP. For DRM profile, the key_indicator_length is also signaled in STKM. The Smartcard profile STKM does not contain such field for ISMACryp.
key_identifier – value of the identifier used to identify the TEK key transported in the traffic key stream message. This is used to identify the particular TEK needed to decrypt DCF encoded files.

encrypted_traffic_key_material_length – is the length in bytes of the encrypted traffic key material.

The length of the traffic key material depends on the encryption and authentication algorithm, and is obtained by adding the respective key sizes. Encryption MAY require the clear-text key material to be padded.

encrypted_traffic_key_material – is the key material currently used for encryption and optional authentication of the traffic, encrypted using AES-128-CBC, with fixed IV 0, and with 0 padding in the last block, if needed.

If <programme_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Programme Encryption Key (PEK).

If <programme_flag> == TKM_FLAG_FALSE and <service_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), the Traffic Encryption Key (TEK) and the Traffic Authentication Key (TAK) are obtained in a way that depends on the protocol used for traffic protection:

IPsec:  If no traffic authentication is used, the TEK is identical to the decrypted traffic key material (16 bytes).
If traffic authentication is used, TEK and Traffic Authentication Seed (TAS) are obtained by splitting the decrypted traffic key material into two parts, where the TEK is identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The TAK (20 bytes) is derived from the TAS, as described in Section ‎5.5.4.

SRTP:  The master key is identical to the decrypted traffic key material and SHALL always be a 16-byte key. How the TEK and TAK are derived from the master key is defined by SRTP.
ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are used as the 128 bit master key (MK) together with the 112 bit master_salt (MS) to derive encryption and authentication keys as described by STRP.
For the DRM Profile, the MK SHALL be sent in the STKM, the MS SHALL be signalled via SDP.

For the Smartcard Profile, the MK SHALL be sent in the MIKEY STKM. The MS SHALL also be sent in the MIKEY STKM.
next_encrypted_traffic_key_material – is the encrypted key material used for encryption and optional authentication of the traffic after the current crypto period is over and the next crypto period starts.  The structure of this attribute is the same as for the encrypted_traffic_key_material attribute.
traffic_key_lifetime – is the lifetime in seconds of the Traffic Encryption Key, relative to the first occurrence of an SPI or MKI.

If <traffic_key_lifetime> is n, then the actual lifetime is 2n seconds, as presented in the following table:


	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Note: Although the allowed values for the traffic_key_lifetime span from seconds to hours, service providers should not use TKM key material to realize long term key functionality. The TKM messages should be considered and used strictly for short-term key signalling.  Also, the lifetime of traffic keys should be considerably shorter than the lifetime of service keys and program keys, to avoid users receiving the service or PPV event (encrypted with traffic keys) even after their service key or current program key has expired.
The following scenario may help in explaining the note.  The field "next_encrypted_traffic_key_material" maybe present in the STKM.  The field is encrypted with the current Service Key or current Program Key.  If someone subscribes to a service, or someone purchases a PPV event, then the person obtains both the current TEK and the next TEK.  At the end of the service period, or the end of a PPV event, this means that the person has also a TEK for the next service period or the next PPV event.  If the person stops subscription at the end of the current service period or the end of the current PPV event, then the person still has access to the first TEK of the next service period or next PPV event.  When the maximum TEK lifetime is 1.5 minutes, a subscriber can at most have 1.5 minutes of unauthorized content, which may not be considered to be excessive.  If the traffic_key_lifetime becomes 2 hours, then the subscriber may have excessive access to unauthorized conetnt, especially in the case of PPV events, because the person now may have 2 hours of unauthorized content.

The TEK can be changed frequently to mitigate the risk of end-users posting the key via the interactive channel so that non-members can download that key.  The cost of the attack, i.e., extracting the key, and uploading and downloading the key should be made to be more expensive than the cost of BCAST service/content.  The frequency of change depends on the value of the BCAST service/content.  For high-value PPV content, the TEK SHOULD be changed frequently whereas for low-value content, the TEK MAY be changed infrequently.  The exact frequency is a configurable value and does not have impact on interoperability.  The option to include two consecutive keys into one STKM, using next_encrypted_traffic_key_material, should be executed with care, since it allows the end user in any case to access service for 2*traffic_key_lifetime.

In the case when a Program Event is available either through subscription or as a PPV event, a STKM containing the next TEK at the end of a PPV program would allow a PPV user to view part of the next PPV event that corresponds to the next TEK.  In this case, if next_encrypted_traffic_key_material is used, it SHOULD be utilized with sufficiently short Traffic Key lifetimes so as not to provide PPV users with free access to a PPV event that has not yet been purchased.
The actual duration of the crypto period SHALL be strictly shorter than the defined lifetime of the traffic key material. Typically, an SPI or MKI appears for the first time implicitly, when the “next” traffic key material is included in a STKM. Any safety margins to cope with network and transmission delays SHALL be added by the network. A typical value for the lifetime could be three times the crypto period.

The maximal value for the crypto period duration is in practice slightly shorter than the TEK lifetime, because the TKM will include the “current” and “next” traffic key material before a change of crypto period, to allow the devices to set up the security associations.

After the lifetime has expired, the security association containing the TEK can be safely deleted by the terminal. This may help managing the security association database in the terminal or enable other optimizations.

The maximum value for the TEK lifetime is defined mainly in order to have a strict upper bound for the effect of the “sneak post view” problem: the next traffic key material is distributed under the current PEK, and allows viewers to view a programme during the next crypto period. Should this possibility still be of a concern, the network MAY choose a shorter crypto period than the maximum value, or, during the crypto period where the current programme ends and a new programme starts, choose to distribute the current and the next traffic key material in separate STKMs, encrypted with their respective PEKs.

timestamp – Field containing a timestamp at the point of sending the key stream message. The timestamp SHALL be used as a reliable time of reception of the associated media stream for post-acquisition permissions. The device SHALL not use the timestamp as a reliable source for DRM time.

The format of the 40-bit mjdutc field is specified in Section ‎15. This 40-bit field contains the timestamp of the key stream message in Universal Time, Co-ordinated (UTC) and Modified Julian Date (MJD). This field is coded as 16 bits giving the 16 LSBs of MJD followed by 24 bits coded as 6 digits in 4-bit Binary Coded Decimal (BCD).

As an example, 93/10/13 12:45:00 is coded as "0xC079124500".

access_criteria_flag – indicates whether or not access criteria are defined for the program:

	TKM_FLAG_FALSE
	No access criteria are defined, implying that the terminal is allowed to access program without further restrictions (provided the necessary keys are available to the terminal).

	TKM_FLAG_TRUE
	Access criteria are defined, implying that the terminal is allowed to access the program only if the specified access criteria are met.


Access criteria cannot change during a program, i.e. as long a PEK is valid.
permissions_flag – indicates whether or not permissions category is defined for the programme:

	KSM_FLAG_FALSE
	No permissions category is defined.

	KSM_FLAG_TRUE
	Permissions category is defined.


number_of_access_criteria_descriptors – indicates the number of access criteria descriptors.
permissions_category – indicates the permissions category for the programme:

	0x00
	No permissions category, RO applies as such,

	0x01...0x3F
	Permissions_category is included in the post- acquisition permissions lookup.

	0x40...0xFF
	Reserved for future standardization.


If permissions_category is in the range 0x01...0x3F,

· In case of ICRO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string 

service_CID = bsdaID + "#S" + serviceBaseCID + "@" + hex(service_CID_extension) + "_" + hex(permissions_category)
and then apply the permissions specified in the service ICRO for this asset.  The string value bsdaID is discussed in the Service Guide Delivery descriptor (SGDD) at Section 5.4.2.2 of [BCAST10-ESG].
· In case of BCRO, the device SHALL look up the permissions specified in the service BCRO for the asset that has a matching permissions_category field.

If permissions_category is in the (reserved for future standardization) range 0x40...0xFF, and the device does not support it, the device SHALL drop (i.e. ignore) all post-acquisition permissions (like play, redistribute etc.) indicated in the service RO, or if the device cannot do such permissions dropping, allow real-time rendering of the streaming content only (i.e. refuse to record the content, or to redistribute it in real time). Permissions_category has no impact on a Programme RO. The permissions delivered in a Programme RO apply as such.

encrypted_PEK – is the Programme Encryption Key (PEK) used within the current STKM to decrypt the traffic key material, encrypted using AES-128-CBC with a fixed IV equal to 0.  The PEK is encrypted with the SEK.

program_CID_extension – is the extension of the program_CID which allows to identify the program key material that has been delivered to the device within a LTKM for a program.

Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.

The CID/BCI of the service key is constructed as:

program_CID = bsdaID + "#P" + serviceBaseCID + "@" + hex(program_CID_extension)

program_BCI = hash(bsdaID + "#P" + serviceBaseCID + "@") + program_CID_extension

The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon receiption of a STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM).

The hex() function is a hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in lowercase) with possible preceding zeros. As an example, for a 16 bit value 2748, hex() returns "0abc". Note that two characters are always generated for each byte.
The hash function for the construction of program_BCI is SHA1-64. It doesn’t depend on the contents of the STKM, and can thus be pre-computed.

If the permissions_category field is present and has a nonzero value, the Service_CID of the service is constructed as specified above (at description of the permissions_category field).

bsdaID is the globally co-ordinated ID of the broadcast service distribution/adaptation center.

program_MAC – is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of the Short Term Key Message.  It is used to authenticate the relevant part of the STKM in case of pay-per-view, where a PEK from a LTKM for a program is used to directly decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a program, the terminal SHALL compute the program MAC, and drop the message if authentication fails. In this case, <program_MAC> MAY also be used to detect and drop duplicates (it can be expected that a particular STKM is repeated multiple times, in order to keep access times short for terminals that newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a service, it will not be able to compute the program MAC, and there is no need for it to do so.

service_CID_extension – is the extension of the service_CID which allows to identify the service key material that has been delivered to the device within a LTKM for a service.

Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.

The CID/BCI of the service key is constructed as:

service_CID ::= bsdaID + "#S" + serviceBaseCID + "@" + ascii(service_CID_extension)

service_BCI ::= hash(bsdaID + "#S" + serviceBaseCID + "@") + service_CID_extension

The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon reception of a STKM, the terminal can assemble the service_CID/BCI and look up the SEK (wrapped inside a LTKM).

The hash function for the construction of service_BCI is SHA1-64. It doesn’t depend on the contents of the STKM, and can thus be pre-computed.

bsdaID is the globally co-ordinated ID of the broadcast service distribution center.

service_MAC – is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of the Short Term Key Message.  It is used to authenticate the STKM with SAK in case of subscription, where a SEK from a LTKM for a service is used to decrypt the PEK and further decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a service, the terminal SHALL compute the service MAC, and drop the message if authentication fails, i.e. if the computed MAC doesn’t correspond to <service_MAC>. In this case, <service_MAC> MAY also be used to detect and drop duplicates (it can be expected that a particular traffic key message is repeated multiple times, in order to keep access times short for terminals that newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a program, it need not to compute the service MAC.
5.7.4 Authentication for STKMs for OMA DRM 2.0 Extensions

A STKM can contain two MAC fields: The program MAC and the service MAC.  If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The Service Authentication Key (SAK) and the Programme Authentication Key (PAK) will be derived from the Service Authentication Seed and the Programme Authentication Seed respectively which are transmitted together with the encryption keys in the LTRMs (How this is carried in the BCRO and RO is explained in other sections). A RO for a service will contain Service Encryption and Authentication Keys (SEAK) and a RO for a program will contain Programme Encryption and Authentication Keys (PEAK). 

To obtain the SAS or PAS from the BCRO the SEAK/PEAK is decrypted with the Right Encryption Key (REK):
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The authentication key is generated from the authentication seed:
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where :

CONSTANT_SAK = 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK = 0x010101010101010101010101010101 (120 bit)

The SAK or PAK is used in the MAC generation / verification of the STKM. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using authentication keys of 160 bit in both cases.
The function F-auth consists of several steps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output blocksize 128 bits as defined by IPsec WG in IETF. Please note:

· Refer to [RFC3566] for the AES-XCBC-MAC-PRF based key generation function.

· Refer to [RFC3664] for the requirement NOT to truncate the generated key material.

2. Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm.. PRF+ describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:
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where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate constant as described in preceding sections. The amount of blocks to derive is defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
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3. The 160 bit authentication key is taken from the generated key material as follows:
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The generated authentication key is applied as described in preceding sections.

5.8 
Layer 4 for Streaming

5.8.1 Service protection of streams
Broadcast streams that are signalled as having service protection are securely delivered to authorized users. The service protection mechanism protects streams only at the delivery time. The streamed content after the removal of service protection can be stored in clear if post delivery content protection is not signalled.

For DRM profile, Layer 4 protection is provided through encryption. The encryption mechanisms are described in Section ‎9 of this document.
5.8.2 Content protection of streams
Broadcast streams that are signalled (through protectionType value in Service Guide and protection after reception value in STKM) as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via Rights Issuer.

For terminals using the DRM profile, the appropriate key material can be requested based on the Program or Service ID.

As the content encryption key provides access to recorded content stored in the terminal, preventing unauthorized access to content encryption key is extremely important. However, the exact storage and handling of content encryption key in the device is specific to an implementation.

5.8.2.1 

5.9 Layer 4 for File Delivery

5.9.1 Service protection of files
The encryption protocols are described in Section ‎9 of this document.
5.9.2 Content protection of files

When using the DRM profile, Content Protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].
For audio or video content either the PDCF or the DCF formats SHALL be used.

5.10 Recording
Please refer to Section ‎8 for detailed recording.
5.11 SG Signaling

SG signalling is described in [BCAST10-ESG]. The relevant fragments linking SG signalling to service and content protection are Access and Purchase Channel Fragments. 

The Access Fragment describes how the service may be accessed during the validity time of the access fragment. The fragment links to Session Description and indicates the delivery method. KeyManagementSystem element identifies the type of KMS that can be used to contact the RI. The value of this element for DRM profile is oma-bcast-drm-pki. The associated attributes are ProtectionType and RightsIssuerURI. The ProtectionType attribute specifies the protection type (service protection only, content protection only or both service & content protection) offered by the DRM profile. The RightsIsuerURI specifies the URI of RightsIssuer that should be contacted to obtain ROs.

The Purchase Channel Fragment represents a system from which access and content rights can be purchased by the terminal. The associated attribute RightsIssuerURI specifies the identity of the rights issuer associated with the BSM. For DRM profile, RightsIssueURI SHALL be specified.

To identify the RO needed for a service or a program, the following parameters are used in SG:bsdaID and serviceBaseCID.
6. Usage Metering for DRM Profile

Extensions to OMA DRM v2.0 for usage metering appear in the OMA DRM v2.0 Extensions for Broadcast Support document.

7. Smartcard Profile using (U)SIM

7.1 Introduction

OMA BCAST Smartcard Profile using (U)SIM uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.

The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

7.2 Section ‎6.2 briefly describes key provisioning. Section ‎6.3 describes registration. Section ‎6.4 details the LTKM structure of the MIKEY message while Section ‎6.5 describes that of the STKM.  Section ‎6.6 and Section ‎6.7 describe streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section ‎6.8 while ESG signalling is explained in Section ‎6.9.
7.3 Key Provisioning
Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (U)SIM. The SK corresponds to the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102].  

How the SK is provisioned is out of scope of this specification.
7.4 Layer 1: Registration

To be able to initiate an MBMS User Service Registration, the UE must share a secret key with the BCAST NAF. Note that the BCAST NAF SHALL support the MBMS User Service Registration as defined for the BM-SC in [TS 33.246]. Following [TS 33.246] two cases would be possible:

· The UE has already run the GBA bootstrap procedure for another service. As a result, the UE has already derived the shared secret key with the BSF (assuming that the key lifetime is still valid). The BCAST NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U.

· The UE has not yet run the GBA bootstrap procedure or the key lifetime has expired and the key is no longer valid. In this case, the UE has to initiate a GBA procedure to be able to derive the shared secret key with the BSF. The BCAST service NAF has then to request from the BSF the key Ks_NAF for GBA_ME or the keys KS_INT_NAF and KS _EXT_NAF for GBA_U.


The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BCAST NAF, which SHALL implement the BM-SC Key Request function. The registration request message SHALL be formatted in accordance with section 11.4.1 of [TS 26.346] and SHALL therefore include the following information:

· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID.

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617). The BCAST NAF SHALL control whether the UE is allowed to receive the keys of the service specified in the request. If allowed the request is acknowledged using an HTTP 200 OK message.
In case of successful registration, the relevant SEKs/PEKs can be delivered to the UE.
Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The service provider may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK .

· Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.
The STKM and LTKM are MIKEY plus BCAST specific extensions as per draft-dondeti-msec-mikey-genext-oma and the following sections.
7.5 
Layer 2: Long Term Key Message - LTKM
Once registration to a given MBMS User Service has been completed or once the service key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 SEK/PEK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to an MBMS User Service, and needs to initiate the delivery of the SEK/PEK.

· The UE has missed a key update procedure e.g. due to being out of coverage and requests the SEK/PEK.

· Or due to a BM-SC solicited pull procedure.

The SEK/PEK Request message SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617).


The figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.

	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC


Figure 5 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. The use of brackets is according to cf. section 1.3 of RFC 3830 (MIKEY)

For the (U)SIM Smartcard Profile using MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 6: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.
The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)


Figure 6 – MBMS Extension Payload used with MIKEY MSK Message
SEK/PEK BCAST Verification Message Structure
If the V-bit in the MIKEY common header is equal to 1 in a LTKM message, the (U)SIM shall send a verification message as a response. If an OMA General Extension payload is present, the verification message shall consist of the following fields: HDR || OMA BCAST EXT || TS || IDr || V otherwise the [3GPP TS 33.246] specification applies. 

If the security_policy_ext_flag, the V-bit in the MIKEY common header and the purse_flag are equal to 1, the OMA BCAST EXT Payload shall be inserted with the remaining token purse value after processing the purse update in the token_value field of the OMA BCAST EXT Payload in the verification message as a response.
In this mode, if the cost_value field included in the OMA BCAST EXT is set to zero, then the cost in the internal token purse associated with the SEK/PEK shall not be reset and the OMA BCAST EXT Payload shall be inserted with the current cost of the internal token purse of the associated SEK/PEK/MUK in the cost_value field in the OMA BCAST EXT Payload in the verification message as a response.
Reporting token consumption: 

Sending a LTKM message to the (U)SIM with the security_policy_ext_flag, the purse_flag,  the purse_mode and the flag V-bit set to 1, the token_value and the cost_value set to zero and no KEMAC permits to retrieve without change the remaining tokens in the internal purse and the cost value of the associated SEK/PEK/MUK.
Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the OMA BCAST extension payload and the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key used in the MAC computation is the MUK.

	Common HDR

	OMA BCAST EXT

	TS

	Idr

	V


Figure 7 – Logical Structure of the SEK/PEK BCAST Verification Message

The terminal shall forward the SEK/PEK BCAST verification messages received from the (U)SIM to the BM-SC.

OMA BCAST MIKEY LTKM Processing
MIKEY anti-replay processing or validity data check SHALL NOT be performed by the OMA Bcast terminal.
When the OMA BCAST LTKM message arrives at the terminal, it is transported to the (U)SIM for processing. If the message does not include an OMA BCAST EXT payload, the (U)SIM performs the MBMS security procedure (MSK Update Mode) as described in [3GPP TS 31.102] specification otherwise, the following procedure applies:
First, the (U)SIM performs the message validation with the MUK ID as described in [3GPP TS 31.102]. After a successful message validation, the (U)SIM checks the OMA BCAST EXT payload:

If the security_policy_ext is set to 0x00 or 0x01, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and the “cost_value” (cost in token of decrypting a TEK), if purse data presents (purse_flag set to 1), it then updates the internal token purse associated with the SEK/PEK key group ID with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x02 or 0x03, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext and the “cost_value” (cost in token of decrypting a TEK), if purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x06, the (U)SIM shall decrease by (“cost_value”) x (“number_replay”) the internal token purse associated with the SEK/PEK key group ID. If the internal token purse cannot be decreased by (“cost_value”) x (“number_replay”), the (U)SIM returns the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…),otherwise, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and set up a SEK/PEK internal replay counter to (“number_replay”). If purse data presents (purse_flag set to 1), it then updates the internal purse associated with the SEK/PEK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x07, the (U)SIM shall decrease by (“cost_value”) x (“number_replay”) the internal user token purse associated with the MUK. If the internal user token purse cannot be decreased by (“cost_value”) x (“number_replay”), the (U)SIM shall report the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…), otherwise, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext. and set up a SEK/PEK internal replay counter to (“number_replay”). If purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x08, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext., the “number_replay” and the “cost_value”. If purse data presents (purse_flag set to 1), it then updates the internal purse associated with the SEK/PEK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext is set to 0x09, the (U)SIM stores the received SEK/PEK (if KEMAC present), the validity data, the security_policy_ext., the “number_replay” and the “cost_value”. If purse data presents (purse_flag set to 1), it then updates the internal user purse associated with the MUK with the “token_value” according to the received “purse_mode” value.

If the security_policy_ext value indicates support for replay protection (security_policy_ext equals to 0x00  or 0x02 or 0x04), the (U)SIM shall set up the internal anti-replay counter used to detect STKM replay to “TS low”

NOTE:  the Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

In this mode, to avoid security failures during the validity data and anti replay verifications, the Timestamp field (TS) in STKM message associated with a key group shall not be reset during the key group life. (e.g. with a TEK update period equals to 10seconds, the key group life is 136 years)

NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is (U)SIM specific. (e.g. delete Groups from visited Key Domains first). When SEK/PEK is set up with an OMA BCAST policy extension it will be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair in the EFMSK. Finally, if the V-bit in the HDR field of the received OMA BCAST LTKM message is set then the (U)SIM shall produce a OMA BCAST LTKM Verification Message. In this case the command response is the OMA BCAST LTKM verification message.
OMA BCAST MIKEY Extension for LTKM
The following MIKEY extension can be used when MIKEY is used for the delivery of encrypted SEKs or PEKs in an LTKM. The principle is the same as for the STKM extension described in section ‎6.5.2.

7.5.1.1 OMA BCAST MIKEY Extension Header for LTKM

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current IETF [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY shall contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA General Extension Payload” and is assigned the value of TBD. 

[Editor’s Note:depends on progress of IETF draft]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the LTKM messages. The field is named as Long Term Key Management Data, i.e. LTKM Data

7.5.1.2 Long Key Management Data

The LTKM message format below MAY be used for the (U)SIM Smartcard Profile using MBMS key management to indicate the number of times the SEK/PEK can be used. As this extends MBMS key management this is OPTIONAL for the smartcard to implement.

	Long_Term_Key_Message_Extension

_Description
	Length
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

protection_after_reception
	2
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

reserved_for_future_use
	3
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07)  {
	
	

	

        number_replay
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	

}
	
	

	if (terminal_binding_flag == TKM_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

RightsIssuerURILength
	8
	uimsbf

	

RightsIssuerURI
	8*RightsIssuerURILength
	bslbf

	

}
	
	

	}
	
	


7.5.1.3 Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
7.5.1.4 Coding and Semantics of Attributes

protocol_version (4 bits):  This field indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x1 (i.e. the original format). 

Note: If set to 0x1 the format specified in this version of the specification is used. If set to anything else than 0x1, then the format is beyond the scope of this version of the specification.
security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is transported in this LTKM. 0 indicates no security extension payload is present and the MBMS security policy applies, 1 indicates a security extension payload is present and the security policy associated with the security_policy_extension applies. 
If the security_policy_ext is used to set up a Long Term Key Material, the counter in TS field in STKM messages is used to detect replay attacks and validity data check while the TEK ID field of the EXT payload is used to detect the resending of the same TEK keys otherwise, the 3GPP MBMS [3GPP TS 33.246] applies.
protection_after_reception (2 bits):  The values for this field are as defined in Table 5. 
terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. 0 indicates it is not used, 1 indicates it is used.

security_policy_extension (4 bits): This field indicates the security policy extension.

	Value
	Description

	0x00
	SEK/PEK Pay Per Time with  replay protection

In this Pay per time mode, the (U)SIM uses purse associated with the SEK/PEK and the replay protection verification is enabled.

	0x01
	SEK/PEK Pay Per Time without replay protection

In this Pay per time mode, the (U)SIM uses purse associated with the SEK/PEK and the replay protection verification is disabled. The (U)SIM does not perform  anti-replay verification.  

	0x02
	User Pay Per Time with replay protection 

In this Pay per time mode, the (U)SIM uses purse associated with the user (MUK) and the replay protection verification is enabled.

	0x03
	User Pay Per Time without replay protection

In this Pay per time mode, the (U)SIM uses purse associated with the user (MUK) and the replay protection verification is disabled and the (U)SIM does not perform  anti-replay verification.

	0x04
	Pay Per View with replay protection

This mode is similar to the MBMS mode of operation but with the OMA BAST anti-replay protection and validity data format. No internal token purse and the fields “token_value” and “cost_value” in the OMA BCAST Extension payload of LTKM message shall not be processed. In this mode, the replay protection verification is enabled.  

	0x05
	Pay Per View without replay protection 

This mode is similar to the MBMS mode of operation but with the OMA BAST validity data format and the replay verification is disabled. In this mode, the (U)SIM does not perform  anti-replay verification and the subscriber can pay and watch several time the same content.No internal token purse and the fields “token_value” and “cost_value” in the OMA BCAST Extension payload of LTKM message shall not be processed.  

	0x06
	SEK/PEK Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases the purse associated with the SEK/PEK at the reception of the right (LTKM). 

	0x07
	User Pay Per View with replay content allowed 

In this Pay per view mode, the (U)SIM decreases the purse associated with the user (MUK) at the reception of the right (LTKM reception). 

	0x08
	SEK/PEK Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases by the cost of one replay the purse associated with the SEK/PEK when the freshness failure is detected.

	0x09
	User Pay Per View with replay content allowed

In this Pay per view mode, the (U)SIM decreases by the cost of one replay the purse associated with the MUK when the freshness failure is detected.

	0x0A …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16 bits):  If the security_policy_ext is set to 0x00 or 0x01 or 0x02 or 0x03, this field indicates the number of tokens per TEK decrypted by the (U)SIM. If the security_policy_ext is set to 0x06 or 0x07,this field indicates the number of tokens per replay otherwise this value is not used.Number-replay (8bit): If the security_policy_ext is set to 0x06 or 0x07, this field indicates the number of maximum replay allowed in Pay per view mode otherwise this value is not used.
purse_flag (1 bit): This field indicates whether or not a purse extension is transported in this LTKM. 0 indicates no purse data is present, 1 indicates purse data is present and the (U)SIM shall performs the update of the purse. 
purse__mode (1 bit): this field indicates the purse update mode.

	Value
	Description

	0x00
	Set mode

In this mode, the internal token purse shall be set to (“token_value”).

	0x01
	Purse mode

In this mode, the (“token_value”) is added to the internal token purse.


token_value (31 bits): This field indicates the number of tokens.
TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section ‎12 for further details.
RightsIssuerURILength (8 bits):  This field specifies the length in bytes of the Rights Issuer URI specified below.
RightsIssuerURI (Variable Length):  This field is the URI of the Rights Isssuer that can be contacted to obtain the Terminal Binding Key. See Section ‎12 for further details.
7.6 
Layer 3: Shot Term Key Message - STKM

The Figure below shows the MIKEY message format used to deliver STKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload.
	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


Figure 8 – Logical Structure of the MIKEY Message Used to Deliver TEKs

For the Smartcard Profile using MBMS key management, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 7: BCAST fields in BCAST MIKEY message for STKM

	BCAST Field
	MIKEY field
	MIKEY field location

	TEK ID
	MSK ID & MTK ID
	MBMS EXT

	TEK
	MTK
	KEMAC

	STKM fields (see below)
	EXT BCAST
	BCAST EXT


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters. STKM fields SHALL be put in the BCAST extension payload defined in Section ‎6.5.1 below.

The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)

	Key Type ID sub-payload (MTK ID)


Figure 9 - MBMS Extension Payload Used with MIKEY MTK Message

7.6.1.1 OMA BCAST STKM Processing
When the OMA BCAST STKM message arrives at the terminal, the terminal shall not perform MIKEY anti-replay processing or validity data check. The terminal performs the resending check according to 3GPP MBMS [3GPP TS 33.246] by comparing the TEKid field in the Extension payload received in the STKM with the current TEKs id buffered in the terminal. If the TEK ID extracted from the Extension payload is less than or equal to the current TEK ID, the message shall not be sent to the (U)SIM otherwise, the following procedure applies:

The (U)SIM receives the OMA BCAST MIKEY STKM message containing a TEK and a Salt key (if Salt key is available). First, the (U)SIM retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID given by the Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in[3GPP TS 31.102] specification. After a successful message validation, the (U)SIM checks the security_policy_ext stored of the SEK/PEK used to authenticate the STKM. 

No security_policy_ext stored of the SEK/PEK used to authenticate the STKM indicates a pure MBMS key (Key set up with a LTKM received without OMA BCAST EXT payload), the [3GPP TS 31.102] specification applies otherwise the following procedure applies:
First, the (U)SIM performs a validity data check by comparing the received Timestamp field (TS) in the OMA BCAST STKM message with the stored key validity data (in the form of Timestamp interval “TS low” and “TS high”) stored with the SEK/PEK. If the received Timestamp field is lower than the stored Timestamp sub-field “TS low” or is greater than the stored Timestamp sub-field “TS high”, then the (U)SIM returns the status word '6985' (Conditions of use not satisfied).

If the security_policy_ext value indicates support for replay protection (e.g. security_policy_ext equals to 0x00  or 0x02 or 0x04), the (U)SIM shall compare the received Timestamp field with the internal stored anti replay value associated with the corresponding SEK/PEK. Note that there is one internal anti-replay counter per SEK/PEK that support replay protection for STKM delivery. If the received Timestamp field is equal or lower than the internal stored anti replay value, then the (U)SIM returns the status word '9865' (Key freshness failure).
Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded.

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x00 or 0x01 or 0x02 or 0x03, then the internal token purse associated with the SEK/PEK key group shall be decreased by the stored cost value received in the OMA BCAST LTKM message. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available).

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x04 or 0x05 then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available).

If the type indicates a SEK/PEK set up with a security_policy_ext equals to 0x06 or 0x07 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, the internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected.
If the security_policy_ext is set to 0x08 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, it shall decrease by the internal stored cost value, the internal token purse associated with the SEK/PEK. The internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected. 

If the security_policy_ext is set to 0x09 and the internal replay counter is not equal to zero and an anti-replay verification failure is detected by the (U)SIM, it shall decrease by the internal stored cost value, the internal user token purse associated with the MUK. the internal replay counter shall be decreased by one and the internal stored anti-replay counter associated with the given SEK/PEK key group ID used during the Timestamp Payload check is set to the lower limit of the SEK/PEK key validity data payload. Then, the (U)SIM returns the decrypted TEK and Salt key (if Salt key is available). The (U)SIM should delete the SEK/PEK associated with the internal replay counter when the internal replay counter equals to zero and a freshness failure is detected. 

If the (U)SIM detects that the internal token purse or the internal replay counter is invalid or equals zero or cannot be decreased by the SEK/PEK cost in token or other OMA BCAST specific errors, then (U)SIM abandons the function. The status word '91xx'  is returned to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS,…). The terminal fetch the pending proactive command, performs it and sends to the (U)SIM the response of the proactive command execution.

If the V-bit in the OMA BCAST STKM message is equal to 1, the (U)SIM shall not send a verification message as a response. 
For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM/(R‑)UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK.

7.6.1.2 OMA BCAST MIKEY Extensions for STKM

MIKEY defined by IETF [RFC3830] is used by 3GPP MBMS specifications to deliver Traffic Encryption Keys to the terminals. In cases where the BCAST terminal is compliant to 3GPP MBMS security specifications [3GPP TS 33.246] then the terminal MUST also support the additional OMA extensions defined in this section. 

In cases where MIKEY is used to deliver the encrypted Traffic Encryption Keys (TEKs) to the terminal, a MIKEY extension is required to encapsulate some of the OMA BCAST specific information to the BCAST terminal. The encoding of this information MUST be same as defined in the STKM messages (Please see section ‎5.5).  This will ensure that both MIKEY and STKM encapsulation of TEKs can provide similar OMA BCAST functionality without the need to use a single STKM encapsulation mechanism.
In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions used for the STKMs as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY for STKMs.

Please note that in case of 3GPP MBMS based on GBA_U all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. In case of 3GPP MBMS based on GBA_ME all TEK/SEK processing is done in the terminal. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section. 
[Editor’s Note: The actual fields to be supported by the MIKEY extension is for further study. It can contain all the fields in the STKM apart from the encrypted keys or a sub-set of the fields can be included depending on the mandatory to support fields in the STKM.]
7.6.1.3 OMA BCAST MIKEY Extension Header

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current MIKEY [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY MUST contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named  “Broadcast Traffic Key Stream Information” and is assigned the value of 5. 

[Editor’s Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the STKM messages. The field is named as Traffic Key Management Data, i.e. STKM Data

[Editor’s Note: If the CR
 is agreed example diagrams can be included in this section to describe how MIKEY extension field is populated with the STKM data]
7.6.1.4 Traffic Key Management Data

The STKM message format below SHALL be used for the Smartcard Profile using MBMS key management. This corresponds to the STKM defined for the DRM profile but without the fields applicable to the DRM profile only. Furthermore, key material is moved to the main MIKEY message (KEMAC).

	Short_Term_Key_Message_Description
	Length
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

protection_after_reception
	2
	Uimsbf

	

terminal_binding_flag
	1
	Uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
reserved_for_future_use
	4
	bslbf

	
traffic_key_lifetime
	4
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


7.6.1.5 Delivery of TEKs using MIKEY

Terminal implementations that support 3GPP MBMS specifications [3GPP TS 33.246] MUST also support all 3GPP defined MIKEY extensions header without any change for OMA BCAST. All encrypted TEK encapsulations MUST be performed according to 3GPP MBMS MIKEY. For clarification the following logical key mapping exists between 3GPP MBMS and OMA BCAST defined keys. The implementations MUST consider this mapping when MIKEY encapsulation is done.
	Key Layer
	OMA BCAST
	3GPP MBMS

	Layer 2
	SEK/PEK
	MSK (MBMS Service Key)

	Layer 3
	TEK
	MTK (MBMS Traffic Key)


As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key. The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.

Each MIKEY encapsulated key stream MUST only be secured using a single key (MSK). In some cases multiple key streams can deliver the same traffic encryption keys encrypted by different MSKs. The terminal MUST use the Electronic Service Guide (ESG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.











	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




	
	
	

	
	
	

	
	
	




7.6.1.6 OMA BCAST STKMs and encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.1 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.  MK and MS SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
ISMACRYP
For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMABCASTAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
If no SRTP authentication is used the encryption key SHALL be sent instead of the MK. The MS is not used (NULL value can be sent).

If SRTP authentication is used, MK and MS SHALL be sent and used to derive encryption and authentication keys as per SRTP.
IPSec

Currently, use of IPsec for the Smartcard Profile is not specified.
7.7 Layer 4 for Streaming

7.7.1 Service protection of streams
Broadcast streams that are signalled as having service protection by the ESG and the protection_after_reception flag are encrypted by TEKs using IPSec, SRTP or ISMACryp.

How to obtain the relevant information from the ESG to request the appropriate SEK or PEK to access the protected stream is explained in Section ‎6.9.
7.7.2 Content protection of streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Rights Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / smartcard, the UE SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by an associated LTKM EXT payload (see section 6.3.X). If no LTKM EXT payload is present the SEK/PEK SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. 
As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication to the smartcard.

For smartcard profiles based on MBMS the smartcard-terminal interface SHALL respect [ETSI TS 102.484] and [3GPP TS 33.110].


7.7.2.1 Rights Management using the Smartcard Profile

If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right, no rights exist for content as per DRM. However, in case of MBMS, the server-side implementation can allow e.g. unlimited access to keys for a given time period or for a given number of times. In all cases, USIM-based Terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_ext value. (e.g. SEK/PEK Pay per Time, User Pay per View,..)
If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the ESG and via the protection_after_reception values in the STKM message. For the Smartcard profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard-server authentication (Section‎13), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

4. Identify the Rights Issuer URI and Key ID

5. Initiate mutual terminal-server authentication (see Section ‎6.3)

6. Initiate mutual smartcard-server authentication (see Section ‎13)

7. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section ‎13)

8. Request the appropriate SEK or PEK (see Section ‎6.4)

7.8 Layer 4 for File Delivery

7.8.1 Service protection of download data using DCF

This section contains material from MBMS text in [3GPP TS 33.246].  . The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type and DCF may be used with either GBA or DRM based solutions.

Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or smartcard.

NOTE: If the OMA DRM V2.0 DCF [DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect BCAST download data.  BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box as follows:

bcast-key://<key_id>

For the DRM profile key_id takes its value as follows:

· If SEK is used for protecting STKMs, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || key_identifier). 

· If PEK is used in protectig STKMs and the PEK is not protected by an SEK, key_id is defined as the base64 encoded concatenation (program_CID_extension || ";" || key_identifier).

· If PEK is used in protecting STKMs and the PEK is protected by an SEK, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || key_identifier).
For the smartcard profile key_id takes its values as follows:

· Key_id is defined as the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID). 

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

The OMA BCAST DCF format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.
Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

In order to ensure key material can be acquired:

· When providing service to terminals with (U)SIM the RightsIssuerURL SHALL reference an MBMS Service Protection Description

· [TBD for R-UIM]
7.8.2 Content Protection of Download Data using DCF for Smartcard Profile

The DCF format defined in Section ‎6.7.1 above can also be used for content protection for the Smartcard Profile. This is identified by the protection_after_reception value in the STKM message.

Keys can be acquired by using the RightsIssuerURL as defined above and by using standard key acquisition mechanisms for the Smartcard Profile.
OMA DRM v2.0 is an option for download content protection together with Smartcard Profile.
7.8.3 



7.9 Recording

7.9.1.1 Content Protection of recorded material using the (U)SIM

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM key track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.  The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.  The description below mentions only GBA_U, but GBA_ME can be used also for Content Protection of recorded material using the USIM.
9. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI TS 102.484] and [3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎6
10. If the TEK is returned then decrypt the encrypted content

11. Repeat ‎1 to ‎2 until the end of the file or until the TEK is not returned (this is indicated by a failure message sent by the USIM)

12. If the TEK is not returned then go to ‎5.

13. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the MBMS NAF Server for the service and the MBMS User Service ID and KeyDomainID.

14. Identify the SEK/PEK from the recorded MIKEY key track

15. Identify the Timestamp field (TS) from the current MIKEY message in the key track

16. Identify the Timestamp (TS) from the last MIKEY message in the key track

17. Mutually authenticate with the Rights Issuer (MBMS NAF Server) and establish an HTTPS tunnel as described in Section TBD
18. Request the SEK/PEK from the MBMS NAF Server, concatenating KeyDomainID, SEK/PEK ID, TS lower limit and TS upper limit. The concatenation of TS lower limit and TS upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

19. Receive the LTKM with the requested SEK/PEK from the MBMS NAF Server
20. Read the first STKM from the key track and send it to the (U)SIM if using GBA_U.

21. Receive the TEK and decrypt the encrypted content
22. Read the next MIKEY message from the key track and send it to the USIM if using GBA_U

23. Receive the TEK and decrypt the encrypted content

24. Repeat ‎14 to ‎15 until the end of the file
The following must be noted when using the above mechanism:

· The SEK/PEK request in step ‎10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

· The MBMS anti-replay protection mechanisms mean any "rewind" forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.
· The OMA General Extension and the new (U)SIM security policies permit  to authorize replay content according the security policy associated to the SEK/PEK.
· The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the program defined by the TEK ID.

· 
· The Rights Issuer (NAF Server) must keep a history of SEK/PEKs.

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure TEKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional.
The above mechanisms SHOULD be respected for terminals using content protection with the (U)SIM smartcard profile (see Section ‎8).


7.10 ESG Signalling (Description of Service Access for Smartcard Profile using MBMS for Key Acquisition)

The ESG provided by OMA BCAST provides information regarding available services and allows a user to select desired services. For example, information regarding available services is delivered via the Service fragments, which contain the ServiceBaseCID. This parameter uniquely identifies a service. The Access fragments contain information on how to access a particular service. It contains information such as the bearer, the RightsIssuerURI and a reference to the relevant Session Description. This can point to an actual SDP file specified as a MBMS User Service Description (MBMS USD) in the 3GPP specification.

The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM profile or the smartcard profile. In the case of the smartcard profile using GBA two possible entry points exist:

· via the MBMS USD (section ‎6.9.1) or 

· via the combination of RightsIssuerURI and Service Protection Description file (section ‎6.9.2).

7.10.1 MBMS USD used as entry point

If the MBMS USD is used, it contains the relevant MBMS service information that can be used by the UE to register to a MBMS User Service as defined in [TS 33.246]. For convenience these steps are summarised below. During the MBMS announcement procedure, the UE receives the full domain name of the BM-SC/NAF from which it can deduce the IP address to which the registration messages and MSK request procedures are to be sent.

The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC. The following information shall be included in the HTTP message.

· Indication that the UE requests to register to the MBMS User Service;

· MBMS User Service ID.

In this situation the RightsIssuerURI contained in the Access fragment and the ServiceBaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 8: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Reference Type
	MBMS USD.

	RightsIssuerURI
	Not used / ignored.

MBMS USD contains a Service Protection Description.

	ServiceBaseCID
	Not used / ignored.

Provided in the Service Protection Description.


7.10.2 Session Description used as entry point

In this scenario the Session Description provided with the Access fragment contains both an SDP and an MBMS Service Protection Description auxiliary fragment.

The SDP file provides information on the data and key streams. This would typically be the case for a non-MBMS bearer used to deliver the data, with the MBMS network providing Service Keys. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.
The information on service protection SHALL be identified by RightsIssuerURI and SHALL be formatted as an MBMS Service Protection Description (([3GPP TS 26.346] section 11.3).

The Service Protection Description SHALL be delivered as an AuxiliaryDescription fragment inside the Session Description along-side the Access fragment. For each instance of a Key Management System in an Access fragment, the RightsIssuerURI SHALL identify and match one of the Session Description Reference URIs provided in the same Access fragment.

The relevant parameters are summarised in the table below.

Table 9:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description Reference Type
	SDP.

	RightsIssuerURI
	Used to reference an MBMS Service Protection Description carried along with the Access fragment.

	ServiceBaseCID
	Not used / ignored. 

Provided in the Service Protection Description referenced by RightsIssuerURI.


TBD
8. BCAST Client ID
 for Smartcard Profile using MBMS

This section describes how a BCAST Client identifier MAY be sent by the Terminal (ME) or MAY be requested by the NAF Server (Rights Issuer) during MBMS User Service Registration.

This MAY allow the NAF Server (Rights Issuer) to check software / firmware versions and make a decision as to whether or not access can be granted to the terminal requesting the service.

The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to support if they have a BCAST client ID, a terminal certificate and if they support the Smartcard profile using (U)SIM for service protection. The mechanisms are MANDATORY for the terminal to support for the Smartcard profile using (U)SIM for content protection, i.e. the BCAST client ID and terminal certificate are MANDATORY.

Security: Message integrity and authentication is guaranteed by using certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in [3GPP TS 33.222].
8.1 BCAST Client Identifier
The format defined below SHALL be used as a unique BCAST client identifier for the Smartcard Profile.

Note that it is NOT mandatory for every terminal to have a BCAST Client Identifier for service protection, it is only MANDATORY for content protection.
	BCAST_Client_ID
	Length
	Type

	IMEI
	8
	byte

	TerminalFirmwareVersionNo
	2
	byte

	ClientManufacturerCode
	2
	byte

	ClientModelNo
	2
	byte

	ClientSerialNo
	3
	byte

	ClientSoftwareVersionNo
	2
	byte


Coding and Semantics of Attributes:
The IMEI and Terminal identifiers are specific to the actual device used to receive mobile broadcast services and are defined in the Table below:

Table 10: IMEI and Terminal Identifiers

	Parameter
	Definition

	IMEI (International Mobile Equipment Identity)
	IMEI numbering is defined in [3GPP TS 23.003].

	TerminalFirmwareVersion
	Version number indicating the firmware version of the terminal.
This version number is assigned by the Terminal manufacturer.
This version number SHALL be increased following a secure firmware upgrade.


The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services and are indicated in the Table below:

Table 11: BCAST Client Identifiers

	Parameter
	Definition

	ClientManufacturerCode
	Indicates the BCAST client manufacturer. Manufacturer codes SHALL be defined using TBD.

	ClientModelNo
	Model number for a specific manufacturer code. Numbering assignment is left to the manufacturer.

	ClientSerialNo
	Unique serial number specific to the BCAST client manufacturer code and model number. Serial number assignment is left to the manufacturer.
Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair

	ClientSoftwareVersion
	Version number indicating the software (or firmware) version of the terminal. This version number is assigned by the BCAST client manufacturer.
This version number SHALL be increased following a secure software (or firmware) upgrade.


8.2 Signalling Protocols used for Smartcard profile using (U)SIM
This section explains how the information presented above MAY be sent or requested for the smartcard profile during the MBMS User Service registration. The Figures below summarise the possible messages exchanged. Italics are used to indicate the parameters / messages related to the BCAST_Client_ID. The first Figure illustrates the case where the Rights Issuer (NAF Server) requests the BCAST_Client_ID. The second Figure illustrates the case where the Terminal sends its BCAST_Client_ID to the Rights Issuer (NAF Server).

[image: image16.wmf] 

Terminal

 

(ME)

 

Rights Issuer

 

(NAF Serve

r)

 

HTTP POST (Registration indication, MBMS 

User Service ID)

 

HTTP 200 OK Authentication

-

Info

 

HTTP 401 WWW

-

Authen

ticate

 

 

HTTP POST Authorization request

 

 (Registration indication, MBMS User Service 

ID)

 

HTTP 401 Not acceptable (

send BCAST_ Client_ID

)

 

HTTP GET (BCAST_ Client_ID)(optional)

 

HTTP 403 Forbidden

 

OR

 

Establishment of HTTPS tunnel betw

een the 

ME and the NAF

 

 

HTTPS tunnel 

closed

 

 


Figure 10 – Mutual Authentication and MBMS User Service Registration when Rights Issuer requests BCAST_Client_ID
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Figure 11 – Mutual Authentication and MBMS User Service Registration when Terminal sends BCAST_Client_ID
The following sections describe the messages in more detail.
8.2.1 
Certificate-based mutual authentication between Terminal and Rights Issuer (NAF Server)
Before initiating an MBMS User Service Registration, the Terminal (ME) and the Rights Issuer (NAF server) MAY establish a HTTPS tunnel with certificate-based mutual authentication between the ME and the application server as described in TS [3GPP TS 33.222] Section 5.5. This SHOULD be done if the Terminal intends to send a BCAST Client ID at the start of MBMS User Service Registration as described below.
8.2.2 Terminal sending BCAST_Client_ID at start of MBMS User Service Registration
The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the start of the MBMS User Service Registration as defined in Section 6.3.2.1A of [3GPP TS33.246]. IF it sends a BCAST_Client_ID it SHALL do so through an HTTPS tunnel, as described above in Section ‎13.2.1.

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the NAF Server (Rights Issuer) MAY ask for it as described below in Section ‎13.2.3.
8.2.3 Rights Issuer (NAF Server) Requesting BCAST_Client_ID
If the Terminal has NOT sent the BCAST_Client_ID in the HTTP Post Request, the NAF Server (Rights Issuer) MAY request the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable

Server: BCAST NAF Server

Date: Thu, 08 Jan 2004 10:13:18 GMT

send_BCAST_Client_ID

where send_BCAST_Client_ID is text.

8.2.4 Terminal Sending BCAST_Client_ID to Rights Issuer (NAF Server) following Request
Upon reception of the request for the BCAST client id, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in Section ????), it SHOULD establish an HTTPS tunnel between the Terminal and NAF Server as described in Section ‎13.2.1 and then send the BCAST_Client_ID using the following response:

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the NAF Server refusing registration.

8.2.5 Rights Issuer (NAF Server) Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the NAF Server (Rights Issuer) is deemed acceptable, then the normal MBMS User Service Registration message is sent, i.e. HTTP 200 OK as defined in Section 6.3.2.1A of [3GPP TS33.246].

8.2.6 Rights Issuer (NAF Server) Refusing Access to Terminal
If the Terminal does not send a BCAST_Client_ID following the request from the NAF Server, it MAY refuse access to the Terminal by sending an HTTP 403 Forbidden message.

If the NAF Server refuses access to the Terminal after receiving its BCAST_Client_ID, it SHALL send an HTTP 403 Forbidden message.
8.3 Security Requirements on BCAST_Client_ID and Terminal Private Key
The BCAST_Client_ID SHALL be stored securely and updated accordingly following secure upgrades.

The Terminal private key SHALL also be stored securely.

If the BCAST_Client_ID is used by the NAF server (Rights Issuer) to check the BCAST client version, then clearly the information provided by the terminal must be trusted. The BCAST_Client_ID SHALL be transported over a secure, authenticated channel between the terminal and the NAF server, as described in [3GPP TS 33.222].
9. Smartcard Profile using (R-)UIM

9.1 Introduction

9.2 Layer 0: Key Provisioning

Access to the Registration layer 1 is implemented using a secret Smartcard Key SK that is stored on the (R-)UIM. The SK corresponds to the registration key RK stored on a (R-)UIM.
How the SK is provisioned is out of scope of this specification.
9.3 Layer 1 Registration

BCMCS uses preprovisioning to establish a unique 128-bit Registration Key (RK) in the UIM and the Subscription Manager (a functional entity, SM) prior to service.  The SM performs accounting, authentication and authorization for BCMCS. The SM also calculates the TK, based on the RK, used to protect the BAK. The SM may be the subscriber’s home AAA (H-AAA) or an independent entity.
9.4 Layer 2: Long Term Key message - LTKM

A temporary encryption key (TK) is derived from the RK by the SM, sent to the BAKD, and subsequently used by the BAKD to encrypt/decrypt the BAK. A value of TK is used only once, and then discarded.

The BAK is a 128-bit key and corresponds to the Long Term Service Key of the key hierarchy. The same BAK is provided to all users granted access to a particular Multicast IP Flow, and it is active for a pre-defined period of time (for example, one day, week or month). The multiple Multicast IP Flows associated with the particular BCMCS content stream may share the same BAK. Once the UIM has obtained the encrypted BAK (from the BAKD), it recovers the BAK (with its own calculated TK), and then computes the SK value needed to decrypt the Multicast IP Flow. The SK is then delivered by the SM or a BAK distributor (OMA BSD/A could serve this function) to the ME for content decryption. The BAK is never divulged to the ME, and only the UIM with a correctly pre-provisioned RK can recover the BAK.
9.5 Layer 3: Short Term Key message STKM

BCMCS does not have the concept of Short Term Key messages.  BCMCS uses 128-bit short-term keys to protect SRTP content.  The SK is calculated in the SKM and the UIM. The SK is derived from the SK_RAND, sent in every SRTP packet, and the long-term key, BAK distributed as described in the previous section.
For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal.
9.5.1 STKM Attributes

<TBD>
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9.6 Layer 4: Streaming

9.6.1 Service protection of streams
TBD
9.6.2 Content protection of streams
TBD
9.7 Layer 4: File Delivery

9.7.1 Service protection of files
TBD
9.7.2 Content protection of files
TBD
9.8 Recording

In BCMCS BCAST Terminals the R-UIM acts a proxy RI that receives provisional rights from the BSDA via BCMCS STKM messages, and reports back usage statistics to the BSDA periodically or on demand.  

We identify two steps in content protection based on and extending BCMCS service protection in R-UIM based Terminals.  In the first, we discuss key material and protection after reception parameter delivery to support play once and to store recorded content on the BCAST Terminal and key material on the R-UIM.  In the second step, we specify the semantics of content protection, as supported by STKM attributes, in BCMCS BCAST Terminals with an R-UIM.

In the following we specify the steps in play-once and subsequent storage of content for future use, and compliance rules:

25. After BCMCS controller discovery, the Terminal receives BCMCS security parameters from the controller using Information Acquisition [3GPP2 X.S0022-A].  The security parameters are encrypted using a TK, and the list of parameters is as follows: TK_RAND, and per flow BAK_ID, BAK and BAK Expiry time.  These security parameters are all stored on the R-UIM.

26. The Terminal also receives STKM parameters from the BSD/A.  The STKM parameters include protection after reception rules.  
27. STKM parameters SHALL be integrity protected using HMAC-SHA-1-80, and MAY be encrypted using AES-128.  A fresh random TK is used for the integrity protection, and the corresponding TK_RAND is sent along with the LTKM message.

28. The Terminal and the R-UIM store the STKM messages corresponding to a content stream.

Terminals MAY store encrypted content for multiple plays in future.  Compliant Terminals MUST NOT store unencrypted content.  During live streaming, the Terminal and the R-UIM do the following 

29. Terminals may store encrypted content.  The rest of the process, of sending SK_RAND and BAK_ID to the R-UIM and the R-UIM returning the SK SHALL be executed as specified in the 3GPP2 BCMCS specification [C.S0023-B].
30. The R-UIM is expected to record the SRTP key stream by storing the BAK and BAK_ID only. SKs can be generated on demand when the terminal supplies the SK_RAND from the recorded SRTP packets.

31. The Terminal MUST NOT store SKs and MUST discard them immediately before requesting the next SK from the R-UIM.  For features such as rewind, etc., the Terminal SHALL request the R-UIM for the SK.  For accounting and charging purposes, the R-UIM MAY not count repeat requests for same SKs during live streaming as new SK requests.

For future plays, the Terminal and the R-UIM behaviour are as specified below:

32. The Terminal may decide to play any part of stored content bound to the policy specified by the RI and which is enforced and reported by proxy RI.  The policy mapping between amount of playback to RI consumption and eventual charging is an accounting and charging function and is out of scope for this part of the specification. 

33. The Terminal follows the live playing behaviour and sends an SK_RAND and BAK_ID of the stored SRTP packet (usually each key derivation request is part of a sequence of requests so that a Terminal/user can in fact display a meaningful amount of content) to the R-UIM.
34. The R-UIM follows the procedures specified in the BCMCS specification [3GPP2-X.S0022-A] to derive the SK from the BAK corresponding to the BAK_ID and the SK_RAND.  For BAK storage and reuse for play-multiple times purposes (protection after reception semantics in general), the R_UIM SHALL ignore the BAK lifetime parameter.  The lifetime parameter applies to BAK usage for live streaming.  
The following must be noted when using the above mechanism:

· The Terminal has a security agent which enforces content protection rules, i.e., enforcement of storing encrypted content only, enforcement of discarding SKs immediately before requesting the next SK.

· There is a secure channel for communication between the security agent on the Terminal and the R-UIM.

· The R-UIM serves as a rights proxy.

· The R-UIM reports rights usage as part of BCMCS accounting report messages.
The above mechanisms SHOULD be respected for Terminals using content protection with the smartcard profile for R-UIMs.
9.9 ESG Signalling

TBD
10. Recording
10.1 Recording of Protected Streams

Service protection, whether it is provided using the DRM PKI profile or the GBA USIM/RUIM profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section ‎5.5. Both cases are explained below.

10.1.1 Recording in the clear

If recording in the clear is allowed, this SHALL be signalled in the Traffic Key Messages by setting the protection_after_reception to 0x03.
In this case, recording of content is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats MAY be used for recording in the clear [DRMCF-v2.0].

10.1.2 Recording in protected form only
If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to  0x00, 0x01 or 0x02. In such cases, recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See section ‎5.5.

The broadcast stream can be encrypted at transport level (IPSec or SRTP) or content level (ISMACryp)  as described in Section ‎9.

If the broadcast stream in encrypted at content level, recording in encrypted format may be achieved by recording the encrypted AUs without decryption in the adapted PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0]. Other methods and file formats may also be used.

If the broadcast stream is encrypted at transport level, then the recording may require first decryption of the content and then re-encryption in an appropriate file format. This method is only applicable in the case of DRM profile. Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

Recommendations for dealing with changes in rights are given in Section ‎8.1.2.2.

10.1.2.1 Recording of streamed content using OMA PDCF file format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0 [DRMCF-v2.0]. The adapted PDCF allows key streams to be recorded as a key track [XBS DRM extensions-v1.0].
Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

· The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0], are sent in ROs for the DRM profile. The value of the permissions_flag and the permissions_category (Section 10.1.5 of [XBS DRM extensions-v1.0]) for a programme that is part of the STKM must also be considered.
· Protection_after_reception values in the STKM define the type of protection provided for the recorded content. These are applicable to both DRM and Smartcard profiles.

Once the recording permission is obtained, if encrypted recording is required:
· For encryption at the content level, the RTP transport layer is removed so as to recover whole encrypted Access Units (AUs) and associated OMABCASTAUHeaders, allowing these to be recorded.
· For encryption at the transport level, encryption must be removed before re-encrypting at the content level (AUs).
Depending on the type of right granted, the following may be possible:

35. Recording in the clear

If recording is allowed in the clear, unencrypted AUs are made available for storage in an appropriate file format, such as PDCF as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0].  Other similar formats such as ISO or 3GPP can be used.  This right is indicated by protection_after_reception value of 0x03 for the Smartcard Profile. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

36. Recording encrypted content

If recording is allowed in the encrypted form then the full benefits of content protection can be obtained.  This applies for protection_after_reception values of 0x00, 0x01 and 0x02 for the Smartcard Profile. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2 devices is described in section 7.4 of [XBS DRM extensions-v1.0]. This involves re-encryption with a single key and hence does not require recording of the key stream.

When recording content from a real-time delivery service, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMABCASTAUHeaderhich signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a key track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 12: Mapping of broadcast parameters to PDCF parameters

	Parameter
	Source Location
	Destination Location

	RightsIssuerURI
	ESG Access Fragment
	RightsIssuerURL in CommonHeadersBox

	Service_BCI or Programme_BCI
	ESG Access Fragment
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in Key track

	STKM type indication
	SDP
	sample_type in OMAKeySampleDescriptionEntry

	TerminalBindingKeyID (if TBK is used)
	ESG Access Fragment
	entry in OMAKeySampleDescriptionEntry

	RightsIssuerURI (for TBK)
	ESG Access Fragment
	entry in OMAKeySampleDescriptionEntry


This applies to both profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 13: CommonHeaders box fields for adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile MBMS
	Content Smartcard Profile BCMCS

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128_CTR (0x02) for encryption with TEKs.
	same
	Same

	PaddingScheme
	Determined by the recording device.
	same
	Same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same
	Same

	ContentIDLength ContentID[]
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)
	base64(TBD)

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI
	Reference to an MBMS Service Protection Description
	TBD

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	TBD
	TBD

	ExtendedHeaders[]
	Empty.
	same
	Same


In the definition of these fields, the base64() operation is defined by [RFC2045].
The following section provides recommendations for how change of rights is handled when recording.

Change of Rights and Recommendations for Recording

The following rules SHALL be observed when recording streamed content in a PDCF:

1. If the user has a valid Rights and the end of a program / event is reached, a new track MAY be created for the new program / event. Alternatively, a new file MAY be created for the new program / event, rather than using the same file.

2. If the user has a valid Service Rights and PEKs are used to protect TEKs, then new tracks or files MAY be created when PEKs change, rather than using the same track.

3. If a program / event is being recorded for which the user has the appropriate Rights and a new program / event starts for which the user has NO valid Rights, a new track or a new file SHOULD be created, rather than using the same track.

4. If a program / event is being recorded for which the user has no Rights, a new track or file MAY be created for a new program / event, rather than using the same track, if the user still has no valid Rights for the new program / event.

5. If the user has valid Rights for the new program / event, a new track or file SHOULD be created, rather than using the same track.

6. In all cases, if different rights or a different GRO is required, a different track or file SHALL be used.
11. Encryption Protocols

This section deals with the “Traffic Encryption Layer” (Layer 4) in the 4-layer model for Service and Content Protection.  The encryption protocols discussed below are optional on the Network (server) side.
Note: Currently, use of IPsec for the Smartcard Profile is not specified.
11.1 IPsec

IPsec [RFC4301] fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. The Broadcast System MAY use IPsec to protect Broadcast Services. Broadcast Terminals MAY support IPsec.

The IPsec implementation in the device SHALL be such that it does not interfere with the usage of IPsec for other applications than OMA BCAST. This implies that the SPI allocation and security association lookups SHALL be implemented in such a way that they interoperate with existing IPsec implementations.

An IPsec Security Association (SA) consists of a tuple of the following parameters. 

· Selectors (IP protocol version, source IP address, destination IP address, protocol, source port and destination port)

· SPI

· Destination IP address

· Security protocol, security protocol mode and security protocol parameters

· Algorithms and algorithm parameters

· Key material

An IPsec SA SHALL be uniquely identified by a destination IP address and SPI pair.
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Figure 12 – IPsec Security Association Elements

Figure 12 shows the different objects and elements involved in instantiating IPsec security associations.  The instantiation of security associations is performed by Layer 2 and Layer 3 messages. Given a Layer 3 message, Layer 3 extracts the encrypted fields from the message. Layer 3 passes these and other relevant fields (service-CID_extension and program_CID_extension) for Layer 2 message identification to Layer 2. For all Layer 2 messages on the device, Layer 2 examines them to see if one would be able to decrypt the fields in the Layer 3 message. If Layer 2 does find suitable Layer 2 messages, then it uses Layer 2 keys (SEK and/or PEK) in these messages to decrypt Layer 3 message fields. The decrypted fields are provided back to Layer 3, which based on the Layer 3 message and the decrypted fields instantiates a set of security associations.  If Layer 2 does not find a suitable Layer 2 messages in the device, then the Layer 3 message SHOULD be silently dropped.

Selectors

Selectors are provided by the Layer 3 messages. The selectors can contain wildcards, ranges or point values, but all the other parameters SHALL be exactly defined. For transport mode all address selectors SHALL be point values and the destination address selector SHALL match the destination IP address of the SA.

Encapsulation Protocol and Mode

If IPsec is used for encryption of broadcast services, the protocol and mode SHALL be ESP in Transport Mode, according to [RFC2401] and [RFC2406]. Other IPsec encapsulation protocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in [RFC2451] and [RFC3602]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in [RFC2104] and [RFC2404]. Other authentication algorithms or truncations SHALL NOT be used.

Support for the authentication algorithm as specified above is MANDATORY for both the terminal and the broadcast system. If no authentication is desired, the NULL authentication algorithm SHALL be specified.  In this case, replay protection SHALL NOT be performed by the terminal.

The traffic_authentication_flag field in STKM message indicates whether security transform includes integrity protection.
SA Management

The STKM Layer defines how often the TEKs are rekeyed. This sets the following requirements:

· The TEK contained in the STKM SHALL be used as the key for the ESP encryption.

· The TAK contained in the STKM SHALL be used as the key for the ESP message integrity code if authentication is used.

· The IPsec implementation SHALL be able to manage security associations relating to the key stream messages separately from those managed manually or by any other protocol such as IKE. This implies the ability to identify whether an SA is relating to key stream messages.

· The IPsec Security Policy (SP) SHALL be provided by the Service Guide [BCAST10-ESG]. Security associations relating to STKMs SHALL be prioritized lower than those security associations that have a locally defined policy or a policy that is provided by a trustworthy party.

· Security associations relating to STKMs are simplex and SHALL be applied only to inbound traffic on the recipient side.

· An implementation SHALL be able to keep alive the security associations for at least two crypto periods (crypto period is the time span during which a specific traffic key is authorized) of the key stream.

The rekeying of existing IPsec SAs by Layer 3 SHOULD be managed on a resource basis by the Traffic Encryption Layer according to the following recommendations:

· The IPsec implementation SHOULD be able to keep alive at least the two most recently instantiated IPsec security associations for a specified set of selectors.

· The IPsec implementation SHOULD provide a least-recently-instantiated mechanism for destroying security associations as resources reserved for OMA BCAST IPsec security associations are exhausted.

· The amount of IPsec SAs required to exhaust the resources such that the cleanup mechanism is triggered SHOULD be 3 per SEK per set of IP selectors.
·  
11.2 SRTP

The Broadcast System MAY use SRTP [RFC3711] to protect Broadcast Services. Broadcast Terminals SHALL support SRTP.

An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP when used to secure OMA BCAST consists of the following elements:

· Roll-over counter (ROC)

· Receiving sequence number

· Cipher and mode definition

· MAC method definition

· List of received packets

· MKI indicator bit

· Length of the MKI field

· Value of currently active MKI

· Array of secret master keys (MK)

· Array of counter of processed packets for each master key

· Length of encryption and authentication keys

· Master salt

· Context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRC, destination network address and destination transport port number, as defined in [RFC3711]. 

Figure 13 shows a general case of key management for SRTP. Figure 14 shows a special case where the Short Term Key Delivery Layer is omitted and the necessary data is received from MKI to derive TEK (see [3GPP2 X.S0022] and [3GPP2 S.S0083-A]).
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Figure 13 – SRTP Cryptographic Context Management (General Case)
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Figure 14 – SRTP Cryptographic Context Management (No Short Term Key Delivery Layer)

Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The MKI field SHALL not be longer than 72-bits. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt MAY be used.  The Master Salt SHALL NOT be longer than 112 bits. 

The TEK contained in the STKM MAY be used as the SRTP master key.

The key derivation rate SHALL be 0. 

The Short Term Key Delivery Layer SHALL provide and update the cryptographic contexts to the SRTP implementation (excluding the ROC). Note that some fields are initialized or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC SHALL be transferred in every R-th packet according to [draft-srtp-rcc].
Because the SRTP key-deriviation rate is not used and the <From,To> values are also not used, the SRTP crypto context will be rekeyed by the Short Term Key Delivery Layer.

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CTR, as defined in [RFC3711]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for SRTP and SRTCP SHALL be as defined in [draft-srtp-rcc], based on HMAC-SHA-1-80 as defined in [RFC2104] and [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used.

Support of the authentication algorithm for SRTP as specified above shall be OPTIONAL for both the terminal and the broadcast system.  If RTCP is used, support of the authentication algorithm for SRTCP as specified above is MANDATORY for both the terminal and the broadcast system.  If no authentication is desired, the NULL authentication algorithm SHALL be specified. In this case, also replay protection SHALL NOT be performed by the terminal.

Note that there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating SRTP security parameters e.g. MIKEY.

Some specific points of the implementation need to be specified to be able to share protected stream(s) between operators. Section ‎11.3 introduces how to be able to share a media stream among operators that implement different key management mechanisms, Section ‎11.3.1 with respect to 3GPP-MBMS bearer features using SRTP, and Section ‎11.3.2 considering access limited to BCAST terminals.

11.3 ISMACryp
For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACryp as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMABCASTAUHeader defined in OMA DRM V2.0.
BCAST terminals MAY support content encryption using ISMACryp as specified in this section and Section ‎9.3.1.

Encryption Algorithm

The encryption algorithm SHALL be AES-128-CTR. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

The TEK is sent in STKMs, the IV is in the OMABCASTAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1].  

See [ISMACRYP1] for further details.

The Table below shows BCAST parameters and equivalent ISMACryp parameters.

Table 14: Equivalent BCAST and ISMACryp parameter names

	OMA BCAST parameters
	Equivalent ISMACryp parameters [ISMACRYP1]

	TEK
	key_k (encryption key)

	IV
	IV

	k_s
	k_s (salt key)


Authentication Algorithm

The default (optional) authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 160-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. The authentication key to be used is derived  as per SRTP using the 128 bit MK  and 112 bit MS sent in STKMs. SRTP authentification is signaled using SDP security descriptions [RFC4568].
11.4 RTP Transport of Encrypted AUs (ISMACryp)

Note : This technical specification of RTP transport is based on ISMACryp documents [ISMACRYP1].

Content encryption modifies data before packetization of RTP packets, thus the various RFCs defining ways to encapsulates audio and video data do not apply. In addition, some signalling is necessary in the SDP in order to enable the decryption of the data. ISMA [ISMACRYP1] has defined encapsulation specifications for MPEG-4 codecs. When applicable, these specifications SHALL be used as they are optimized for specific codecs. In all other cases, the following codec-generic method SHALL be used to encapsulate the encrypted audio or video data in RTP packets.

The following defines the RTP payload formats for content encrypted before packetisation. This payload is called “enc-isoff-generic” and supports RTP transport of encrypted tracks from the ISO file format.
The Terminal SHALL fully support this payload, as specified below. 
	RTP Header
	AU Header Section
	Auxiliary Section
	Access Unit Data Section


Figure 15 – Data sections within an mpeg4-generic RTP packet

The RTP payload structure is based upon the RTP payload format defined in mpeg4-generic [RFC3640] shown in Figure 15. Support for encrypted media is added by adding new fields to the Access Unit (AU) header section. Each RTP packet SHALL contain either: 

Each RTP packet SHALL contain either:
37. Exactly one access unit,

38. Two or more complete access units, or
39. One fragment of an access unit.
The format of enc-isoff-generic RTP packets is identical to that of mpeg4-generic: same RTP header and same RTP payload structure (AU Header section, Auxiliary Section and Access Unit Data Section). 

	AU-headers-length
	AU Header (1)
	AU Header (2)
	AU Header (n)


Figure 16 – AU Header Section within an RTP packet

As defined in RFC 3640 ([RFC 3640]), if the AU-header is configured empty, the AU-headers-length field SHALL NOT be present and consequently the AU Header Section is empty.  If the AU-header is not configured empty, then the AU-headers-length is a two octet field that specifies the length in bits of the immediately following AU-headers, excluding the padding bits.

Some optional fields have been added to the AU headers (see [RFC 3640)) in order to offer a codec agnostic solution:
	Field name
	Optional/ Mandatory

	OMABCASTAUHeader
	NO/TM

	AU-size
	NO/TM

	AU-Index / AU-Index-delta
	NO/TM

	CTS-flag / PTS-flag
	NO/TM

	CTS-delta / PTS-delta
	NO/TM

	DTS-flag
	NO/TM

	DTS-delta
	NO/TM

	RAP-flag
	NO/TM

	Stream-state
	NO/TM

	Slice-start-flag
	NO/TM

	Slice-end-flag
	NO/TM

	Padding-size
	NO/TM


Figure 17 – Extended AU header

AU-size, AU-Index, AU-Index-delta, CTS-flag, CTS-delta, DTS-flag, DTS-delta, RAP-flag, Stream-state fields are defined in RFC 3640 ([RFC 3640]).

For video codecs that encode the video frame as slices that can be decoded independently, a new optional fragmentation mode is defined. In this mode, the sender SHOULD try to align slice boundaries with AU fragment boundaries where possible. Slices boundaries will be indicated using special fields of the extended AU header.

Note:  If the media is already encrypted, it may not be possible for the sender to know where the slice begins and this mode may not be used. However, this mode can be very useful when packetization and encryption occur together (live encoder, hinter …)

Constraints:

40. Each slice MUST be parsed (i.e. syntax decoded) independently of other information by the decoder. 

41. If a slice is greater than the MTU, it is fragmented over multiple RTP packets and fragment MUST be byte aligned.

42. A RTP packet MUST carry only one slice or only one fragment of a slice.

Note:  This definition of slices matches with the definition of video-packets for ASP, slices for H263, NALu for AVC and SVC…
Two new media fields are defined in the AU header section (see RFC 3640 [RFC 3640]) to indicate the first and the last fragment of a slice: 

· Slice-start-flag:  indicates whether it is the first fragment of a slice.  A value of 1 indicates that it is the first fragment of a slice, a value of 0 indicates that it is not the first fragment of a slice.
· Slice-end-flag: indicates whether it is the last fragment of a slice.  A value of 1 indicates that it is the last fragment of a slice, a value of 0 indicates that it is not the last fragment of a slice.

RTP receiver behaviour in case of packets loss:

If Slice-start-flag and Slice-end-flag are not used, when an IP packet is lost, the RTP receiver may drop the entire AU (depending of the decoder robustness).

If Slice-start-flag and Slice-end-flag are used, when an IP packet is lost, the RTP receiver MAY drop all slices which may be affected by the packet lost (depending of the decoder robustness). All others slices may be delivered to decoder.

11.4.1 Padding

MPEG decoders must be able to decode Access Units in which such padding is applied. For codecs which are not byte aligned, we have to handle the "de-padding" process.
A new optional media fields are defined in the AU header section (see RFC 3640 [RFC 3640]) to indicate number of padding bits:

Padding-size: indicates the number of padding bits.

11.4.2 Timestamps

Three types of timestamps are defined in the ISO file format world:

· DTS: Decoding Timestamp (e.g. : MPEG-2 & MPEG-4 codecs)

· CTS: Composition Timestamp (e.g. : MPEG-4 codec)

· PTS: Presentation Timestamp (e.g. : MPEG-2 codec)

In the ISO file format world, PTS is the same as the CTS. PTS can be carried instead of CTS in the AU header section.

11.4.3 OMABCASTAUHeader
OMA inserts cryptographic metadata at the beginning of each AU header.  The format of the first AU header is different from the second and subsequent AU headers (similar to the treatment of AU-Index and AU-Index-Delta in mpeg4-generic).  This block supplies the cryptographic context for each AU or AU fragment in an RTP packet and is defined as follows:

aligned(8) class OMABCASTAUHeader {

if (SelectiveEncryption == 1) {//

bit(1)
EncryptedAU;
// Encryption indicator


bit(7)
reserved;
// Must be zero

}

if (auNum==0) { // first AU in packet?



unsigned int(8 * ISMACrypIVLength) IV;


unsigned int(8 * ISMACrypKeyIndicatorLength) KeyIndicator;

}

else {



int(8 * ISMACrypDeltaIVLength) delta_IV;



if (ISMACrypKeyIndicatorPerAU)



unsigned int(8 * ISMACrypKeyIndicatorLength) KeyIndicator;






}

Reserved fields MUST have all bits set to zero though a compliant receiver MAY choose to ignore this field.  Note that in bit(n), unsigned int(n) and int(n), n is always a bit count.  Note also that delta_IV is the only signed int in the above definition.  See next section for the signalling of the parameter constants (ISMACrypSelectiveEncryption, ISMACrypIVLength, ISMACrypKeyIndicatorLength, ISMACrypDeltaIVlength, and ISMACrypKeyIndicatorPerAU).   Diagrammatically, this means that these fields are inserted just before the AU-size field in the diagram above:
	EncryptedAU, Reserved

	

	IV / delta IV

	KeyIndicator


Figure 18 – OMABCASTAUHeader fields

All "Reserved" fields MUST be zero and MAY be ignored by the receiver.  Note that it is possible to compute the access unit count by using the configuration parameters, and the signaled length of the access unit headers. This is because the total bit-length of the AU-headers is given in each packet, and the length of the first AU Header as well as the second and subsequent AU-headers can be computed from the signaled parameters.  This is still true with this extended AU header.  So we have:

AU-count = (AU-header-length – first-header-size)/subsequent-header-size + 1;

Note that this equation does not hold if either CTS or DTS timestamps are present; however, this normally applies only to video, and in that case, the payload format restricts the packet to containing only one AU or a fragment of an AU.

The fields in the OMACrypContextAU structure have the following meaning.

EncryptedAU : An optional single bit field to signal selective encryption. A 1 value signals that the corresponding access unit is encrypted, a value of 0 means it is not. The presence of this field is configured with the ISMACrypSelectiveEncryption parameter. All fragments of a single access unit SHALL have the same value for AU_is_encrypted. 


IV: Contains the initial IV value for the first access unit or fragment contained in the packet.  In most cases, this is the only IV in the packet.  In some cases such as interleaved media, however, there MAY be an IV per AU.

delta_IV: This field contains IV data on a per-AU basis when ISMACrypDeltaIVLength is non-zero and the data are interleaved in packet payloads.

The actual IV to be used for each access unit in a packet is computed as follows, with the first access unit in a packet indexed as zero:

IV[0]   := AUHeader[0].Initial_IV;



 // First AU in packet
IV[N+1] := IV[N] + AUSize[N] + (ISMACrypDeltaIVLength == 0 ? 0 : AUHeader[N+1].delta_IV) // Subsequent
Note:  The number of access units in a packet is not signaled in this payload format.  The number of access units in the packet can be deduced from the access unit header as for unencrypted modes. A packet that has the M-bit cleared contains a fragment that is not the last of an AU. If the M-bit is set, then the packet has one or more access units or the last fragment of an access unit. The access unit header indicates whether there are two or more access units in the packet.  To distinguish between one whole AU and the last fragment, compare the payload data size and the access unit size conveyed in the access unit header. The access unit size will be the size of the whole AU and not the fragment.

Note: In the simple case where there is one AU per packet, or the AUs are contiguous, this structure reduces to signalling a key indicator and an initial IV per packet.
KeyIndicator: Contains the key indicator for an access unit when ISMACrypKeyIndicatorLength is non-zero. If the ISMACrypKeyIndicatorPerAU is 0, then only the first access unit in a packet has an explicit key indicator value included in the cryptographic context; all subsequent access units SHALL have the same value for KeyIndicator as the first access unit. If ISMACrypKeyIndicatorPerAU is 1, then a value of key_indicator is included in the cryptographic header for each access unit or fragment in the packet. If SelectiveEncryption is 0 for an access unit, then the value of this field is ignored.

12. Signaling

13. Access to key streams is provided in SDP.
13.1 






	
	

	
	




13.2 Protection Signaling in SDP

13.2.1 Description
SDP information is used to specify streaming sessions according to [RFC2327].

Additional information is required to identify parameters relative to key management: STKM streams, KMS versions, etc. These are defined below and SHALL be used to describe encrypted media streams and key streams (STKM and LTKM).  Note that, in the case of MBMS, such information can be signalled in the MBMS security description as per [3GPP TS 26.346].

The table below defines the <field values> to be used for signal protection information.  These parameters shall be used for the signalling of media, short-term key message (STKM) and long-term key message (LTKM) streams. Their usage for the different streams will be explained in the following sections. A media stream may be protected one or more STKM streams. Some other optional and stream specific parameters are introduced in the relevant sections.

Table 15: Protection Signalling in SDP

	Field name
	Type
	Purpose

	kmstype
	String
	Identifies the Key Management system (KMS) used

(see Table 16 for supported KMSs)

	bcastversion
	Decimal x.y
	Identifies the BCAST version x.y

	serviceprovider
	String
	Identifies the service provider i.e. the name of the provider using the key stream

(see Table 18 for examples)

	
	
	

	control:streamid
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are unique within a particular SDP session i.e. no global numbering is required.

Used to indicate which media stream is protected by which STKM stream.

	
	
	


The tables below shows the corresponding <field values> for the <field names>:

Table 16: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are  defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0]

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA 3GPP MBMS adaptations. These are defined in [BCAST10-MBMS-Adaptation]

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA 3GPP2 BCMCS adaptations. These are defined in [BCAST10-BCMCS-Adaptation]

	oma-bcast-prov-bcmcs
	OMA SKI KMS using provisioned 3GPP2 BCMCS adaptations. These are defined in [BCAST10-BCMCS-Adaptation] 


Table 17: bcastversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 18: serviceprovider values

	Value (String)
	Semantics

	<provider name>
	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream, e.g. Pay4TV, DiscountBcast, MajorMediaGroup.


Table 19: control:streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.



	
	

	
	









13.2.2 Short-Term Key Message Streams (STKM)

This Section gives descriptions of short-term key message (STKM) streams using SDP.

13.2.2.1 Description

To support efficient STKM carriage, each STKM Stream is carried in its own UDP stream. The mime type bcast-stkm is defined to signal a STKM Stream.

The location of a STKM stream is signaled within the SDP file used to describe the delivery parameters for a given service. The SDP file describing the service typically contains a media announcement entry for the Video and one for the Audio.  In addition, to signal the associated STKM streams, one or two additional stream announcements are added.

A STKM stream is signaled in the following way:

m=data <port> UDP bcast-stkm.

The following parameters (Table 20) are defined for this mime type and are signaled in the “fmtp:” line:

Table 20: Parameters of the mime type bcast-stkm

	Parameter
	Mandatory(NM,TM)/Optional(NO,TO)
	Purpose

	streamid
	NM/TM
	See Table 15

	kmstype
	NM/TM
	See Table 15

	serviceprovider
	NO/TM
	See Table 15

	
	
	


where, NM=Mandatory for network to use; NO=Optional for network to use; TM=Mandatory for terminal to support; TO=Optional for terminal to support.

13.2.2.2 SDP example for Short –Term Key Message Streams

This Section gives an example of SDP descriptions of short term key streams:

m=data 49230 UDP bcast-stkm

c= IP4 224.2.17.12/127

a=fmtp:bcast streamid=10; serviceprovider=DiscountBcast;kmstype=oma-bcast-drm-pki
13.2.3 Short-Term Key Message (STKM) Streams Binding

The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. An encrypted media stream must refer to one (in case only DRM or Smartcard profile is used) or two STKM streams (one for DRM profile and one for Smartcard profile), each providing a secure delivery of the same Traffic Encryption Keys (TEKs) by a particular profile. Furthermore, there can be more than one STKM stream for a given profiles if there are more than one service provider.

Example:

A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM profile) STKM stream and one for KMS#2 (supporting smartcard profile) STKM stream.

This way, the terminal will only listen to and process the STKM stream coming on the relevant IP connection. SDP [RFC3237] isused to describe the STKM stream(s) associated with each media stream. The following attribute is defined for mapping STKM streams to media streams in the SDP:

Table 21: Definition of stkm stream attribute

	Attribute
	Mandatory /Optional
	Type
	Purpose

	stkmstream
	NO/TM
	Stream Reference
	streamid ( id of the stkm stream) indicating which STKM stream applies to this media stream .


The attribute can be at session level, in which case it applies to all media streams, or the attribute can be at media level, in which case it only applies to the specified media and would overwrite possible session level attribute.

Each session or media stream can have multiple stkmstream attributes. Using this attribute the terminal can lookup the corresponding STKM stream announcements and figure out which one to listen to and process.  We note that this attribute is optional and hence would not be there for unencrypted media streams.

13.2.3.1 STKM Streams Binding Example

Below is an example where two STKM streams (10 and 11) are associated on session level with the media streams, however two other STKM streams (13 and 14) are associated to a second audio track. The stkmstream attribute on media level overwrites the stkmstream attribute on session level for that particular media stream. In this example, to decrypt the Spanish audio track, STKM stream 13 or 14 can be used.

v=0

o=BCAST 2890844526 2890842807 IN IP4 126.16.64.4

s=A protected Bcast stream

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

a=stkmstream:10

a=stkmstream:11

m=audio 49170 RTP/AVP 0 

a=lang:en

/* English Language audio track can be decrypted using STKM streams in SDP file with streamid 10 or 11*/

m=audio 52002 RTP/AVP 0

a=lang:ES

a=stkmstream:13

a=stkmstream:14

/* Spanish Language audio track can be decrypted using STKM streams in SDP file with streamid 13 or 14 */
In the case of English language audio track, this signaling announces that to gain access to the English audio stream, the terminal may use either the STKM message with streamid=10, or the one with streamid=11. The terminals can then lookup in the same SDP file for both two STKM streams (identified by their streamid), and to identify the KMS and the operator each is associated with. Similarly Spanish language audio track can be decrypted using STKM streams with id 13 or 14 in the same SDP file. Then, on the basis of this information and depending on which KMS it is supporting, the terminal can decide which stream it needs to listen to in order to get the short-term key message (STKM) stream it requires.

13.2.4 Long-Term Key management Message (LTKM) Stream

This Section describes the description of LTKM stream using SDP.

13.2.4.1 Description
The mime type for long-term key management message (ltkm) streams (e.g. stream carrying rights objects/entitlements) is data/bcast-ltkm.

A key management message stream is signaled in the following way:

m=data <port> UDP bcast-ltkm.

The actual format of the key management message stream is given by the kmstype in the ‘a=fmtp:bcast-ltkm’ line. Every a=fmtp line may contain a parameter streamid which identifies the particular LTKM stream.

Table 22: Parameters of the mime type bcast-ltkm

	Parameter
	Mandatory (NM, TM)/Optional (NO, TO)
	Purpose

	streamid
	NO/TM
	See Table 15

	kmstype
	NM/TM
	See Table 15

	serviceprovider
	NO/TM
	See Table 15


13.2.4.2 SDP example for LTKM Stream

m=data 49230 UDP bcast-ltkm

c=IN IP4 224.2.17.12/127

a=fmtp:bcast-ltkm streamid=42; kmstype=oma-bcast-drm-pki;  serviceprovider=SOMEID

13.2.5 SDP Entry Examples (Informative)
This section provides several examples illustrating how the parameters defined above are signalled in an SDP file. Note that these are simplified example i.e. lots of parameters are missing, but these have been omitted for clarity.

Example 1:  This example shows a video and audio stream protected by both Long Term and Short Term Key Message streams using DRM PKI.

m=video 49168 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:96 MP4V-ES/1000

// payload type
a=fmtp:96 <rtp_param>


// rtp parameters
a=control:streamid:1


// stream identifier


a=stkmstream:3
m=audio 49170 RTP/AVP 97

// audio stream & protocol

i=audio
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:97 MP4A-LATM/1000

// payload type
a=fmtp:97 <rtp_param>


// rtp parameters
a=control:streamid:2


// stream identifier


a=stkmstream:3
m=data 49172 UDP bcast-stkm
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=bcastversion:1.0

a=fmtp:bcast-stkm
control:streamid=3;profile=oma-drm;kmstype=oma-bcast-drm-pki;serviceprovider=DiscountBCAST 

m=data 49173 UDP bcast-ltkm

c=IN FF15:0:0:0:0:0:81:1BC

// stream address

a=bcastversion:1.0

a=fmtp:bcast-ltkm
control:streamid=4;kmstype=oma-bcast-drm-pki;serviceprovider=DiscountBCAST

Example 2:  This example shows a video and audio stream protected by Short Term Key Message streams using GBA MBMS.

m=video 49168 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 MP4V-ES/1000

// payload type
a=fmtp:96 <rtp_param>


// rtp parameters
a=control:streamid:1


// stream identifier


a=stkmstream:3
m=audio 49170 RTP/AVP 97

// audio stream & protocol

i=audio
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:97 MP4A-LATM/1000

// payload type
a=fmtp:97 <rtp_param>


// rtp parameters
a=control:streamid:2


// stream identifier


a=stkmstream:3
m=data 49172 UDP
bcast-stkm

// keystream port no.

c=IN IP4 224.2.1.1


// stream address
a=bcastversion:1.0

a=fmtp:bcast-stkm
control:streamid=3;profile=oma-smartcard;kmstype=oma-bcast-gba-mbms;serviceprovider=DiscountBCAST
Example 3:  This example shows two audio streams, each protected by a different key stream

m=audio 49170 RTP/AVP 96

// audio stream & protocol

i=audio_english
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 MP4A-LATM/100

// payload type
a=fmtp:96 <rtp_param>


// rtp parameters
a=control:streamid:1


// stream identifier


a=stkmstream:3


//stkm with id 3 protects english audio track

m=audio 49172 RTP/AVP 97

// audio stream & protocol

i=audio_spanish
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:97 MP4A-LATM/1000

// payload type
a=fmtp:97 <rtp_param>


// rtp parameters
a=control:streamid:2


// stream identifier


a=stkmstream:4


//stkm with id 4 protects spanish áudio track
m=data 49174 UDP
bcast-stkm

// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=bcastversion:1.0


// stream address
a=fmtp:bcast-stkm
control:streamid=3;profile=oma-drm;kmstype=oma-bcast-drm-pki;serviceprovider=DiscountBCAST1

a=bcastversion:1.0

m=data 49175 UDP
bcast-stkm

// keystream port no.

c=IN IP4 224.2.1.1


// stream address
a=fmtp:bcast-stkm
control:streamid=4;profile=oma-smartcard;kmstype=oma-bcast-gba-mbms;serviceprovider=DiscountBCAST2

a=control:streamid:4

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:2


// encrypted streamid
Example 4:  This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity). The different key streams carry the same keys.
m=video 49168 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 MP4A-LATM/1000

// payload type
a=fmtp:96 <rtp_param>


// rtp parameters
a=control:streamid:1


// stream identifier


a=stkmstream:2

a=stkmstream:3

m=data 49171 UDP
bcast-stkm

// STKM stream port no.

c=IN IP4 224.2.1.1


// stream address
a=bcastversion:1.0


// BCAST version

a=fmtp:bcast-stkm
control:streamid=2;profile=oma-smartcard;kmstype=oma-bcast-gba-mbms;serviceprovider=supertv

m=data 49190 UDP
bcast-stkm

// STKM stream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=bcastversion:1.0


// BCAST version

a=fmtp:bcast-stkm
control:streamid=3;profile=oma-drm;kmstype=oma-bcast-drm-pki;serviceprovider=bargaintv

13.3 SDP Signalling of ISMACryp

The following notation SHALL be used to indicate that streams are encrypted at the content level (content encryption) using OMA BCAST. Terminals SHALL support the following notation.

13.3.1 Overview

OMA signalling has stream signalling parameters.  The stream signalling parameters describe the encryption of the stream.

43. IV length: Describes the size of the initialization vector in bytes.

44. Key indicator length: Describes the size of the key indicator in bytes.

45. Selective encryption: Indicate whether selective encryption is used for the session or not.
46. Salt key k_s: indicates the value of the salt key (used with IV to create the counter for AES in CTR mode as per [ISMACRYP1])
Selective encryption is optional since OMA streams are not required to have unencrypted media frames.

In addition to the stream-signalling parameters, there are two optional transport parameters.

47. delta IV length: Describes the maximum size of the optional media-frames initialization vector.

48. Key indicator per AU: Indicates key rotation on a media frame basis.

The delta IV length parameter is needed when media frames are interleaved in packets and unneeded otherwise.  Key indicator per AU is needed when the stream has multiple keys and the packetizer might rotate a key between two media frames that are in the same packet.  
13.3.2 Session Description Protocol Signalling

This section defines SDP [RFC2327] fmtp signalling for BCAST Terminals.

The SDP fmtp signalling SHALL use enc-isoff-generic as its format.  All SDP signalling parameters and names are case-insensitive.

Generic SDP signalling conforms to RFC 2327 [RFC 2327]:
· m=<media> <port>/<number of ports> <transport> <fmt list>

· a=rtpmap:<payload type> <encoding name>/<clock rate>[/<encoding parameters>]

· a=fmtp:<payload type> <ISOFF-GENERIC-PARMS> <ENC-ISOFF-GENERIC-PARAMS>

The MIME media type name depends on the track’s media type (i.e. the component subtype field in the ‘hdlr’ box): “video” if the media type is ‘vide’, “audio” if the media type is ‘soun’, and “application” otherwise:

<media> = "audio"|"video"|"application"

The MIME subtype name is “enc-isoff-generic”:

<encoding name> = "enc-isoff-generic"

ISOFF-GENERIC-PARMS are OPTIONAL parameters that are defined in mpeg4-generic [RFC3640]. Some parameters, which were added to offer a codec agnostic solution, are defined below.

Codec identification

Codec identification is required to know the result after decryption.  A mandatory parameter called “codec” is added. The value of this parameter MUST be compliant with RFC4281 [RFC4281]:

codec = """<id-simple> "/" <simp-list>"""

<id-simple> are <simp-list> defined in §3.3 of RFC4281 [RFC4281].

Codec initialization

A mandatory parameter called “setupInfo” is added. This parameter is the base64-encoded of the SampleEntry atom.
setupInfo = ""base64," base64encode(sampleEntryBox) """

Optional parameters
subSampleStartEndIndication

For the support of slices, an optional parameter called "subSampleStartEndIndication" is added. This parameter indicates whether the Slice-start-flag and the Slice-end-flag are present in the sample-header.

subSampleStartEndIndication = "0" | "1"

If subSampleStartEndIndication=1, the Slice-start-flag and the Slice-end-flag parameters are present.

paddingIndication

For the support of padding bits, an optional parameter called "paddingIndication" is added. This parameter indicates whether the Padding-size field is present in the sample-header. 

paddingIndication = "0" | "1"

If present, paddingIndication=1, the Padding-size field is present and its size is 3 bits.

enhanced

For the support of hierarchical codec (as SVC), an optional parameter called "enhanced" is added. This parameter defines the layer of the stream.

enhanced= <unsigned integer>

ENC-ISOFF-GENERIC-PARAMS are OPTIONAL (NO/TM) and defined below. 

Table 23: Network Optional Parameters used in SDP

	Descriptor
	Defined values (bytes)
	Default value (bytes)

	ISMACrypIVLength
	0..8
	4

	ISMACrypDeltaIVLength
	0..2
	0

	ISMACrypSelectiveEncryption
	0..1
	1

	ISMACrypKeyIndicatorLength
	0..255
	4

	ISMACrypKeyIndicatorPerAU
	0..1
	0


If the parameters are not defined in the SDP file, the above default values SHOULD be assumed.

ISMACrypIVLength describes the byte length of the initialization vector that is conveyed initially in the packet.

ISMACrypDeltaIVLength describes the byte length of the initialization vector, if any, that is conveyed with an individual AU.

ISMACrypSelectiveEncryption declares that the media stream uses selective encryption when it is set to 1, which indicates that the selective encryption bit will appear in the OMABCASTAUheader.

When ISMACrypKeyIndicatorLength is non-zero, a key indicator will appear in the OMABCASTAUheader.  ISMACrypKeyIndicatorLength can signal a key indicator field that is 0 to 255 bytes in length.
master_salt_key

For the DRM Profile, when SRTP authentication is used, the 112 bit Master Salt (MS) MAY be signalled as follows if it is not sent in the STKM:

MasterSaltKey= MS where MS is the 112 bit MS, base64 encoded. 
13.3.2.1 ISMACryp SDP examples

This section provides several examples of how the use of ISMACryp is signalled via SDP.

Note that these are simplified examples i.e. lots of parameters are missing, but these have been omitted for clarity.

Example 1 Encrypted H.263 video
This example shows SDP entries for an encrypted H.263 video stream.

m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/3GPP2;s263"; setupInfo="base64,478ed45zi4dz=="; DTSDeltaLength=22; randomAccessIndication=1; ISMACrypIVLength=4; 

In this configuration (assuming no B-frames), the RTP packet would consist of:

· AU-headers-length field (16 bits) = 40

· initial_IV (32 bits) = IV of the AU fragment

· DTS-flag (1 bit) = 0

· RAP-flag (1 bit) = 1 if the AU fragment is part of an I-frame, 0 otherwise

· padding (6 bits) = 0

· fragment of the H.263 AU

Note that the M-bit in the RTP header is set to 1 if the RTP packet contains the last fragment of an H.263 access unit.
Example 2 Encrypted AMR-NB audio
This example shows SDP entries for an encrypted AMR-NB audio stream (assuming silence detection is not used).

m=audio 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/8000/1 

a=fmpt:96 codec="audio/3gpp;samr"; setupInfo="base64,4545z57i4dz=="; constantSize=13; constantDuration=160; ISMAcrypIVLength=4; ISMACrypDeltaIVLength=0; ISMACrypSelectiveEncryption =1

In this configuration, the RTP packet would consist of:

· AU-headers-length (16 bits) = 32 + 8 * number of AUs in packet

· For the first AU:

· AU_is_encrypted (1 bit) = 1 if AU is encrypted, 0 otherwise

· reserved (7 bits) = 0

· initial_IV (32 bits) = IV of the first AU

· For the following AUs:

· AU_is_encrypted (1 bit) = 1 if AU is encrypted, 0 otherwise

· reserved (7 bits) = 0

· One or more encrypted AMR audio frames

Example 3 Encrypted H.264 video
 This example shows SDP entries for an encrypted H.264 video stream.

m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/mp4;h264"; setupInfo="base64,4a14fd87545zi4dz=="; SubSampleStartEndIndication=1; DTSDeltaLength=20; randomAccessIndication=1; ISMAcrypIVLength =4;

The RTP packet structure is identical to the “avc-video” mode of enc-mpeg4-generic.
Example 4 Encrypted MPEG-4 AAC audio
This example shows SDP entries for an encrypted MPEG-4 AAC audio stream.
m=audio 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic /48000/2 

a=fmpt:96 codec="audio/3gpp2;mp4a.E1"; setupInfo="base64,454dz=="; sizeLength=13; indexLength=3; indexDeltaLength=3; ISMACrypIVLength =4;

The RTP packet structure is identical to the “AAC-hbr” mode of enc-mpeg4-generic.
Example 5 Encrypted MPEG-4 video
This example shows SDP entries for an encrypted MPEG-4 video stream.
m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/3gpp2;mp4v.20.9"; setupInfo="base64,4kd46e7f8g54dz=="; DTSDeltaLength=22; randomAccessIndication=1; ISMACrypIVLength =4;

The RTP packet structure is identical to the “mpeg4-video” mode of enc-mpeg4-generic.

13.4 Service Guide Signaling
Session Description information is contained or referenced in Access fragment of the Service Guide [BCAST10-ESG].
14. Common Keys / Sharing Streams
 for the DRM Profile and the Smartcard Profile
This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared between different operators using both DRM and Smartcard profiles.

14.1 Service and Program Keys
For the DRM Profile, BCAST Service Keys SHALL correspond to SEKs and BCAST Program Keys SHALL correspond to PEKs.

For the Smartcard Profile using MBMS key management, a BCAST Service Key SHALL correspond to an MBMS MSK with a given MTK validity. 

For the Smartcard Profile using MBMS key management, a BCAST Program Key SHALL also correspond to an MBMS MSK, but with a more limited MTK validity. For a service offering pay per view programs, PEK and SEK will map to the same MBMS service key. The differentiation will be based on the MSK lifetime, referred as a MTK validity period adapted to a pay per view subscription or a service subscription.

For the Smartcard Profile using BCMCS key management, a BCAST Service Key SHALL correspond to a BCMCS BAK key with a given lifetime. 

For the Smartcard Profile using BCMCS key management, a BCAST Program Key corresponds also to a BCMCS BAK key, but with a more limited lifetime. In case of BCMCS, the differentiation between Service and Program key relies on BAK Expiry time and policy local to BCMCS-Controller

The table below summarises how Service and Program Keys map for different profiles.

Table 24: BCAST Key Mapping

	OMA BCAST Key
	DRM Profile Key
	Smartcard Profile 3GPP MBMS Key
	Smartcard Profile 3GPP2 BCMCS Key

	Service Key
	SEK
	MSK
	BAK

	Program Key
	PEK
	MSK
	BAK


14.1.1 Mapping of Encryption and Authentication Keys
The MSK used within the Smart Card profile is not used directly to secure the delivery of Traffic Keys.  The MSK is used to derive MSK_C encryption key and MSK_I message integrity key which are then used to encrypt and authenticate MIKEY messages respectively.

The DRM profile similarly utilizes separate encryption and authentication keys to encrypt the Traffic Keys and to authenticate STKMs.  However, in the case of the DRM profile the Service Encryption Key SEK and the Service Authentication Key SAK are not derived from the same key.  Likewise, the PEK and the PAK are not derived from the same key.

A more detailed mapping of the encryption and authentication keys between the DRM and Smart Card profiles is provided in the following table:

Table 25: BCAST Encryption and Authentication Key Mapping

	OMA BCAST Key
	DRM Profile Key
	Smartcard Profile 3GPP MBMS Key
	Smartcard Profile 3GPP2 BCMCS Key

	Service Encryption Key
	SEK
	MSK_C (derived from MSK)
	BAK

	Service Authentication Key
	SAK (derived from SAS)
	MSK_I (derived from MSK)
	Auth-key (derived from RK)

	Program Encryption Key
	PEK
	MSK_C (derived from MSK)
	BAK

	Program Authentication Key
	PAK (derived from PAS)
	MSK_I (derived from MSK)
	Auth-key (derived from RK)


14.2  Service and Program Key IDs in STKM
For the DRM Profile, STKMs are delivered over UDP.  For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM (in case of GBA_U) and to a terminal (in case of GBA_ME).
For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM. 

The following mapping between Service/Program Key IDs and STKM or MIKEY parameters MUST be used:

Table 26: BCAST Key ID mapping in STKM/MIKEY

	BCAST Key ID
	DRM Profile STKM Key ID
	Smartcard Profile 3GPP MBMS MIKEY
	Smartcard Profile 3GPP2 BCMCS

	Service Key ID
	service_CID_extension
	MSK_ID
	BAK_ID

	Program Key ID
	programme_CID_extension
	MSK_ID
	BAK_ID


The parameters for the DRM Profile are only used if the STKM contains DRM profile information.

The terminal MUST use the SDP to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.

Note: the table above indicates the equivalent parameters / fields. For information on how these should be specified for the case where both DRM Profile and Smartcard Profile provide access to the same data stream please refer to Section ‎11.3 below.

14.3 Sharing Protected Data Streams
Two solutions have to be considered:
· Section ‎11.3.1: it introduces a solution that is compatible with the 3GPP MBMS key management specification. The way in which key identifiers are used by the SRTP implementation is based on the MBMS specification (cf. SRTP). The major advantage of this solution is:

· It is possible to share a protected media stream between an operator using MBMS and an Operator using another broadcast bearer with either the Smartcard or DRM profile.

The major disadvantage of this solution is: 

· The requirement for all Operators, regardless of the profile that they are using, which are sharing the same protected stream to use the same SEK ID. Using the same SEK ID further necessitates that the update frequency of the SEK and SEK ID must also be coordinated.
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· Section ‎11.3.2: it introduces a solution aimed at BCAST terminals only; the management and use of key identifiers for the protected media stream is based on the BCAST specification. It simplifies the way in which the TEK identifier is constructed allowing any protocol can be used for the content encryption layer. The solution is not compatible with the 3GPP MBMS key management solution. The major advantage of this solution is:

· There is no need for Operators to synchronise key identifiers or key update periods above the TEK layer

The major disadvantages are:
· SRTP implementations need to be able to differentiate between the MBMS (cf. Section ‎11.3.1) and non MBMS (cf. Section ‎11.3.2) compatible protected media streams.

· Operators using MBMS service protection (following [3GPP TS 33.246]) cannot share streams with operators using the OMA BCAST service protection not relying on SRTP encryption protocol.

The two solutions are possible, and signalling information within the STKM might be necessary.
14.3.1 Sharing 3GPP-MBMS compatible SRTP protected media streams
Specification related to this section is described in [BCAST10-MBMS-Adaptation] section 5.4.5.

14.3.2 Sharing protected media streams where content is aimed only at BCAST terminals

Compared with Section ‎11.3.1, this section outlines how to handle the sharing protected stream(s) between different operators none of which are using MBMS service protection. 

A shared key identifier value enables the retrieval of the correct TEK which is used to decrypt the protected media stream. This necessitates that:

· A single traffic key identifier SHALL be used to enable access to the corresponding shared protected stream among different operators.

· Traffic key identifier SHALL be synchronised for all operators.

· The same TEK material SHALL be used by all operators.
If access is limited to BCAST terminals, the BCAST key identifier SHALL be used to identify the correct TEK.
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Figure 19 – Sharing a single protected media stream between several operators using the smartcard profile (MBMS and BCMCS) and the DRM profile, where there is no requirement to also share the protected stream with MBMS only terminals

Figure 19 illustrates how a single broadcast content distributed by the Service Provider (BSD/A) is shared between three operators A, B and C. Operators A, B and C implement either the DRM profile or the Smartcard profile.

The TEK key material and the corresponding BCAST key identifier must be shared among operators.Operators A, B and C generate and use their own key material, e.g. SEK/PEKs, to protect the shared TEKs. Each Operator constructs and broadcasts their own Layer 3 messages to their subscribers i.e. TEKs encrypted with SEKs/PEKs + BCAST key identifier + BCAST parameters. There is no need to synchronise any key material or key identifiers above the TEK level.  

The service provider can then broadcast the content encrypted with this common TEK and an agreed encryption algorithm, e.g. SRTP or IPsec. Upon reception the terminal retrieves the TEK based on the BCAST key identifier:

BCAST Key identifier = 12345678

Each BCAST terminal can then retrieve the TEK needed to decrypt the shared protected stream from the key stream messages provided by their operator.

The following can then be considered:

· A subscriber from Operator A has access to media streams 1, 2 and 3, using

· SEK_Id= SEK _IDA, key material = SEK A, and has a key validity period = 1 week. SEK A is transmitted by Operator A.
· TEK_Id= TEK _ID, key material = TEK, and has a key validity period = TEK _period, transmitted with broadcasted content.

· A subscriber from Operator B has access to media streams 1, 2 and 4, using 
· SEK _Id= SEK _IDB, key material = SEK B, and has a key validity period = 1 month. SEK B is transmitted by Operator B.
· TEK _Id= TEK _ID, key material = TEK, and has a key validity period = TEK_period, transmitted with broadcasted content.
The value of the SEK_ID is not shared and is specific to each operator.  The frequency of the update of SEK is up to each operator.

On the other side the value for TEK_ID and TEK key materials have to be synchronised and coordinated for all operators.
In summary, for the Smartcard Profile (3GPP-MBMS implementation), when the broadcast media is protected using SRTP, this means a deviation from the MBMS specifications [TS 3GPP 33.246].  As described in Section ‎11.3.1, when SRTP is used in MBMS the MKI value is constructed as follows:

MKI = (MSK ID || MTK ID)
When following the scheme described in this Section, Section ‎11.3.2, the MKI value is constructed using only the MTK ID:

MKI = (MTK ID)
Restructuring the way that the MKI is formatted by omitting the MSK ID removes the need for Operators to synchronise the MSK ID and MSK update period as described in section ‎11.3.1. The deviation from the MBMS specification means that it is not possible for a media stream protected in the manner described in this section to also be shared by MBMS only terminals. 

It will also be necessary for terminals implementing the MBMS variant of the Smartcard Profile to recognise whether the MKI in the SRTP stream they are trying to decrypt is constructed in the way described in Section ‎11.3.1 or ‎11.3.2 in order to find the required traffic key.

15. Terminal Binding Key

A Rights Issuer MAY elect to bind some or all of the content being broadcasted to valid terminals by the use of a Terminal Binding Key (TBK). This binding is in addition to the UICC binding provided by the smartcard profile. The binding is signalled in the ESG and in the STKM.

The following section and subsections are NO/TM for Terminals with the smartcard profiles with the (U)SIM for content protection. In all other cases, the sections are NO/TO.

15.1 TBK Generation
If Terminal Binding is desired for any of the content being broadcasted, the Rights Issuer will define the TBK to be a randomly, or pseudo-randomly, generated key of 128 bits. This key will be shared by all compliant non-revoked devices. For each TBK generated, the RI will issue a unique 32 bit TBK_ID.

The TBK can be changed by the RI at will, such as when devices need to be revoked. The TBK change can occur as seldom as never once it was set, or as frequently as desired.

A single TBK can be set for the RI to use with all terminal-bounded content, or a separate TBK may be set for contents related to each ESG entry. The scope and lifetime of the TBK are implementation specific.

15.2 Wrapping of TEKs with TBK
The TBK used to protect TEKs is used as follows:

Upon generation of each TEK, the RI determines if it would like to bind the TEK also to the terminal. If not, the TEK is processed as usual (encrypted by SEK/PEK). If terminal binding is desired, a TBK has already been generated, given an ID (TBK_ID), and this ID was added to the ESG entry. For each TEK generated while terminal binding is on, a Wrapped_TEK is computed as follows:

Wrapped_TEK = AES-WRAPTBK(TEK)

Where TBK is fed as the 128-bit key that is used (referred to as KEK in AES-WRAP), and TEK is fed as the key to be wrapped (referred to as plaintext in AES-WRAP). The resulting Wrapped_TEK is processed from that point onwards instead of the original, plaintext, TEK.
15.3 Unwrapping of TEKs with TBK
When content is selected to be processed from the ESG, the terminal will note the ID of the TBK that is being used with that content, if at all. If a TBK of the specified ID is not available in the terminal cache, the terminal MAY attempt to obtain it, as described in Section ‎12.4.

When processing a STKM, if the terminal binding flag bit is set, the terminal will fetch from its cache the correct TBK, according to the TBK ID specified in the ESG. This fetch may occur once when processing the LTKM message to avoid repeatedly retrieving the same value from the cache. The terminal will use this TBK to unwrap, using AES-WRAP, wrapped TEKs that are received from the UICC, before these are used for content decryption.

The effect of this additional decryption, that is required when terminal binding is on, is that an unapproved terminal, which does not possess the correct TBK, is unable to utilize the output of the UICC to deduce meaningful TEK values. It is perceived as infeasible to obtain the correct TEK values from AES-WRAPTBK(TEK) without knowledge of TBK.

15.4 TBK Acquisition
The RI SHALL deliver any requested TBK value to any requesting terminal, as long as the Terminal was successfully authenticated and was positively identified as a Terminal that has not been revoked.

The protocol by which TBK values are delivered is initiated by the Terminal at any time, typically when an ESG entry indicates the requirement for a TBK that is not cached by the device.

To obtain a TBK value, the Terminal starts an HTTPS session with the RI server (see Section ‎13.2.1 for the Smartcard profile). The HTTPS session MUST be based on mutual authentication using both client and server certificates. The server SHALL verify the authenticity and the validity of the client certificate and SHALL consider the identity of the Terminal to be the one indicated by the certificate. 

Following the HTTPS session establishment, the Terminal MUST send the BCAST_Client_ID (see Section ‎13). The RI server MAY use this ID information, but if doing so it MUST assure that the identity of the terminal as reflected in the BCAST_Client_ID matches the identity indicated by the client certificate mentioned above.

If the terminal ID that is supplied in the BCAST_Client_ID does not match the ID indicated by the client certificate, or if the ID reflects a device that has been revoked, or if the identification failed, or if the HTTPS session failed, then the RI server MUST close the connection without providing the requested TBK but while returning a “Forbidden” error instead.

If the version number sent in the BCAST_Client_ID reflects an inadequately old version, the RI server SHALL close the connection without delivering the requested TBK, and MAY indicate the URI at which an update or further information can be found (see response table).

If none of the above conditions were met, then the RI server SHALL return the required TBK over the secure connection and close the connection.

Upon reception of the requested TBK, the terminal MAY cache it. The policy and size of this cache is implementation specific.

The Figure below illustrates the steps explained above.
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Figure 20 – Mutual Authentication, sending BCAST_Client_ID and TBK exchange

The BCAST_Client_ID and TBK request SHALL be sent using the following notation:

POST / HTTP/1.1

User-Agent:BCAST_Client_ID=BCAST_Client_ID

TBK_request=TBK_ID

Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

"TBK_request=" is text allowing the server to identify the TBK request and TBK_ID is the ID of the TBK key being requested.

TBK_ID is Base64 encoded.

The Rights Issuer response, if successful SHALL be sent using the following notation:

HTTP/1.1 200 OK
Server: BCAST Rights Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT

TBK=TBK
Where:

"TBK=" is text indicating the TBK follows.

TBK is the actual Terminal Binding Key

TBK is Base64 encoded.

If the Rights Issuer refuses to issue the TBK it SHALL send the following response:

HTTP/1.1 403 Not acceptable

Server: BCAST Rights Issuer
Date: Thu, 08 Jan 2004 10:13: GMT

Or:

HTTP/1.1 403 Not acceptable

Server: BCAST Rights Issuer

Date: Thu, 08 Jan 2004 10:13:18 GMT

Update_URI=Update_URI

Where:

"Update_URI=" is text indicating that the URI where update or further information can be obtained, follows.

Update_URI is the URI where an update or further information can be obtained.

Update_URI is Base64 encoded.

16. BCAST Client ID
 for Smartcard Profile using MBMS
This section describes how a BCAST Client identifier MAY be sent by the Terminal (ME) or MAY be requested by the NAF Server (Rights Issuer) during MBMS User Service Registration.

This MAY allow the NAF Server (Rights Issuer) to check software / firmware versions and make a decision as to whether or not access can be granted to the terminal requesting the service.

The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to support if they have a BCAST client ID, a terminal certificate and if they support the Smartcard profile using (U)SIM for service protection. The mechanisms are MANDATORY for the terminal to support for the Smartcard profile using (U)SIM for content protection, i.e. the BCAST client ID and terminal certificate are MANDATORY.

Security: Message integrity and authentication is guaranteed by using certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in [3GPP TS 33.222].
16.1 BCAST Client Identifier
The format defined below SHALL be used as a unique BCAST client identifier for the Smartcard Profile.

Note that it is NOT mandatory for every terminal to have a BCAST Client Identifier for service protection, it is only MANDATORY for content protection.
	BCAST_Client_ID
	Length
	Type

	IMEI
	8
	byte

	TerminalFirmwareVersionNo
	2
	byte

	ClientManufacturerCode
	2
	byte

	ClientModelNo
	2
	byte

	ClientSerialNo
	3
	byte

	ClientSoftwareVersionNo
	2
	byte


Coding and Semantics of Attributes:
The IMEI and Terminal identifiers are specific to the actual device used to receive mobile broadcast services and are defined in the Table below:

Table 27: IMEI and Terminal Identifiers

	Parameter
	Definition

	IMEI (International Mobile Equipment Identity)
	IMEI numbering is defined in [3GPP TS 23.003].

	TerminalFirmwareVersion
	Version number indicating the firmware version of the terminal.
This version number is assigned by the Terminal manufacturer.
This version number SHALL be increased following a secure firmware upgrade.


The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services and are indicated in the Table below:

Table 28: BCAST Client Identifiers

	Parameter
	Definition

	ClientManufacturerCode
	Indicates the BCAST client manufacturer. Manufacturer codes SHALL be defined using TBD.

	ClientModelNo
	Model number for a specific manufacturer code. Numbering assignment is left to the manufacturer.

	ClientSerialNo
	Unique serial number specific to the BCAST client manufacturer code and model number. Serial number assignment is left to the manufacturer.
Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair

	ClientSoftwareVersion
	Version number indicating the software (or firmware) version of the terminal. This version number is assigned by the BCAST client manufacturer.
This version number SHALL be increased following a secure software (or firmware) upgrade.


16.2 Signalling Protocols used for Smartcard profile using (U)SIM
This section explains how the information presented above MAY be sent or requested for the smartcard profile during the MBMS User Service registration. The Figures below summarise the possible messages exchanged. Italics are used to indicate the parameters / messages related to the BCAST_Client_ID. The first Figure illustrates the case where the Rights Issuer (NAF Server) requests the BCAST_Client_ID. The second Figure illustrates the case where the Terminal sends its BCAST_Client_ID to the Rights Issuer (NAF Server).
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Figure 21 – Mutual Authentication and MBMS User Service Registration when Rights Issuer requests BCAST_Client_ID
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Figure 22 – Mutual Authentication and MBMS User Service Registration when Terminal sends BCAST_Client_ID
The following sections describe the messages in more detail.
16.2.1 
Certificate-based mutual authentication between Terminal and Rights Issuer (NAF Server)
Before initiating an MBMS User Service Registration, the Terminal (ME) and the Rights Issuer (NAF server) MAY establish a HTTPS tunnel with certificate-based mutual authentication between the ME and the application server as described in TS [3GPP TS 33.222] Section 5.5. This SHOULD be done if the Terminal intends to send a BCAST Client ID at the start of MBMS User Service Registration as described below.
16.2.2 Terminal sending BCAST_Client_ID at start of MBMS User Service Registration
The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the start of the MBMS User Service Registration as defined in Section 6.3.2.1A of [3GPP TS33.246]. IF it sends a BCAST_Client_ID it SHALL do so through an HTTPS tunnel, as described above in Section ‎13.2.1.

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the NAF Server (Rights Issuer) MAY ask for it as described below in Section ‎13.2.3.
16.2.3 Rights Issuer (NAF Server) Requesting BCAST_Client_ID
If the Terminal has NOT sent the BCAST_Client_ID in the HTTP Post Request, the NAF Server (Rights Issuer) MAY request the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable

Server: BCAST NAF Server

Date: Thu, 08 Jan 2004 10:13:18 GMT

send_BCAST_Client_ID

where

send_BCAST_Client_ID is text.

16.2.4 Terminal Sending BCAST_Client_ID to Rights Issuer (NAF Server) following Request
Upon reception of the request for the BCAST client id, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in Section ????), it SHOULD establish an HTTPS tunnel between the Terminal and NAF Server as described in Section ‎13.2.1 and then send the BCAST_Client_ID using the following response:

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the NAF Server refusing registration.

16.2.5 Rights Issuer (NAF Server) Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the NAF Server (Rights Issuer) is deemed acceptable, then the normal MBMS User Service Registration message is sent, i.e. HTTP 200 OK as defined in Section 6.3.2.1A of [3GPP TS33.246].

16.2.6 Rights Issuer (NAF Server) Refusing Access to Terminal
If the Terminal does not send a BCAST_Client_ID following the request from the NAF Server, it MAY refuse access to the Terminal by sending an HTTP 403 Forbidden message.

If the NAF Server refuses access to the Terminal after receiving its BCAST_Client_ID, it SHALL send an HTTP 403 Forbidden message.
16.3 Security Requirements on BCAST_Client_ID and Terminal Private Key
The BCAST_Client_ID SHALL be stored securely and updated accordingly following secure upgrades.

The Terminal private key SHALL also be stored securely.

If the BCAST_Client_ID is used by the NAF server (Rights Issuer) to check the BCAST client version, then clearly the information provided by the terminal must be trusted. The BCAST_Client_ID SHALL be transported over a secure, authenticated channel between the terminal and the NAF server, as described in [3GPP TS 33.222].

17. Server Side Interfaces and Messages
18. Message flows can be found in the OMA BCAST AD [BCAST10-Architecture].
18.1 Interface SP-4

Interface SP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface SP-4. A BSD/A that support service and/or content protection SHALL support Interface SP-4.
18.1.1 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 23 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in Appendix [TDB]
18.1.2 Service and Program key material delivery.
For the DRM Profile, SEAK and/or PEAK is sent from the BSM to the BSD/A.

For the Smartcard Profile, SEK and/or PEK is sent from the BSM to the BSD/A. 
As these messages allow the delivery of high-level key material from BSM to BSD/A, the BSM MAY decide not to do so. This means the BSM MAY decide not to send Key_Delivery messages or MAY send an empty Key_Delivery_Confirmation message with Status code 011 "Operation not Permitted". If the BSD/A receives such a reply then the STKM Delivery section applies (see Section ‎14.1.4).
18.1.2.1 Message flows
Tags are defined in the following table to identify the type of each message. There are two cases for the delivery of SEAK or SEK and/or PEAK or PEK. 
1. In the first case the BSD/A sends a Key_Request message to the BSM. The BSM then sends a Key_Request_Response message to the BSD/A. 
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Figure 24 – Message Flow Between BSD/A and BSM for Delivery of Service and Program Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM.
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Figure 25 – Alternative Message Flow Between BSD/A and BSM for Delivery of Service and Program Key
	Tag
	Message Type
	Key

	1
	Key Request 
	SEAK/PEAK or SEK/PEK

	2
	Key Request Response
	SEAK/PEAK or SEK/PEK

	3
	Key Delivery (same as Key Request Response)
	SEAK/PEAK or SEK/PEK

	4
	Key Delivery Confirmation
	SEAK/PEAK or SEK/PEK


18.1.2.1.1 Key Request 

This message is sent from the BSD/A to the BSM for the acquisition of SEAK/PEAK or SEK/PEK, which in turn enables BSD/A to generate Short Term Key Messages (STKMs)

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyRequest
	E
	
	
	Key Request Message

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source 


- KeyStartTime


- KeyEndTime


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	This message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	ScheduleID
	E1
	O
	1
	Identieifer of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	KeyEndTime
	E1
	M
	1
	Provides the end time of the period for which the BSA requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps. 
	unsignedInt

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.2.1.2 Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
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g
o
r
y
	C
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t
y
	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- Status


- SPPTime


- ServiceKey


- ProgramKey


- AccessCriteriaDescriptor


- ProtectionAfterReceptionFlag


- TerminalBindingFlag


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	Message ID
	E1
	M
	1
	Key Request Message ID
	String

	GlobalService ID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	AnyURI

	Destination
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E1
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	int

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM profile

1 if service protection profile == Smartcard profile
	int

	ServiceKey
	E1
	O
	1
	This field contains the SEAK in SPP-type = 0

This field contains the SEK if SPP-type  = 1

Contains attribute:


- keyIdentifier

Has the following elements:


- ServiceKeyStart


- ServiceKeyEnd


- ServiceKeyMTKStart


- ServiceKeyMTKEnd
	HexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM message and is included with the STKM generated by the BSDA

For the DRM Profile the SEK ID is the TBD
For the Smartcard Profile using (USIM) the SEK ID is the MSK ID (TBD bits).
	String

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKey End
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	1
	MTK ID start value for MSK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	0
	1
	MTK ID end value for MSK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard profile there is no service key / program key hierarchy available. For the Smartcard profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM profile.

Contains attribute:


- keyIdentifier
	HexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM message. 
	String

	AccessCriteria Descriptor
	E1
	O
	1..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take presendence the access criteria which where defined for the service to which the content item is related. 
	HexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	uimbf

	TerminalBindingFlag
	E1
	M
	1
	1 bit field indicating whether or not terminal binding is required for the smartcard profile
	uimbf

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.2.1.3 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of SEAK/PEAK or SEK/PEk without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key Delivery Confirmation message. In case a SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEK can be changed periodically. In case a PEK is used for Service Protection, the PEK is used throughout the total lifetime of the programme. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK or PEK is provided, the STKM should only include the TEK encrypted with the PEK. 

The message is the same as the Key Request Response message defined above in Section ‎14.1.2.1.2. The root element of the associated XML schema for this message SHALL have the name “KeyDelivery” instead of “KeyRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A
18.1.2.1.4 Key Delivery Confirmation
This message is sent from the BSD/A to the BSM to acknowledge the reception of Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyDeliveryConfirmation
	E
	
	
	Confirmation to the Key Delivery

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- Status


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	Key Delivery Message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	AnyURI

	Destination
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E1
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in ‎Appendix C.
	int

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.3 LTKM and Registration key material delivery
This paragraph describes the delivery of the LTKM and/or Registration key material are from the BSM to the BSD/A over interface SP-4, for subsequent broadcast distribution.

18.1.3.1 Message flows
Tags are defined in the following table to identify each message. There are two cases for delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

1. In the first case the BSD/A sends a Key_Request message to the BSM. the BSM then sends a  Key_Request_Response message to the BSD/A. 
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Figure 26 – Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM. 

. 
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Figure 27 – Alternative Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
	Tag
	Message Type
	Key

	5
	Key_Request
	Long-Term Key Message

	6
	Key_Request_Response
	Long-Term Key Message

	7
	Key_Delivery (same as Key_Request_Response)
	Long-Term Key Message

	8
	Key_Delivery_Confirmation
	Long-Term Key Message

	9
	Key_Request
	Key Material for Registration

	10
	Key_Request_Response
	Key Material for Registration

	11
	Key_Delivery (same as Key Request Response)
	Key Material for Registration

	12
	Key_Delivery_Confirmation
	Key Material for Registration


18.1.3.1.1 Key Request 

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyRequest
	
	
	
	Key Request Message

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- KeyStartTime


- KeyEndTime


- Destination


- Source


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	This message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	SourceID
	E1
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.3.1.2 Key Request Response
After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyRequestResponse
	
	
	
	Key Request Response

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- Status


- Data


- LTKMStart


- LTKMEnd


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	Key Request Message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	AnyURI

	Destination
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSM ID  (Note: To be independent of underlying network protocols, Source is included in the message.)
	String

	Status
	E1
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in ‎Appendix C.
	int

	Data
	E1
	O
	1
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution
	HexBinary

	LTKMStart
	E1
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	LTKMEnd
	E1
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.3.1.3 Key_Delivery

This message is sent from the BSM to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key_Delivery_Confirmation message.
This message is the same as the Key Request Response message defined above in Section ‎14.1.3.1.2. The root element of the associated XML schema for this message SHALL  have the name “KeyDelivery” instead of “KeyRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
18.1.3.1.4 Key_Delivery_Confirmation

This message is sent from the BSD/A to the BSM to acknowledge the receipt of the Key_Delivery message.
This message is the same as the Key Delivery Confirmation message defined above in Section ‎14.1.2.1.4.
18.1.4 STKM Delivery
This paragraph describes the delivery of STKM’s from the BSM to the BSD/A or from the BSD/A to the BSM over interface SP-4. The STKM delivered from the BSM to the BSD/A can be sent to Terminal using broadcast channel. The STKM delivered from the BSD/A to the BSM can be sent to Terminal using interaction channel.
18.1.4.1 Message flows from BSM to BSD/A

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by BSM.
1. The first case consists of the STKM Request message by the BSDA and the Response with the Delivery of the STKM data by the BSM, i.e. BSD/A initiated STKM request. 
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Figure 28 – Message Flow Between BSD/A and BSM for Delivery STKMs
2. The second case is BSM initiated. In this case the BSM requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or programme. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSM can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.
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Figure 29 – Alternative Message Flow Between BSD/A and BSM for Delivery STKMs
Services can be shared between multiple BSM’s, where each BSM uses it’s own SEK and it’s own SEK validity time. Furthermore the validity of the SEK is coupled to the TEK ID for anti-replaySo when the TEK ID is wrapped around, the TEK has to be encrypted with the new SEK. . E.g. in the case of protection at the RTSP layer with the smartcard profile the amount of TEK ID’s are limited to 16 bits. Therefore wrap around time and wrap around indicators are included as attributes of each TEK. These TEK wrap around times cannot be chosen randomly, but should be coordinated with the subscription periods of the BSM, e.g. at the end of each month or week
	Tag
	Message Type
	Key

	23
	STKM_Request
	TEK

	24
	STKM_Response
	STKM

	25
	Partial_STKM_Request
	Partial STKM including TEK

	26
	Partial_STKM_Response
	Partial STKM including TEK

	27
	STKM_Delivery (same as STKM_Response)
	STKM

	28
	STKM_Delivery_Confirmation
	STKM


18.1.4.1.1 STKM Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMRequest
	
	
	
	Request message for STKMs

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- KeyMaterial


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	This message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	AnyURI

	Destination 
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	KeyMaterial
	E1
	M
	1..N
	The key materialused to encrypt the service or program

Key material has the following attributes:


- masterKey


- masterSalt


- type


- validityTime

- Crypto_period


- wrapAroundTime


- wraAaroundInidcator

Key material has the following element


- Traffic protection protocol parameters


- Next traffic key
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 1 if traffic_protection_protocol == TKM_ALGO_SRTP

- 2 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 3 if traffic_protection_protocol == TKM_ALGO_DCF
	int

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	Duration

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIindicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	Boolean

	TrafficProtectionProtocolPparameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section 5.5.

Has attributes:


- spi


- nextSpi


- mkilength


- mki


- mediaFlows


- keyIndicatorLength


- keyIndicator


- keyIdentifierLength


- keyIdentifier

Has sub-elements:


- SynchronisationSource


	

	spi
	A
	O
	0..1
	security_parameter_index

This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt

	nextSpi
	A
	O
	0..1
	next_security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt

	mkiLength
	A
	O
	0..1
	master_key_index_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	

	mki
	A
	O
	0..1
	master_key_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt

	mediaFlows
	A
	O
	0..1
	number_of_media_flows
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	int

	keyIndicatorLength
	A
	O
	0..1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	O
	0..1
	key_indicator
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIdentifierLength
	A
	O
	0..1
	key_identifier_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	

	keyIdentifier
	A
	O
	0..1
	key_identifier
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	unsignedInt

	SynchronizationSource
	E3
	O
	1..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.

This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt

	NextTrafficKey
	E2
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attributes, only if Next traffic key is set to “TRUE”:


- nextMasterKey


- nextMasterSalt
	Boolean

	nextMasterKey
	A
	O
	1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexBinary

	nextMasterSalt
	A
	O
	1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexBinary

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.4.1.2 STKM Response 

After the reception of the STKM Request message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMResponse
	E
	
	
	This message is the response to the STKM Request message.

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- Status


- STKM


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	Key Request Message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	AnyURI

	Destination
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E1
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in ‎Appendix C.
	int

	STKM
	E1
	M
	1..N
	The STKM message

STKM has the following attribute:


- validityTime 
	hexBinary

	validityTime
	A
	M
	1
	This validityTime attribute is used to associate the stkm with the TEK. The validityTime of the STKM SHALL be the same as the validityTime of the TEK to which this stkm is associated. 

This field is expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.4.1.3 Partial STKM Request Message 

The Partial STKM Request message is used by the BSM to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMRequest
	
	
	
	Partial STKM Request Message

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- TEKStartTime


- TEKEndTime


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	This message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	AnyURI

	Destination
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	TEKStartTime
	E1
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	TEKEndTime
	E1
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.. 
	unsignedInt

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.4.1.4 Partial STKM response message

The Partial STKM Response message is used by the BSD/A to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMResponse
	E
	
	
	Partial STKM Response Message

Contains the following sub-elements


- Tag


- Version


- MessageID


- GlobalServiceID


- GlobalContentID


- ScheduleID


- Destination


- Source


- Status


- KeyMaterial


- Time
	

	Tag
	E1
	M
	1
	Identifier for the message type
	int

	Version
	E1
	O
	1
	BCAST enabler version supported by this message
	int

	MessageID
	E1
	M
	1
	This message ID
	String

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	AnyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if Global Content ID was provided in the TEK request message.. 
	AnyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	AnyURI

	Destination 
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E1
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in ‎Appendix C.
	int

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Key material has the following attributes:


- masterKey


- masterSalt


- type


- validityTime

- cryptoPeriod


- wrapAroundTime


- wrapAroundInidcator

TEK has the following element


- TrafficProtectionProtocolParameters 


- NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	
	
	
	
	
	

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM message in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	int

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	Duration

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security param,ter index is resetted. This filed is used to indicate that after the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIndicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	Boolean

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM message, as defined in the STKM message in Section 5.5.

Has attributes:


- spi


- nextSpi


- mkiLength


- mki


- mediaFlows


- keyIndicatorLength


- keyIndicator


- keyIdentifierLength


- keyIdentifier

Has sub-elements:


- SynchronisationSource


	

	spi
	A
	O
	0..1
	security_parameter_index

This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt

	nextSpi
	A
	O
	0..1
	next_security_parameter_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 0
	unsignedInt

	mkiLength
	A
	O
	0..1
	master_key_index_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	

	mki
	A
	O
	0..1
	master_key_index
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt

	mediaFlows
	A
	O
	0..1
	number_of_media_flows
This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	int

	keyIndicator length
	A
	O
	0..1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	O
	0..1
	key_indicator
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIdentifierLength
	A
	O
	0..1
	key_identifier_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	

	keyIdentifier
	A
	O
	0..1
	key_identifier
This field is mandatory in case ‘Type’ of ‘Key material’ is 3
	unsignedInt

	SynchronizationSource
	E3
	O
	1..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.

This field is mandatory in case ‘Type’ of ‘Key material’ is 1
	unsignedInt

	NextTrafficKey
	E2
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attribute, only if Next traffic key is set to “TRUE”:


- Next TEK
	Boolean

	nextTEK
	A
	O
	1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”


	hexbinary

	Time
	E1
	O
	1
	The time when this message is sent
	DateTime


18.1.4.1.5 STKM Delivery
This message is used by the BSM to deliver the STKM to the BSDA.

This message is the same as the STKM Response message defined above in Section ‎14.1.4.1.2. The root element of the associated XML schema for this message SHALL have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
18.1.4.1.6 STKM Delivery Confirmation
This message is used by the BSD/A to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎14.1.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.
18.1.4.2 Message flows from BSD/A to BSM

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by the BSD/A.

1. The first case consists of the STKM Request message by the BSM and the Response with the Delivery of the STKM data by the BSD/A, i.e. BSM initiated STKM request. 
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Figure 30 – Message Flow Between BSM and BSD/A for Delivery STKMs
2. The second case is BSD/A initiated. In this case the BSD/A sends an STKM delivery message to the BSM. The BSM confirms this delivery message.
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Figure 31 – Alternative Message Flow Between BSM and BSD/A for Delivery STKMs
	Tag
	Message Type
	Key

	29
	STKM_Request
	STKM

	30
	STKM_Response
	STKM

	31
	STKM_Delivery (same as STKM_Response)
	STKM

	· 32
	· STKM_Delivery_Confirmation
	· STKM


18.1.4.2.1 STKM Request
This message is send from the BSM to the BSD/A for the acquisition of the STKM. This message is the same as the Key Request message defined in Section ‎14.1.3.1.1. The root element of the associated XML schema for this message SHALL have the name “STKMRequest” instead of “KeyRequest”.

18.1.4.2.2 STKM Request Response
This message is used by the BSD/A to delivery the STKM to the BSM. This message is the same as the STKM Response message defined above in Section ‎14.1.4.1.2.
18.1.4.2.3 STKM Delivery
This message is used by the BSD/A to deliver the STKM to the BSM.

This message is the same as the STKM Response message defined above in Section ‎14.1.4.1.2. The root element of the associated XML schema for this message SHALL  have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
18.1.4.2.4 STKM Delivery Confirmation
This message is used by the BSM to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎14.1.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.
18.2 Interface CP-4
Interface CP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface CP-4. A BSD/A that support service and/or content protection SHALL support Interface CP-4.
The message flows for interface CP-4 are the same as the message flows for SP-4. Therefore the same protocol stack and messages as described for SP-4 SHALL be used for CP-4. The technical difference between SP-4 and CP-4 is the value of the “Protection After Reception Flag” element in the “Service and Program Key material delivery” messages. In case content protection needs to be applied, the BSM sets the “Protection After Reception Flag” to value 0x00, 0x01 or 0x02 as defined in Section ‎5.5.3. Setting the “Protection After Reception Flag” to 0x03 is applied in case of service protection. This is valid for both streams and files. 

Files can be protected using DCF. DCF files can be offered by the BSA or Content Creator. In this case the file is transported as any other file to the terminal. In case service ort content protection is required for a file, the file has to be protected using DCF by the BSD/A. Therefore, a BSD/A that supports service and/or content protection SHALL support DCF protection of files. Note, that also DCF files, which were protection by the BSA or Content Creator can be additionally encapsulated in another DCF for additional service or content protection, i.e. DCF inside a DCF. The usage rights of the ‘outer’ DCF file is dictated by the “Protection After Reception Flag”. The usage rights of the ‘inner’ DCF is dictated by the Rights Objects that the device has for the file, that were provided by the BSA or Content Creator.
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18.6.2.2 

19. Conversion between time and date conventions

(Note: this text is modified from [ETSI EN 300 468 V1.6.1] for BCAST purposes.  In particular, the version in this text maintains byte alignment everywhere.)
Editor’s note:  This part is Informative in the ETSI specification but it is Normative here.  The implications need to be investigated.
The types of conversion which may be required are summarized in Figure 32.
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Figure 32 – Conversion routes between Modified Julian Date (MJD) and Co-ordinated Universal Time (UTC)

The conversion between MJD + UTC and the "local" MJD + local time is simply a matter of adding or subtracting the local offset. This process may, of course, involve a "carry" or "borrow" from the UTC affecting the MJD. The other five conversion routes shown on the diagram are detailed in the formulas below:

Symbols used:

· D: Day of month from 1 to 31

· Int: Integer part, ignoring remainder

· K, L ,M', W, Y': Intermediate variables

· M: Month from January (= 1) to December (= 12)

· MJD: Modified Julian Date

· MN: Week number according to ISO 2015 [21]

· mod 7: Remainder (0-6) after dividing integer by 7

· UTC: Universal Time, Co-ordinated

· WD: Day of week from Monday (= 1) to Sunday (= 7)

· WY: "Week number" Year from 1900

· X: Multiplication

· Y: Year from 1900 (e.g. for 2003, Y = 103)

To find Y, M, D from MJD

· Y' = int [ (MJD - 15 078,2) / 365,25 ]

· M' = int { [ MJD - 14 956,1 - int (Y' × 365,25) ] / 30,6001 }

· D = MJD - 14 956 - int (Y' × 365,25) - int (M' × 30,6001)

· If M' = 14 or M' = 15, then K = 1; else K = 0

· Y = Y' + K

· M = M' - 1 - K × 12

To find MJD from Y, M, D

· If M = 1 or M = 2, then L = 1; else L = 0

· MJD = 14 956 + D + int [ (Y - L) × 365,25] + int [ (M + 1 + L × 12) × 30,6001 ]

To find WD from MJD

· WD = [ (MJD + 2) mod 7 ] + 1

To find MJD from WY, WN, WD

· MJD = 15 012 + WD + 7 × { WN + int [ (WY × 1 461 / 28) + 0,41] }

To find WY, WN from MJD

· W = int [ (MJD / 7) - 2 144,64 ]

· WY = int [ (W × 28 / 1 461) - 0,0079]

· WN = W - int [ (WY × 1 461 / 28) + 0,41]

· EXAMPLE: MJD = 45 218 W = 4 315

· Y = (19)82 WY = (19)82

· M = 9 (September) N = 36

· D = 6 WD = 1 (Monday)

NOTE: These formulas are applicable between the inclusive dates 1900 March 1 to 2100 February 28.

19.1 Local Time Offset

This 16-bit field contains the current offset time from UTC in the range between –12 hours and +13 hours at the area which is indicated by the combination of country_code and country_region_id in advance. These 16 bits are coded as 4 digits in 4-bit BCD in the order hour tens, hour, minute tens, and minutes.

The positive or negative offset from the UTC is indicated with the 1 bit local_time_offset_polarity. If this bit is set to “0” the polarity is positive and the local time is advanced to UTC. (Usually east direction from Greenwich). If this bit is set to “1” the polarity is negative and the local time is behind UTC. Please note that the local_time_offset_polarity is represented by the first bit of the first nibble representing the hour tens field. The first nibble of the local_time_offset is therefore encoded as follows:

Table 29: Local Time Offset Coding
	local_time_offset_polarity
	offset hour tens
	first nibble

	0 (i.e. “+”)
	0
	0000

	0 (i.e. “+”)
	1
	0001

	1 (i.e. “-”)
	0
	1000

	1 (i.e. “-”)
	1
	1001


	
	
	

	
	
	


	
	
	

	
	
	

	
	
	


20. 

21. Interfacing to underlying BDSes
21.1 BCMCS

21.1.1 Interfacing to underlying BCMCS BDS SHALL be specified in the BCMCS adaptation specifications [BCAST10-BCMCS-Adaptation]

21.1.2 
.
21.2 MBMS

Interfacing to underlying MBMS BDS SHALL be specified in the MBMS adaptation specifications [BCAST10-MBMS-Adaptation].
21.3 DVB-H

Interfacing to underlying DVB BDS SHALL be specified in the DVB adaptation specifications [BCAST10-DVBH-IPDC-Adaptation].
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* Removed Sections 5.1.2.3 and 5.1.2.4 (addressing and registration) as per agreed CR OMA-BCAST-2005-0656R01

* Added entries to SCR tables to reflect new agreed CRs


‎3.2; 5.5;; ‎17.1; 6.5.2; ‎6.8; ‎Appendix B

	
	* Inserted agreed CR:  OMA-BCAST-2005-0723R01

* Inserted agreed CR:  OMA-BCAST-2005-0673R01

* Inserted agreed CR:  OMA-BCAST-2005-0672R01

* Inserted agreed CR:  OMA-BCAST-2005-0730

* Inserted agreed CR:  OMA-BCAST-2005-0667

* Added entries to SCR tables to reflect new agreed CRs

	OMA-TS-BCAST_SvcCntProtection-V1_0-20060125-D
	25 January 2006
	‎2.1; ‎4.3; 6.4.1; 6.4.1.2
	* Inserted agreed CR:  OMA-BCAST-2005-0664R04

* Inserted agreed CR:  OMA-BCAST-2005-0687R01

* Edited entries to SCR tables to reflect new agreed CRs


‎3.2; ‎2.1;‎7.3;‎6.4.1.1;‎5.5; ‎4.3;‎6.5.2;‎13 

	
	* Inserted agreed CR:  OMA-BCAST-2005-0761

* Inserted agreed CR:  OMA-BCAST-2006-0095

* Inserted agreed CR:  OMA-BCAST-2006-0072R02

* Inserted agreed CR:  OMA-BCAST-2006-0021R02

* Inserted agreed CR:  OMA-BCAST-2006-0045

* Inserted agreed CR:  OMA-BCAST-2006-0051

* Inserted reference to RFC 2045

* Inserted withdrawn CR:  OMA-BCAST-2006-0047R01 (see below)

* Inserted agreed CR:  OMA-BCAST-2005-0653R02

* Inserted agreed CR:  OMA-BCAST-2005-0752

* Inserted agreed CR:  OMA-BCAST-2005-704R01

* Inserted noted CR:  OMA-BCAST-2005-0738R01 (see below)

* Inserted agreed CR:  OMA-BCAST-2005-0753R02

* Inserted agreed CR:  OMA-BCAST-2006-0029R01

* Inserted agreed CR:  OMA-BCAST-2005-0766R01

* Inserted agreed CR:  OMA-BCAST-2005-0731

* Inserted agreed CR:  OMA-BCAST-2005-0691R02

* Inserted agreed CR:  OMA-BCAST-2006-0052R01

* Inserted agreed CR:  OMA-BCAST-2006-0108R01


‎7.5.1; ‎5.5

	
	* Removed CR OMA-BCAST-2006-0047R01 (which was withdrawn) and inserted agreed CR OMA-BCAST-2006-0047

* Removed CR OMA-BCAST-2005-0738R01 (which was noted) and inserted agreed CR OMA-BCAST-2005-0738R01

* Inserted TKM_ALGO_DCF specification in Section ‎5.5.  The specification was introduced in agreed CR OMA-BCAST-2005-0466R03 but was deleted inadvertently by agreed CR OMA-BCAST-2005-0656R01

	OMA-TS-BCAST_SvcCntProtection-V1_0-20060303-D
	03 March 2006
	‎6.6.1;‎6.6.2; ‎10.2.1; ‎10.2.2; ‎10.2.3; ‎10.2.4; ‎2.1;?;‎6.5.2.1;‎5.7.2


	* Inserted agreed CR:  OMA-BCAST-2006-0033R01

* Inserted agreed CR:  OMA-BCAST-2006-0088R04

* Inserted Normative Reference to RFC 3237

* Inserted agreed CR:  OMA-BCAST-2006-0145

* Inserted agreed CR:  OMA-BCAST-2006-0146

* Inserted agreed CR:  OMA-BCAST-2006-0150

	OMA-TS-BCAST_SvcCntProtection-V1_0-20060315-D
	15 March 2006
	‎2.1; ‎3.2; ‎14.1.1.1; ‎14.2.1.1; ‎14.3.1.1; ‎14.4.1.1; ‎17.1;‎9.2;‎5.3.1;‎5.5; ‎6.5.2.1;‎7.8; ‎4.2; ‎4.3;‎4.5.1;‎12; ‎4.1; ‎9.4;‎6.3;‎6.4;‎11; Previous 5.5; ‎10.2; ‎Appendix D; ‎14.1.2.1.2; ‎14.2.2.1.2; ‎14.2.2.1.4; ‎14.3.2.1.2; ‎14.3.2.1.4; ‎14.4.2.1.2; ‎14.4.2.1.4; ‎Appendix B


	* Inserted agreed CR:  OMA-BCAST-2006-0224R01

* Inserted agreed CR:  OMA-BCAST-2006-0223

* Sorted Definitions in alphabetical order

* Inserted agreed CR:  OMA-BCAST-2006-0202

* Inserted agreed CR:  OMA-BCAST-2006-0201

* Inserted agreed CR:  OMA-BCAST-2006-0203

* Inserted agreed CR:  OMA-BCAST-2006-0204

* Inserted agreed CR:  OMA-BCAST-2006-0049R03

* Inserted agreed CR:  OMA-BCAST-2006-0239R01

* Inserted agreed CR:  OMA-BCAST-2006-0213

* Inserted agreed CR:  OMA-BCAST-2006-0209R01

* Inserted agreed CR:  OMA-BCAST-2006-0166R03

* Inserted agreed CR:  OMA-BCAST-2006-0207R01

* Inserted agreed CR:  OMA-BCAST-2006-0158

* Inserted agreed CR:  OMA-BCAST-2006-0164R02

* Inserted agreed CR:  OMA-BCAST-2006-0206R01

* Inserted agreed CR:  OMA-BCAST-2006-0165R01

* Inserted agreed CR:  OMA-BCAST-2005-0722R05

* Inserted agreed CR:  OMA-BCAST-2006-0089R04

* Inserted agreed CR:  OMA-BCAST-2006-0126R02

* Inserted agreed CR:  OMA-BCAST-2006-0211R01

* Inserted agreed CR:  OMA-BCAST-2006-0255

* Re-created the SCR tables to reflect agreed CRs


‎4.5

	
	* In response to authors of agreed CR OMA-BCAST-2006-0089R04, moved previous Section 5.5
 to new Section 4.5.1

	OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D
	12 April 2006
	Entire Document
	* The current document is the Agreed CR:  OMA-BCAST-2006-0337R02

	OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061003-D
	03 October 2006
	Entire Document
	* Inserted the following Tentatively Agreed CRs:  OMA-BCAST-2006-0760, OMA-BCAST-2006-0748R02, OMA-BCAST-2006-0506R01, OMA-BCAST-2006-0190R07, OMA-BCAST-2005-0527R01, OMA-BCAST-2006-0733, OMA-BCAST-2006-0701, OMA-BCAST-2006-0680, OMA-BCAST-2006-0660R01, OMA-BCAST-2006-0665, OMA-BCAST-2006-0667, OMA-BCAST-2006-0668R02, OMA-BCAST-2006-0674, OMA-BCAST-2006-0655, OMA-BCAST-2006-0596R02, OMA-BCAST-2006-0591, OMA-BCAST-2006-0398R04, OMA-BCAST-2006-0634R02, OMA-BCAST-2006-0616R01, OMA-BCAST-2006-0663R02, OMA-BCAST-2006-0636, OMA-BCAST-2006-0618R01, OMA-BCAST-2006-0654R01, OMA-BCAST-2006-0480R02, OMA-BCAST-2006-0505R01, OMA-BCAST-2006-0648, OMA-BCAST-2006-0407R01, OMA-BCAST-2006-0408R01, OMA-BCAST-2006-0409, OMA-BCAST-2006-0410R02, OMA-BCAST-2006-0477, OMA-BCAST-2006-0478R01, OMA-BCAST-2006-0479, OMA-BCAST-2006-0396R03, OMA-BCAST-2006-0291R01, OMA-BCAST-2006-0290R01, OMA-BCAST-2006-0343R01, OMA-BCAST-2006-0289, OMA-BCAST-2006-0292, OMA-BCAST-2006-0264R04
* Inserted the resolutions for the Tentatively Closed comments: SC-New-0184, SC-New-0202, SC-New-0203, SC-New-0208, SC-New-0126, SC-New-0245, SC-New-0237, SC-New-0180, SC-New-0009, SC-New-0388, SC-New-0225, SC-New-0077, SC-New-0305, SC-New-0297, SC-New-0194, SC-New-0197, SC-New-0209, SC-New-0240, SC-New-0304, SC-New-0277, SC-New-0279, SC-New-0035, SC-New-0078, SC-New-0348, SC-New-0080, SC-New-0081, SC-New-0039, SC-New-0082, SC-New-0083, SC-New-0084, SC-New-0312, SC-New-0085, SC-New-0087, SC-New-0088, SC-New-0089, SC-New-0316, SC-New-0049, SC-New-0092, SC-New-0096, SC-New-0100, SC-New-0343, SC-New-0284, SC-New-0063, SC-New-0117, SC-New-0121, SC-New-0068, SC-New-0127, SC-New-0093, SC-New-0094, SC-New-0289, SC-New-0342, SC-New-0129, SC-New-0131, SC-New-0133, SC-New-0248, SC-New-0292, Sc-New-0250, SC-New-0137, SC-New-0140, SC-New-0294, SC-New-0095, SC-New-0222, SC-new-0145, SC-New-0151, SC-New-0223, SC-New-0213, SC-New-0314

	OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061004-D
	04 October 2006
	‎6.5.2; ‎6
	* Restored STKM part of Section ‎6.5.2, based on discussions with David Castleford (Orange).  The part was deleted based on the Editor’s misunderstanding of CRs BCAST-2006-0562R03, BCAST-2006-0680, and BCAST-2006-701.

* Re-numbered section headings in Section ‎6, as required by resolution to Tentatively Closed comment SC-New-0288.

* Inserted the resolutions for the Tentatively Closed comments: SC-New-0290, SC-New-0293

	OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061010-D
	10 October 2006
	‎6.4.3; ‎6.5
	* Modified the heading numbers in Section ‎6.4.3 and Section ‎6.5.

* Inserted the following Tentatively Agreed CRs:  OMA-BCAST-2006-0470, OMA-BCAST-2006-0615, OMA-BCAST-2006-0316R03


	
	
	
	

	

	
	
	


	
	
	
	


	
	
	
	



	
	
	
	

	
	
	

	




	
	
	


	




	
	
	








	


	
	
	
	



	
	
	

	


	
	
	







	









	
	
	






	






	
	
	

	



	
	
	


	





	
	
	



	





	
	
	


	







	
	
	
	







	
	
	
	



	
	
	

	



















	
	
	
	




	
	
	
	






	
	
	
	























	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for Clients
	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ContentLayer-C-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-C-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-C-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-C-004
	STKM for SIM/UIM Terminal
	‎6.5
	M
	

	BCAST-STKM_IM-C-005
	STKM for SIM/UIM Terminal-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-USIM_Binding-C-006
	Binding of STKM to (U)SIM Terminal
	‎12
	M
	

	BCAST-RUIM_Binding-C-007
	Binding of STKM to (R‑)UIM Terminal
	‎12
	O
	

	BCAST-STKM_NoIM-C-008
	STKM for Terminal with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-STKM_NoIM-C-009
	STKM for Terminal with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-C-0010
	STKM for Terminal with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-C-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-C-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	M
	

	BCAST-LTKM_IM-C-0013
	LTKM for SIM/UIM Terminal
	‎6.4
	M
	

	BCAST-LTKM_IM-C-0014
	LTKM for SIM/UIM Terminal – DRM Profile
	‎5.4.3
	O
	

	BCAST-LTKM_NoIM-C-0015
	LTKM for Terminal with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-C-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-C-0017
	Key Management for SIM/UIM Terminal
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-C-0018
	Key Management for SIM/UIM Terminal – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementUSIM-C-0019
	Service Access for (U)SIM Terminal
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-C-0020
	Service Access for (R‑)UIM Terminal
	‎7
	M
	

	BCAST-KeyManagementNoIM-C-0021
	Key Management for Terminal with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementNoIM-C-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-RecordingStream-C-0023
	Recording of Service Protected Streams
	‎8.1
	O
	

	BCAST-CPFilesNoIM-C-0024
	Content Protection for Broadcast Files in Terminal with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-C-0025
	Content Protection for RTP in Terminal with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CPFilesUSIM-C-0026
	Content Protection for Broadcast Files in (U)SIM Terminal
	‎6.7.2
	O
	BCAST-ClientID-C-0037

	BCAST-CP_RTP_USIM-C-0027
	Content Protection for RTP in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ContentProtectionForm-C-0034 AND BCAST-ClientID-C-0037

	BCAST-CP_Recorded_USIM-C-0028
	Content Protection for Recorded Material in (U)SIM Terminal
	‎6.8.1
	O
	BCAST-ClientID-C-0037

	BCAST-CP_Stream_USIM-C-0029
	Content Protection for Broadcast Streams in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ClientID-C-0037

	BCAST-CPFilesRUIM-C-0030
	Content Protection for Broadcast Files in (R‑)UIM Terminal
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-C-0031
	Content Protection for RTP in (R‑)UIM Terminal
	‎7.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CP_Recorded_RUIM-C-0032
	Content Protection for Recorded Material in (R‑)UIM Terminal
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-C-0033
	Content Protection for Broadcast Streams in (R‑)UIM Terminal
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-C-0034
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-C-0035
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-C-0036
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-C-0037
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	

	
	
	
	
	


	
	
	
	
	


B.2 SCR for Servers
	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ContentLayer-S-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-S-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-S-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-S-004
	STKM for SIM/UIM Terminals
	‎6.5
	M
	

	BCAST-STKM_IM-S-005
	STKM for SIM/UIM Terminals-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-USIM_Binding-S-006
	Binding of STKM to (U)SIM Terminals
	‎12
	O
	

	BCAST-RUIM_Binding-S-007
	Binding of STKM to (R‑)UIM Terminals
	‎12
	O
	

	BCAST-STKM_NoIM-S-008
	STKM for Terminals with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-STKM_NoIM-S-009
	STKM for Terminals with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-S-0010
	STKM for Terminals with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-S-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-S-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	O
	

	BCAST-LTKM_IM- S-0013
	LTKM for SIM/UIM Terminals
	‎6.4
	M
	

	BCAST-LTKM_IM-S-0014
	LTKM for SIM/UIM Terminals – DRM Profile
	‎5.4.3
	O
	

	BCAST-LTKM_NoIM-S-0015
	LTKM for Terminals with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-S-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-S-0017
	Key Management for SIM/UIM Terminals
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-S-0018
	Key Management for SIM/UIM Terminals – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementUSIM-S-0019
	Service Access for (U)SIM Terminals
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-S-0020
	Service Access for (R‑)UIM Terminals
	‎7
	M
	

	BCAST-KeyManagementNoIM-S-0021
	Key Management for Terminals with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementNoIM-S-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-CommonKeys-S-0023
	Common Keys for Profiles
	‎11
	M
	

	BCAST-RecordingStream-S-0024
	Recording of Service Protected Streams
	‎8
	O
	

	BCAST-CPFilesNoIM-S-0025
	Content Protection for Broadcast Files in Terminals with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-S-0026
	Content Protection for RTP in Terminals with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CPFilesUSIM-S-0027
	Content Protection for Broadcast Files in (U)SIM Terminals
	‎5.7.2
	O
	

	BCAST-CP_RTP_USIM-S-0028
	Content Protection for RTP in (U)SIM Terminals
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_USIM-S-0029
	Content Protection for Recorded Material in (U)SIM Terminals
	‎6.8.1
	O
	

	BCAST-CP_Stream_USIM-S-0030
	Content Protection for Broadcast Streams in (U)SIM Terminals
	‎6.6.2
	O
	

	BCAST-CPFilesRUIM-S-0031
	Content Protection for Broadcast Files in (R‑)UIM Terminals
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-S-0032
	Content Protection for RTP in (R‑)UIM Terminals
	‎7.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_RUIM-S-0033
	Content Protection for Recorded Material in (R‑)UIM Terminals
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-S-0034
	Content Protection for Broadcast Streams in (R‑)UIM Terminals
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-S-0035
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-S-0036
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-S-0037
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-S-0038
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	

	BCAST-SP_4_1-S-0039
	Interface SP-4-1 for Service Protection
	‎14.1
	M
	

	BCAST-SP_4_2-S-0040
	Interface SP-4-2 for Service Protection
	‎1
	M
	

	BCAST-CP_3-S-0041
	Interface CP-3 for Content Protection
	‎1
	O
	

	BCAST-CP_4-S-0042
	Interface CP-4 for Content Protection
	‎1
	O
	

	BCAST-BCMCS-S-0043
	Interface to BCMCS
	‎16.1
	O
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


Appendix C. 

C.1 

C.2 

C.3 

C.4 



49. 
50. 
51. 
52. 
53. 
Appendix D. Global Status Codes
Appendix E. Table 30: Global Status Codes
	Code
	Status

	000
	Success

The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	003
	Purchase Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.

In this case, the user may contact the BSM operator.

	005
	User Authorization Failed

This code indicates that the user is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.
In this case, the user may contact the BSM operator.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.

When this code is sent, the response message includes a registration trigger that allows the device to register.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.

	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.

	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.
Note: This code can also be used between network entities.

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked).
The user may in such a case contact the BSM operator.
Note: This code can also be used between network entities.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.
Note: This code can also be used between network entities.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.
Note: This code can also be used between network entities.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed services in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may re-initiated at a later time.
Note: This code can also be used between network entities.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the cue, waiting to be processed.

In this case the user or entity should wait for the transaction to complete.
Note: This code can also be used between network entities.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 

In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025
	Service Provider ID Unknown

This code indicates a confliction when the Visited Service or Home Provider requests a message to the Home Service or Visited Provider.  

	026
	Service Provider BSM_ID Unknown

This code indicates a confliction when the Visited Service or Home Provider BSM requests a message to the Home Service or Visited Provider BSM.

	027 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use



	
	


	
	


	
	




	
	




	
	




	
	



	
	



	
	




	
	



	
	



	
	



	
	



	
	



	
	



	
	



	
	




	
	




	
	



	
	



	
	



	
	



	
	



	
	



	
	



	
	



	
	



	
	


	
	


	
	


	
	


The informative Table 31 below proposes example values from the Global Status Codes in the table above for the transaction messages that require the use of Global Status Codes. The values shown below are for guidance purposes and the full range of values of the Global Status Codes are applicable to all messages if deemed required.

Table 31: Cross Reference Table (Informative)
	TS-BCAST_SvcCntProtection
	‎14.1.2.1.2 Key Request Response
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.2.1.4 Key Delivery Confirmation
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.3.1.2 Key Request Response 
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.3.1.4 Key Delivery Confirmation
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.4.1.2 STKM Response
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.4.1.4 Partial STKM response message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	‎14.1.4.1.6 STKM Delivery Confirmation
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023
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� Regarding a smartcard profile key management where the security is based on GBA [3GPP TS 33.220], GBA-ME or GBA-U is performed depending on whether smartcard profile key management is performed on the ME or the USIM.


� In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.
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