Doc# OMA-BCAST-2006-07xx-CR_Updated _SPCP_Figure_1.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2006-07xx-CR_Updated _SPCP_Figure_1.doc
Change Request



Change Request

	Title:
	CR_SC_new_329_A132
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA BCAST, OMA DLDRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061010-D

	Submission Date:
	18 October 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Frank Hartung, Ericsson, Frank.Hartung@ericsson.com 

	Replaces:
	n/a


1 Reason for Change

	SC-New-0329
	2006.05.24
	N
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538

Comment:

The text mandates that BCRO is used over broadcast channel: “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression”. However, this interferes with possible business models. It is possible to distribute normal DRM 2.0 ROs over broadcast channel. This should not be disallowed  since there is not technical reason to disallow it.

Proposed Resolution:

Change “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression” to “If the LTKM is transmitted over the broadcast channel, then the RO MAY be encoded using a suitable binary encoding or compression”
	Status: OPEN
Ericsson is to clarify comment SC-New-0329.  It is not clear why a “MAY” is to be used in place of “SHALL” since, at present, the only way to transmit ROs over broadcast channels is BCRO.  Also, it is not clear what business models would be prohibited by use of BCROs.


As section 5.4.1 correctly explains, there are two defined formats that can be used to transport SEKs for a device: DRM 2.0 Rights Objects, and Broadcast Channel Rights Object (BCROs). BCROs have been designed and optimized for transport over the broadcast channel; they are compact and allow addressing of device domains. DRM 2.0 ROs have been specified with the interactive channel in mind; they are not compact and are in the common case generated for and usable by one single device only, since they are protected with the Device Public Key.
However, although DRM 2.0 ROs have been developed with the interactive channel in mind, and BCROs have been deve\loped with the broadcast channel in mind, both are not restricted to transport over the respective channel they have been developed for. Both can be transported over unicast or broadcast channel, as long as it provides IP connectivity from source to sink.

DRM 2.0 ROs can thus be transported over the interaction channel in pull mode (RORequest + 2pass ROResponse) or push mode (server-initiated 1pass ROResponse). They can however also be transported over a broadcast channel, e.g. in a FLUTE session as defined in BCAST 1.0. This may not always be useful because of bandwidth constraints, but is technically possible.

BCROs can thus be transported over a broadcast channel. They can however also be transported over an interactive channel, in either pull mode (e.g. as an HTTP response) or in push mode. 

The point of the comment was that BCAST should not artificially disallow the transport of ROs over broadcast channel or BCROs over interaction channel, since there is no technical reason to disallow it. All required components (i.e., broadcast and interaction channel for transport; and DRM 2.0 RO and BCRO message formats for LTKM) are part of BCAST 1.0, so their combination is straightforward.
The comments about business models was referring to the case where a service provider uses one type of ROs in his backend and Rights Issuer server, e.g. he uses DRM 2.0 ROs. If he has spare broadcast channel capacities (e.g. in the night when no program is broadcasted), he could use the broadcast channel to distribute ROs. This use case should be possible without forcing him to also implement BCRO support, which would technically not be necessary. 
This CR proposes a careful modification of the SPCP specification to allow the distribution of ROs over broadcast channel or BCROs over interaction channel. It points out that the typical use remains BCRO over broadcast and RO over interaction channel.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed apply the suggested changes into the affected BCAST TSs.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.4 Layer 2: Long Term Key Message – LTKM

For the DRM profile service encryption key (SEK)/program encryption key (PEK) is packaged in a special LTKM format. This special format is based on Rights Objects (ROs) and in addition to the provided keys, it may contain permissions and attributes linked to the protected content.  The profile supports the delivery of ROs over interactive and broadcast channel.

Section ‎5.4.1 introduces and describes use of ROs. Section ‎5.4.2 gives OMA DRMv2.0 extensions for BCRO. Section ‎5.4.3 describes how ROs are used for service protection at Long Term Key Delivery layer
5.4.6 Use of Rights Objects (ROs)
Service Encryption Keys (SEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within rights objects (ROs).  Two formats are available for the purpose. One is the format of an OMA DRM 2.0 rights object, as specified in [DLRDRM-v2.0]. DRM 2.0 ROs are typically delivered over the interaction channel, but may also be delivered over the broadcast channel (note that DRM 2.0 ROs are usually individual per device). The other is the format of a Broadcast Channel Rights Object (BCRO). The BCRO format is specified in XBS document [XBS DRM extensions-v1.0]. It is typically used when LTKM is delivered over a broadcast channel, but may also be delivered over interaction channel..In addition to SEKs, ROs also contain permissions and other attributes linked to protected service.  SEKs would typically be utilized for subscription services.  Each SEK protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The SEK is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a Traffic Encryption Key (TEK) or PEK.  The SEKs themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.

A terminal periodically receives a set of SEKs that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple SEKs MAY be combined into one Long Term Key Message (LTKM) directed to a terminal.  There MAY also be multiple such messages that relay different sets of SEKs to the same terminal.

SEKs SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a SEK changes.  For example, SEKs MAY change once per billing period (e.g., on a monthly basis).

The transmission of LTKM to a terminal can be done over an interaction channel or over a broadcast channel, depending on whether the terminal has access to an interaction channel or not.  

If the LTKM is transmitted over the broadcast channel, then the RO SHOULD be encoded using a suitable binary encoding or compression.  Typically, a BCRO is used for that purpose. However, a RO (preferably compressed) could also be used. Note that a BCRO provides the option to address a domain of devices. The syntax for BCRO is introduced in XBS document [XBS DRM extensions-v1.0].

In addition, if the LTKM is transmitted over the broadcast channel, then digital signatures or MACs over the RO MAY be verifiable over the BCRO itself without having to decode or de-compress the BCRO.

In addition, if the LTKM is transmitted over the broadcast channel, then all content of the LTKM other than the BCRO MUST be compressed or encoded.

If the LTKM is transmitted over the interaction channel, then the LTKM, including the RO, digital signatures or MACs, MAY be encoded, compressed, or text-based. Typically, an RO (possibly compressed) is used for that purpose. However, a BCRO could also be used.
5.4.7 OMA DRM v2.0 Extensions for Broadcast Rights Objects

Extensions to OMA DRM v2.0 for broadcast rights objects including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extension-v1.0].

Where Rights Objects (particularly for post-acquisition rights associated with BCAST Stream Delivery of protected content) are stored in secure removable smartcards, i.e. (U)SIM/R-UIM in 2G/3G mobile terminals, an alternative Content Protection scheme to handle such broadcast rights objects may be applicable as an option.  Hence, an alternative Content Protection solution to that depicted in OMA DRM v2.0 Extensions for Broadcast Support document, or appropriate modifications thereto, are specified in Section ‎6 and Section ‎7.

5.4.8 ROs in Long Term Key Delivery Layer for service protection

In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is securely delivered to the authorized terminal in an RO. Such an RO is called a Service RO. SEAK is a concatenation of 128 bits SEK (Service Encryption Key) and 128 bits SAS (Service Authentication Seed). SAS is used as a seed in a generic authentication function to derive SAK (Service Authentication Key).  In general, a Service RO will contain key material associated with more than one service (with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view event is securely delivered to the authorized terminal directly within a RO. Such an RO is called a Program RO.  PEAK is a concatenation of 128 bits PEK (Program Encryption Key) and 128 bits PAS (Program Authentication Seed). PAS is used as a seed in a generic authentication function to derive PAK (Program Authentication Key).

The ID of ROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the service guide (where the purchase item is expected to be announced) and the successful completion of the purchase transaction (when the RO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation (see [DRMDRM-v2.0] for the definition of “connected” and “unconnected”), where the RO may be received by the device much later than the purchase transaction is initiated.  A connected device has a direct 2-way connection to the Rights Issuer (RI) through interaction channel. On the other hand, the unconnected devices do not have access to the RI through an interaction channel but they are capable of making connection via an intermediary interactive device.

Defining a structured ID for RO will also allow the device to check later on whether ROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the ID of the RO related to the same purchase item can be made unique.

The ID of an RO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID = “E” + deviceID + “_S” + bsdaID + "_I" + purchaseItemID + "_" + hex(rekeying_period_number)

domainRoID = “O” + domainID + “_S” + bsdaID + "_I" + purchaseItemID + "_" + hex(rekeying_period_number)

· deviceID is the OMA device ID.

· bsdaID is the globally co-ordinated ID of the broadcast service distribution/adaptation center.

· purchaseItemID is defined in the ESG.

· rekeying_period_number is a 7-bit counter that is used to differentiate between different ROs with the same purchase_item_id (defined in Section 7.2 of [XBS DRM extensions-v1.0])

A Service RO SHALL contain at least one (<CID>, <service encryption and authentication key material>) pair. The <CID> (Content Identifier) shall be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the SEAK contained in the RO, the SEK and the SAS are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAS = second part (128 bits)

A Program RO SHALL contain at least one (<CID>, <program encryption and authentication key material>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section ‎5.5).

After unwrapping the PEAK contained in the RO, the PEK and the PAS are obtained by splitting the unwrapped key material into two parts as follows:

PEK = first part (128 bits, since AES-128 is used to wrap the traffic key material)

PAS = second part (128 bits)
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