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1 Reason for Change

Resolving comment SC-New-390 (closing A187)
Note: While the author worked on this document, BCAST-2006-0609R02 was agreed during consistency review. Both contributions need to be checked and merged in an appropriate way.

	SC-New-01
	2006.05.24
	N
	11.3
	Source: Siemens

From: OMA-BCAST-2006-0565

Comment:

added introductionary part and some restructuring of text in subsections (11.3.1 and 11.3.2)  would make text clearer, also add 11.3.3 to discuss the advantages and disadvantages for the proposed solutions

Proposed Resolution:

provideCR on restructuring text
	Status: OPEN

Action Item for Siemens to provide CR to close comment


R01 addresses the changes discussed during the Shenzhen meeting. It was agreed to change advantage/disadvantage in properties, since it is up to the implementer to decide which are the pro/cons of the proposed solutions.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to accept the text as a bug fix and replace the section.
6 Detailed Change Proposal

Change 1:  see change tracks
Note to editor: the blue-colored chapter numbers need to be checked 
11.3 Sharing Protected Data Streams

This section describes how a protected data stream can be shared between different operators using both DRM and Smartcard profiles.
Two solutions have to be considered.
 Section 0 introduces a solution that is compatible with the 3GPP MBMS key management specification.




 Section 0 introduces a solution aimed at BCAST terminals only. 
Section 11.3.3
 compares the solutions according to their advantages and disadvantages.






11.3.1 
Sharing 3GPP-MBMS compatible SRTP protected media streams
The way in which key identifiers are used by the SRTP implementation is based on the MBMS specification (cf. SRTP). Specification details related to this section are described in [BCAST10-MBMS-Adaptation] Section 5.4.5.
11.3.2 
Sharing protected media streams where content is aimed only at BCAST terminals

Compared with Section 0, this section outlines how to handle the sharing of protected stream(s) between different operators none of which are using MBMS service protection. 
The management and use of key identifiers for the protected media stream is based on the BCAST specification. It simplifies the way in which the TEK identifier is constructed allowing any protocol can be used for the content encryption layer. Note, the solution is not compatible with the 3GPP MBMS key management solution.
A shared key identifier value enables the retrieval of the correct TEK which is used to decrypt the protected media stream. This necessitates that:

· A single traffic key identifier SHALL be used to enable access to the corresponding shared protected stream among different operators.

· Traffic key identifier SHALL be synchronised for all operators.

· The same TEK material SHALL be used by all operators.

If access is limited to BCAST terminals, the BCAST key identifier SHALL be used to identify the correct TEK.
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Figure 1 – Sharing a single protected media stream between several operators using the smartcard profile (MBMS and BCMCS) and the DRM profile, where there is no requirement to also share the protected stream with MBMS only terminals

Figure 1 illustrates how a single broadcast content distributed by the Service Provider (BSD/A) is shared between three operators A, B and C. Operators A, B and C implement either the DRM profile or the Smartcard profile.

The TEK key material and the corresponding BCAST key identifier must be shared among operators. Operators A, B and C generate and use their own key material, e.g. SEK/PEKs, to protect the shared TEKs. Each Operator constructs and broadcasts their own Layer 3 messages to their subscribers i.e. TEKs encrypted with SEKs/PEKs + BCAST key identifier + BCAST parameters. There is no need to synchronise any key material or key identifiers above the TEK level.  

The service provider can then broadcast the content encrypted with this common TEK and an agreed encryption algorithm, e.g. SRTP or IPsec. Upon reception the terminal retrieves the TEK based on the BCAST key identifier:

BCAST Key identifier = 12345678

Each BCAST terminal can then retrieve the TEK needed to decrypt the shared protected stream from the key stream messages provided by their operator.

The following can then be considered:

· A subscriber from Operator A has access to media streams 1, 2 and 3, using

· SEK_Id= SEK _IDA, key material = SEK A, and has a key validity period = 1 week. SEK A is transmitted by Operator A.

· TEK_Id= TEK _ID, key material = TEK, and has a key validity period = TEK _period, transmitted with broadcasted content.

· A subscriber from Operator B has access to media streams 1, 2 and 4, using 

· SEK _Id= SEK _IDB, key material = SEK B, and has a key validity period = 1 month. SEK B is transmitted by Operator B.

· TEK _Id= TEK _ID, key material = TEK, and has a key validity period = TEK_period, transmitted with broadcasted content.

The value of the SEK_ID is not shared and is specific to each operator.  The frequency of the update of SEK is up to each operator.

On the other side the value for TEK_ID and TEK key materials have to be synchronised and coordinated for all operators.

In summary, for the Smartcard Profile (3GPP-MBMS implementation), when the broadcast media is protected using SRTP, this means a deviation from the MBMS specifications [TS 3GPP 33.246]. As described in Section 0, when SRTP is used in MBMS the MKI value is constructed as a concatenation of MSK ID and MTK ID:

MKI = (MSK ID || MTK ID)
In contrast, when following the scheme described in this section, section 0, the MKI value is constructed using only the MTK ID:

MKI = (MTK ID)

Restructuring the way that the MKI is formatted by omitting the MSK ID removes the need for Operators to synchronise the MSK ID and MSK update period as described in section 0. The deviation from the MBMS specification means that it is not possible for a media stream protected in the manner described in this section to also be shared by MBMS only terminals. 

It will also be necessary for terminals implementing the MBMS variant of the Smartcard Profile to recognise whether the MKI in the SRTP stream they are trying to decrypt is constructed in the way described in Section 0 or 0 in order to find the required traffic key.
11.3.3 
Properties of the above solutions
For the solution that is compatible with the 3GPP MBMS key management specification the following can be summarized:

· It is possible to share a protected media stream between an operator using MBMS and an Operator using another broadcast bearer with either the Smartcard or DRM profile.

· The requirement for all Operators (regardless of the profile that they are using), which are sharing the same protected stream is to use the same SEK ID. Using the same SEK ID further necessitates that the update frequency of the SEK and SEK ID must also be coordinated.

OMA-TS-BCAST_MBMS_Adaptation-V1_0-20060104-D
For the solution that aims protected media stream sharing at BCAST terminals only, the following can be said:
· There is no need for Operators to synchronize key identifiers or key update periods above the TEK layer.
· 
· SRTP implementations need to be able to differentiate between the MBMS (cf. Section 0) and non MBMS (cf. Section 0) compatible protected media streams. 
· Operators using MBMS service protection (following [3GPP TS 33.246]) cannot share streams with operators using the OMA BCAST service protection not relying on SRTP encryption protocol.

In summary, both solutions are possible, and signalling information within the STKM might be necessary.
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