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1 Reason for Change

Consistency review comment SC-New-0159 refers to the section 9.1 of the BCAST SPCP document, and contains the following comment:

SA management section gives strong normative implementation guidelines, should this not be informative? Is this not a standard IPSec implementation?

This CR addresses the comment by changing the referred text from normative to informative form.
This CR also closes the Action Item A179.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree on the below introduced addition into the BCAST SPCP document.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

9 Encryption Protocols

This section deals with the “Content Layer” in the 4-layer model for Service and Content Protection.

9.1 IPsec

IPsec fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. The Broadcast System MAY use IPsec to protect Broadcast Services. Broadcast Terminals MAY support IPsec.

The IPsec implementation in the device can be such that it does not interfere with the usage of IPsec for other applications than OMA BCAST. This implies that the SPI allocation and security association lookups can be implemented in such a way that they interoperate with existing IPsec implementations.

An IPsec Security Association (SA) consists of a tuple of the following parameters. 

· Selectors (IP protocol version, source IP address, destination IP address, protocol, source port and destination port)

· SPI

· Destination IP address

· Security protocol, security protocol mode and security protocol parameters

· Algorithms and algorithm parameters

· Keymaterial

The selectors can contain wildcards, ranges or pointvalues, but all the other parameters must be exactly defined. For transport mode all address selectors must be point values and the destination address selector must match the destination IP address of the SA. An IPsec SA is uniquely identified by a destination IP address and SPI pair.
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Figure 9 – IPsec Security Association Elements

Figure 9 shows the different objects and elements involved in instantiating IPsec security associations.The instantiation of security associations is performed by Short Term Key Messages and Long Term Key Messages. Given a STKM, a Short Term Key Delivery Layer extracts the encrypted fields from that message. The Short Term Key Delivery Layer passes these and other relevant fields to the Long Term Key Delivery Layer. For all LTKMs on the device, the Long Term Key Delivery Layer examines if one would be able to decrypt the fields in the STKM. If the Long Term Key Delivery Layer does find a suitable LTKM, then it decrypts these fields using the appropriate rights management system and LTKM. The decrypted fields are provided back to the Short Term Key Delivery Layer which based on the STKM and the decrypted fields instantiates a set of security associations.  If the Long Term Key Delivery Layer does not find a suitable LTKM, then the STKM SHOULD be silently dropped.

Selectors

Selectors are provided by the key delivery protocol. The requirements for the selectors are that the IP addresses are point values and the destination IP address is equal to the destination address in the security association.

Encapsulation Protocol and Mode

If IPsec is used for encryption of broadcast services, the protocol and mode SHALL be ESP in Transport Mode, according to [RFC2401] and [RFC2406]. Other IPsec encapsulation protocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in [RFC2451] and [RFC3602]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in [RFC2104] and [RFC2404]. Other authentication algorithms or truncations SHALL NOT be used.

Support for the authentication algorithm as specified above is MANDATORY for both the terminal and the broadcast system. If no authentication is desired, the NULL authentication algorithm SHALL be specified.  In this case, replay protection SHALL NOT be performed by the terminal.

Note there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating IPsec security parameters e.g. IKE.
SA Management

The Short Term Key Delivery Layer defines how often the TEKs are rekeyed. This sets the following requirements:

· The TEK contained in the STKM SHALL be used as the key for the ESP encryption.

· The TAK contained in the STKM SHALL be used as the key for the ESP message integrity code if authentication is used.

· The IPsec implementation SHALL be able to manage security associations relating to the key stream messages separately from those managed manually or by any other protocol such as IKE. This implies the ability to identify whether an SA is relating to key stream messages.

· The IPsec Security Policy (SP) SHALL be provided by the Service Guide. Security associations relating to STKMs SHALL be prioritized lower than those security associations that have a locally defined policy or a policy that is provided by a trustworthy party.

· Security associations relating to STKMs are simplex and SHALL be applied only to inbound traffic on the recipient side.

· An implementation SHALL be able to keep alive the security associations for at least two crypto periods of the key stream.

The rekeying of existing security associations by the Short Term Key Delivery Layer SHOULD be managed on a resource basis by the IPsec layer according to the following recommendations:

· The IPsec implementation SHOULD be able to keep alive at least the two most recently instantiated IPsec security associations for a specified set of selectors.

· The IPsec implementation SHOULD provide a least-recently-instantiated mechanism for destroying security associations as resources reserved for OMA BCAST IPsec security associations are exhausted.

· The amount of security associations required to exhaust the resources such that the LRU is triggered SHOULD be 3 per SEK per set of IP selectors.
· A receiver SHOULD be able to rekey any security association at least for every 20 received ESP packets without a significant loss in performance. This rekey consists of installing a new security association with a defined set of selectors, and possibly, eliminating an old security assocation with an equal set of selectors. Both security associations must in this case be managed by the Short Term Key Delivery Layer.  Note however, that it is not recommended in a broadcast situation to rekey existing security associations for every 20 seconds, as the amount of traffic one can place in 20 packets varies heavily with the maximum packet size. Also the impact on the receiver in terms of time is hard to estimate, as the timing between packets may be significantly altered in a broadcasting environment. Therefore one SHALL NOT rekey an IPsec SA more often than every two seconds in a broadcast situation. 
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