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1 Reason for Change

The tentatively agreed CR788R01 introduced a list of differences between the DRM Profile and DVB-IPDC 18Crypt.

The list is detailed, and covers practically all the known differences. One difference, however, was accidentaly forgot from the list, and this CR proposes to add it in there.
R01: “ISMACrypt” -> “ISMACryp”
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the addition into the XBS document as introduced in the section 6 of this CR.
6 Detailed Change Proposal

Change 1:  Below is introduced the XBS section 4 (after the agreement of CR788R01), with the proposed modification
7. Introduction

Digital Rights Management [DRM-v2] defines the mechanisms to deliver DRM Content and Rights Objects to a consuming device. In the existing specification suite [DRM-v2], devices are assumed to be capable of two-way interaction with other entities, such as a Rights Issuer. In a typical broadcast environment, this may not be the case and devices may exists that can only receive information broadcast over a shared medium. 

In general the need for adaptations, extensions and guidelines has been identified for the following OMA Digital Rights Management  [DRM-v2] items:

· ROAP Protocol

The ROAP protocol is specified assuming a bi-directional communication mechanism between Device and Rights Issuer. A broadcast (i.e. uni-directional) equivalent for the functionality provided by the ROAP protocol is required. Bandwidth usage is very important in broadcast and protocol messages should be optimised for size. 

· Rights Expression Language

There is a need for additional types of usage that are typical to the broadcast model, e.g. time-shift, record, edit. These may also have non-standard constraints such as impulse-pay-per-view, prepaid.

· Subscription Group Addressing

This is a feature that allows – per instance of content protection – to define the exact group of broadcast receivers that will be capable of accessing the protected content. It is required for fine-grained management of broadcast subscription services.

· Authentication of Broadcast Rights Objects and broadcast content

The bandwidth efficiency requirements of broadcast systems may necessitate a broadcast specific authentication scheme for BCROs and content.

· Broadcast Service Support

· Usage Metering

This specification specifies the mentioned mechanisms. This specification is not stand-alone; it must be interpreted in the context of the existing OMA DRM v2.0 suite of specifications. Its goal is to provide alternative mechanisms for those parts of the standard that do not comply to the specific constraints of broadcast systems: one-way communication and bandwidth efficiency. Next to that, it also defines support for additional broadcast concepts such as ‘broadcast service’, (frequent) re-keying of broadcast content protection and broadcast usage models. 

This specification and the DRM profile related parts of [BCAST10-ServContProt] very closely follow the IPDC over DVB-H 18Crypt profile for service and content protection described in [ETSI 102 474], Annex B. Most, but not all, parts of this specification are identical to their counterparts in [ETSI 102 474], although they appear in different order. In fact, DRM Profile is an extended version of 18Crypt, and 18Crypt is a backwards compatible subset of the DRM profile. 

Technical differences between DVB [ETSI 102 474] and BCAST [BCAST10-ServContProt] [DRM20-Broadcast-Extensions] include, but are not necessarily restricted to, the following: 

· BCRO  format

· BCROs may be signed in BCAST (not so in DVB 18Crypt)

· Subscriber group addressing (two additional addressing modes in BCAST that do not exist in DVB 18Crypt)

· STKM format

·  protection_after_reception (flag is always 0 in DVB 18Crypt)

· traffic_key_lifetime (3 instead of 4 bits in DVB 18Crypt, with MSB always 0)

· next_master_key_index_flag  (field is always 0 in DVB 18Crypt)
· next_master_salt_flag  (field is always 0 in DVB 18Crypt)
· master_salt_flag  (field is always 0 in DVB 18Crypt)
· next_master_key_index (field is not present in DVB 18Crypt)
· master_salt (field is not present in DVB 18Crypt)
· next_master_salt (field is not present in DVB 18Crypt)
· DCF encryption (TKM_ALGO_DCF) (does not exist in DVB 18Crypt)
· Protection signalling in SDP
· Global Status Codes used in Server Side Interfaces and Messages (do not exist in DVB 18Crypt)

· Token delivery response message (may be signed in BCAST, not so in DVB 18Crypt)
· Adapted PDCF file format (does not exist in DVB 18Crypt)
· Traffic authentication for ISMACryp (not used in DVB 18Crypt)
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