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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Charles Lo and Lakshminath Dondeti, QUALCOMM Incorporated, clo@qualcomm.com

	Replaces:
	n/a


1 Reason for Change

	SC-New-0044
	2006.05.05
	N
	4.3.1
	Source: QUALCOMM

From: OMA-BCAST-2006-0397R01

Comment:

The last paragraph should refer to Smartcard-based profile as opposed to GBA mechanisms, since GBA is not (yet) designated for BCMCS in 3GPP2.
Proposed Resolution:
See proposed changes in Doc-398.
	Status: OPEN
(AP:  Qualcomm to provide CR)


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST and DLDRM are requested to adopt this CR into the SPCP specification.
6 Detailed Change Proposal

Change 1:
Correction to last bullet point of Section 4.3.1
4.3.1 Streaming Using Service Protection

For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied:

· as part of standard IPsec security associations (SAs), or 
· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs.
Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions.  When delivering Long Term Key messages over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of Rights Objects are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering Rights Objects to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire Rights Objects for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.
· Using Smartcard Profile based mechanisms. An overview of Smartcard Profile operation is given in Section ‎6.












�Old section 5.3.1
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