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1 Reason for Change

Resolve Action Item 198 to fulfil consistency review comment SC-New-0002, for which not only introduction text was needed but also a restructuring of the related sections.
Furthermore, the change requests will editorially correct some more text in the related sections.

	2006.04.06
	N
	5,6,7
	Source: Siemens

From : BCAST/DLDRM email reflector (Anja Jerichow)

Comment:

There are two sub-sections labelled as Layer 4.

Proposed Resolution:

Just keep Layer 4 as one section, which has two sub-sections (streaming/dl)
	Status : Tentatively Closed – Editorial Comment.

Action item for Anja (Siemens) to provide introduction text to the joint section.


Note to editor, highlighted chapter references are added manually or need to be adopted.
R01 
· considering the proposed changes in CR694 to combine section 6 and 7 to one section about the Smartcard Profile – see change 6 and 7. 
· Changes made in change 8 and 9 are incorporated in change 6 and  7 referring to section 6 (Smartcard Profile) of the SPCP spec.
· adding “key management” to section 5.1 as DRM Profile addresses also key management
· addressing R&A comments from Ericcson
1. I wonder whetehr the renaming of the key hierarchy to "4-layer model key hierarchy" is necessary - this requires major editorial changes in most spec. 
answer: in SPCP “4-layer model” or “… key hierarchy” it is used in this way now, please discuss for the other specs
2. "UE" is not a BCAST term. 
answer: editorial - changed to BCAST terminal
3. Section 6.6.1.1. mentions IPSec, which is not used for Smartcard profile. 
answer: added TBC
4. We use the abbreviation "SG" not "ESG" for Service Guide. 
answer: editorial - done
5. In all cases, (U)SIM-based Terminals are forced to request a new SEK/PEK for every access to content." is not right in the case no rendering has taken place yet. Requesting new LTKM is only necessary if received LTKM is not valid anymore.
answer: as all comments before this is not a Siemens comments – please discuss with editor/submitter
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to apply the suggested changes into the affected BCAST TS.
6 Detailed Change Proposal

Change 1:  Section 4.5.2.1 Smartcard Profile using a pure cellular based BDS – last paragraph/bullet uses the term “Protected Content” which is not defined in the definition section
· Access to protected content: This corresponds to layer 4 of the BCAST 4-layer key hierarchy model. The cellular based BDS delivers a Service, e.g.: a file download or streaming session, which may be transmitted over the cellular network in unicast, multicast or broadcast mode.

Change 2:  Section 4.5.2.2. Smartcard Profile using a broadcast BDS and cellular interactive channel – last paragraph/bullet uses the term “Protected Content” which is not defined in the definition section

· Access to protected content: As for cellular BDS above BUT available over the broadcast BDS (e.g. DVB-H).
Change 3:  Section 5: DRM Profile -- Change 5.1 (introduction of Section 5) according to the re-structuring of Section 5.6 and 5.7, which should both point to Layer 4 issues
5.1
Introduction
OMA BCAST DRM Profile uses OMA DRMv2.0 specified solutions [DRMDRM-v2.0] for the registrations, key management and  rights management over the interactive channel and specifies a set of protocols for use in broadcast [XBS DRM extensions-v1.0] and out-of-band channels. 

The following sections describe the 4 layers of the 4-layer model key hierarchy, as well as key provisioning required to access the first layer for DRM profile. 
Section xxx briefly describes the key provisioning. Section 0 describes registration. Section Error! Reference source not found. describes the LTKM message structure, while Section Error! Reference source not found. describes that of the STKM. Section Error! Reference source not found. describes how to protect data in case of streaming and file delivery respectively for both service and content protection. Recording aspects are described in Section Error! Reference source not found., while SG signalling is explained in Section Error! Reference source not found..
Change 4:  Minor changes and comments to subsection 5.2. and 5.3.1.1

5.2
Key Provisioning

The OMA DRM Profile uses PKI-based mechanisms. Access to the registration layer (Layer 1) is implemented using a device key (or public/private key pair) that is stored in the mobile device. 
How the device key is provisioned is out of scope for this specification.
5.3
Layer 1: Registration
The device must first register with the Rights Issuer to receive protected broadcast service.  Registration can be performed either via an interaction or broadcast channel.  In the case that an interaction channel is used, the registration protocol is as defined in OMA DRMv2.0 [DRMDRM-v2.0] and right encryption keys (used to protect Layer 2 RO) are delivered protected with the public key of the device. For the devices that do not support an interaction channel, an alternative process for the registration is defined in [XBS DRM extension-v1.0] and a set of keys (used to protect Layer 2 BCRO) are delivered over the broadcast channel protected with the public key of the device.

7.1 OMA DRM profile supports a notion of broadcast domain to facilitate sharing of content and services among the registered terminals.
5.3.1
Definition of Broadcast Domains

7.1.1 There are two types of broadcast domains as described below:
5.3.1.1
Service Domain

Service domain is a broadcast domain which is a collection of terminals that subscribe to a service or a service bundle having multiple services.  It also includes a mechanism to implement subscriber group management, which is defined in [OMA-TS-DRM-XBS], and Domain Management, which is defined in [DRMDRM-v2.0].  Terminals in the service domains share a common group key, which is called service domain key
. One or more Service Encryption Keys (SEK) or Program Encryption Keys (PEK) then would be encrypted using this service domain key
.

Change 5:  Use one subsection for Layer 4 in Section 5, introduction included, text moved into subsections
5.6 Layer 4: Protection of data
5.6.1 Streaming session

5.6.1.1 Service protection of streams

5.6.1.2 Content protection of streams

5.6.2
File delivery
5.6.2.1 Service protection of files

5.6.2.2 Content protection of files
5.6
Layer 4: Protection of data
Layer 4 corresponds to the BCAST 4-layer key hierarchy model and describes how to protect data. The services considered for the cellular based BDS delivery are streaming sessions and file downloads, for which service and content protection is described in the following sections.
5.6.1
Streaming session
5.6.1.1 Service protection of streams

Broadcast streams that are signalled as having service protection are securely delivered to authorized users. The service protection mechanism protects streams only at the delivery time. The streamed content after the removal of service protection can be stored in clear if post delivery content protection is not signalled.

For DRM profile, Layer 4 protection is provided through encryption. The encryption mechanisms are described in Section Error! Reference source not found. of this document.

5.6.1.2 Content protection of streams

Broadcast streams that are signalled (through protectionType value in Service Guide and protection after reception value in STKM) as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via Rights Issuer.

For terminals using the DRM profile, the appropriate key material can be requested based on the Program or Service ID.

As the content encryption key provides access to recorded content stored in the terminal, preventing unauthorized access to content encryption key is extremely important. However, the exact storage and handling of content encryption key in the device is specific to an implementation.




5.6.2
File delivery
5.6.2.1 Service protection of files

The encryption protocols are described in Section Error! Reference source not found. of this document.
5.6.2.2 Content protection of files

When using the DRM profile, Content Protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].

For audio or video content either the PDCF or the DCF formats SHALL be used.

Change 6:  Section 6: Smartcard Profile using (U)SIM -- Change 6.1 (introduction  of Section 6) according to the re-structuring of Section 6.6 and 6.7, which should both point to Layer 4 issues

6.1
Introduction

OMA BCAST Smartcard Profile using USIM or(R-)UIM uses the key management defined by 3GPP MBMS [3GPP TS 33.246] or 3GPP2 BCMCS 3GPP2-xxx. The solution requires an interactive channel to obtain key material.

The following sections describe the 4 layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

7.2 Section Error! Reference source not found. briefly describes the key provisioning. Section Error! Reference source not found. describes registration. Section Error! Reference source not found. details the LTKM structure of the MIKEY message while Section Error! Reference source not found. describes that of the STKM.  Section 6.6 describes how to protect content in case of streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section Error! Reference source not found. while SG signalling is explained in Section Error! Reference source not found..
Change 7:  Use one Layer subsection for Layer 4 in Section 6, combine 6.6. and 6.7: introduction included, text moved in subsections
Change 8:  6.6 Layer 4: Protection of data

Change 9:  6.6.1 Streaming session

Change 10:  6.6.1.1 Service protection of streams

Change 11:  6.6.1.2 Content protection of streams

Change 12:  6.6.1.3 Rights Management using the Smartcard Profile for content protection of streams
Change 13:  6.6.2 File Delivery
Change 14:  6.6.2.1 Service protection of download data using DCF
Change 15:  6.6.2.2 Content Protection of Download Data using DCF for Smartcard Profile

6.6
Layer 4: Protection of data
Layer 4 corresponds to the BCAST 4-layer key hierarchy model. The protection of data in case of streaming and file delivery respectively for both service and content protection is described for the OMA BCAST Smartcard Profile using USIM or (R-)UIM. 
6.6.1
Streaming session
6.6.1.1 Service protection of streams

Broadcast streams that are signalled as having service protection by the SG via the protection_after_reception flag are encrypted by TEKs using IPsec TBC, SRTP or ISMACryp.

How to obtain the relevant information from the SG to request the appropriate SEK or PEK (used for TEK protection) to access with the TEK the protected stream is explained in Section Error! Reference source not found..
6.6.1.2 Content protection of streams

Broadcast streams that are signalled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Rights Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / smartcard, the BCAST terminal SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by an associated LTKM EXT payload (see Section 6.3.X). If no LTKM EXT payload is present the SEK/PEK SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. 
As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication to the smartcard.

For smartcard profiles based on MBMS the smartcard-terminal interface SHALL respect [ETSI TS 102.484] and [3GPP TS 33.110].

6.6.1.3 
Rights Management using the Smartcard Profile
 for content protection of streams

If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right, no rights exist for content as per DRM. However, in case of MBMS, the server-side implementation can allow e.g. unlimited access to keys for a given time period or for a given number of times. In all cases, USIM-based Terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_ext value. (e.g. SEK/PEK Pay per Time, User Pay per View,..)
If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM message. For the Smartcard profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard-server authentication (Section Error! Reference source not found.), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1. Identify the Rights Issuer URI and Key ID

2. Initiate mutual terminal-server authentication (see Section Error! Reference source not found.)

3. Initiate mutual smartcard-server authentication (see Section Error! Reference source not found.)

4. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section Error! Reference source not found.)

5. Request the appropriate SEK or PEK (see Section Error! Reference source not found.)


6.6.2
File Delivery
6.6.2.1 Service protection of download data using DCF

This section contains material from MBMS text in [3GPP TS 33.246].  . The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type and DCF may be used with either GBA or DRM based solutions.

Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or smartcard.

NOTE: If the OMA DRM V2.0 DCF [DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect BCAST download data.  BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

The correct TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the ContentID field in the Common Headers Box as follows:

bcast-key://<key_id>

For the DRM profile key_id takes its value as follows:

· If SEK is used for protecting STKMs, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || key_identifier). 

· If PEK is used in protectig STKMs and the PEK is not protected by an SEK, key_id is defined as the base64 encoded concatenation (program_CID_extension || ";" || key_identifier).

· If PEK is used in protecting STKMs and the PEK is protected by an SEK, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || key_identifier).

For the smartcard profile key_id takes its values as follows:

· Key_id is defined as the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID). 

In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

The OMA BCAST DCF format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.

Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

In order to ensure key material can be acquired:

· When providing service to terminals with USIM the RightsIssuerURL SHALL reference an MBMS Service Protection Description

· [TBD for R-UIM]


6.6.2.2 Content Protection of Download Data using DCF for Smartcard Profile

The DCF format defined in Section 0 above can also be used for content protection for the Smartcard Profile. This is identified by the protection_after_reception value in the STKM message.

Keys can be acquired by using the RightsIssuerURL as defined above and by using standard key acquisition mechanisms for the Smartcard Profile.
OMA DRM v2.0 is an option for download content protection together with Smartcard Profile.
Change 16:  Section 7: Smartcard Profile using (R-)UIM – Adding introduction of Section 7.1 according to the re-structuring of Section 7.6 and 7.7, which should both point to Layer 4 issues  ( deleted in R01







Change 17:  Use one Layer subsection for Layer 4 in Section 7, introduction included, text moved in subsections ( deleted in R01























�old section 8.1


�Old section 8.1.1


�is the service domain key further used, should it be part of the definition section and formalized as SDK?


�see comment above


�Alternative headline could be: “How to access protected content” or “Handling protected content"


�Deleted section from old section 7.2.2


�Old section 7.2.2.1


�Old section 7.2.1


�Old section 7.2.3


�Old section 7.2.3.1


�Section was the only subsection of service protection of files. I would suggest to add it as section equally to the others, i.e. using format “Heading 4” and give a more detailed headline


�Old section 7.1.2


�crossed text in the original document has been removed for clarity


�R-UIM should be deleted, text above somehow inconsistent: in order to insure WHAT?


�Old section 7.1.4


�add reference to 3GPP2 spec
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