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1 Reason for Change

This CR merges 0751R02 (Orange) and CR 862R01 (Vodafone) as agreed in the DLDRM meeting in Athens, Oct 06.

Service Guide Linkage

Several comments have been made about SG, Services and SPCP link not being clear. Also, service provisioning messages have been recently finalised. The link between SG and SPCP has been made clearer in SG spec, this CR does the same in the SPCP spec for the (U)SIM Smartcard Profile, correcting / clarifying existing text.
Group expertise is sought to ensure correct identifiers are used as these may have changed during consistency review (SG fields).

R01 Purchase Item and Purchase Data fragment names have no spaces. Added clarifying text on fragments in section 6.8. 
R02: clarifications on the use of the PurchaseChannel. Also incorporation of the Web portal mode using portalURL in PurchaseChannel.

Note that current belief is now that GlobalPurchaseItemID should be used.
Note that the web portal mode is related to document 834 http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/2006/OMA-BCAST-2006-0834-CR_WebShop.zip
SmartcardProfileTrigger is described in CR 834.
Updated key provisioning, Layer 1 and Layer 2 descriptions: 
Provided text on key provisioning to cover (U)SIM and (R-)UIM variants of the Smartcard profile. Note: 3GPP2 reference and key name (SK) need to be confirmed.

Clarified that Layer 1 is about the use of GBA to establish shared secret keys between the BSM and the terminal for USIM Smartcard profile. Note: Text for (R-)UIM Profile still needs to be completed. 
For completeness added definition of new key – Subscriber Request Key – to correspond to the MBMS Registration Key. This key is only relevant in this section. Also added references to the 3GPP specs.   
Removed the text on alternative GBA scenarios if BSF key material is/isn’t established as to be complete more senarios/explanation needed to be included and it was thought preferable simply to rely on the existing refernce to the relevant section in 3GPP TS 33.246.
Clarified that Layer 2 is about the delivery of LTKMs from the BSM to the terminal and provide explanation of different scenarios.

Updated terminology (BCAST NAF/NAF / server -> BSM, UE -> terminal, MSK -> SEK/PEK etc.) 
Righs management for the Smartcard profile

Added some text describing use of LTKM EXT

Note: All changes based on Interim Draft CR 805R02
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  Changes made to sections 6.1, 6.2, 6.3 and 6.4
6.1 Introduction

OMA BCAST Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.

The following sections describe the 4-layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section 6.2 briefly describes key provisioning. Section 6.3 describes registration. Section 6.4 details the structure and delivery of the LTKM while section 6.5 describes that of the STKM.  Section 6.6 and section 6.7 describe streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section 6.8 while ESG signalling is explained in Section 6.9. Editor please insert dynamic links for these section references
6. 
6.2 Key Provisioning

The Smartcard Profile uses a pre-provisioned secret key - the “SmartCard Key” (SCK) - stored on the smartcard to establish the shared layer 1 keys between the BSM and the terminal, as described in section 6.2. The SCK corresponds to the authentication key “K” stored on 3GPP compliant USIMs [3GPP TS 31.102], to the authentication key “Ki” on 3GPP compliant SIMs [3GPP TS 11.11] and the key “SK” on 3GPP2 compliant (R-)UIMs [3GPP2 TS XXX].  

How the SCK is provisioned is out of scope of this specification.


6.3 Layer 1: Registration




This layer enables the establishment of two shared keys to secure communiction between the BSM and the terminal: The Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the terminal, and the Subscriber Request Key (SRK), which used to secure communication between the terminal and the BSM. The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK), where the MBMS keys are as defined in [3GPP TS 33.246]. 
The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are established by running the GBA bootstrap procedure, as defined in section 6.1 "Using GBA for MBMS" of [3GPP TS 33.246].  The realtionship of the BSM to the GBA NAF and BSF elements is described in section 4.5.2 Editor please insert dynamic link (TBC – dependent on CR 0955).  
The (R-)UIM Smartcard profile TBC.

· 
· 


· 
· 


6.4 
Layer 2: Long Term Key Message - LTKM

This layer corresponds to the LTKM delivery layer. 
Once the terminal has obtained the relevant information regarding the required service from the Service Guide, the terminal SHALL register for the services to which it is subscribed. 
To register for a BCAST service the terminal sends a “Service Request” message to the BSM. The “Service Request” message is defined in [BCAST10-Services] and SHALL correspond to the MBMS User Service Registration Request as defined in section 11.4.1 of [3GPP TS 26.346]. The message SHALL therefore include: 

· Indication that the UE requests to register to the MBMS User Service;

· One or more MBMS User Service ID(s). Each MBMS User Service ID SHALL correspond to the concatenation of GlobalPurchaseItemID (found in the PurchaseItem fragment of the Service Guide) and the PurchaseDataID
 (found in the PurchaseData fragment of the Service Guide). See [BCAST10-SG] for further information on the Service Guide.
Note: Need to confirm whether URI concatenation requires a separator
The BSM SHALL ensure that the “Service Request” message sent by the terminal is authenticated by following the procedure defined in section 6.3.2.1A of [3GPP TS 33.246], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, LTKMs SHALL be delivered to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246]. This provides support for the scenarios described below:
· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.
· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage, using the "Token/LTKM Purchase Request" as defined in [BCAST10-Services]. The "Token/LTKM Purchase Request" SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]. The requested key identifier is the SEK/PEK ID, which corresponds to the MBMS MSK Identifier. 
· The BSM MAY trigger the terminal to request the current SEK/PEK for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Service Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 
· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Service Request”  message.  

The authentication of the “Service Request” and "Token/LTKM Purchase Request" SHALL be ensured via HTTP DIGEST (cf. RFC 2617) as described in section 6.2.1.3 of [3GPP TS 33.246]. If the message is successfully authenticated the request SHALL be acknowledged using an HTTP 200 OK message. The BSM SHALL determine whether the terminal is authorised to receive the keys associated to the “Service Request” or "Token/LTKM Purchase Request", e.g. if the user has purchased the associated viewing rights. 






· 
· 








The Figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload. This is the "Token/LTKM Purchase Response" message in BCAST (see [BCAST10-Services]).
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Figure 1 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. For use of brackets, cf. section 1.3 of RFC 3830 (MIKEY)

For the Smartcard Profile, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 1: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.

The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:

	Key Domain ID

	Key Type ID sub-payload (MSKID)


Figure 2 – MBMS Extension Payload used with MIKEY MSK Message

The BCAST Extension, defined in section 6.4.3 Editor please insert dynamic link, can be used to provide "pay per time" and "pay per view" features, which are currently not supported by MBMS.


Change 2:  Changes made to section 6.6.2.1
6.6.2.1 Rights Management using the Smartcard Profile

If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right, however, this functionality can be used by the BSM to enable more complex rights constraints and usage e.g. unlimited access to rights (SEK/PEK) for a given time period or for a given number of times. In all cases, where the OMA BCAST LTKM EXT is not present, Smartcard profile terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_ext value. (e.g. SEK/PEK Pay per Time, User Pay per View,..)

Alternatively, the BCAST MIKEY LTKM extensions allow more extended rights to be provided, such as PPV or PPT, as explained in the LTKM section 6.4.3 Editior please insert dynamic link. In order to request the tokens and / or rights required to provide PPT and PPV functionality,
 the "Token/LTKM Purchase Request" message defined in BCAST in [BCAST10-Services] SHALL be used. The "Token/LTKM Purchase Response" corresponds to the LTKM delivery. Note that this type of LTKM has to be understood by the smartcard.

If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM message. For the Smartcard profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard-BSM authentication (Section 13 Editor please insert dynamic link), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

1. Identify the Rights Issuer URI and Key ID

2. Initiate mutual terminal-BSM authentication (see Section 6.3)

3. Initiate mutual smartcard-BSM authentication (see Section 13 Editor please insert dynamic link)

4. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section 13 Editor please insert dynamic link)

5. Request the appropriate SEK or PEK using the "Token/LTKM Purchase Request" message in [BCAST10-Services] (see Section 6.4). The requested key identifier is the SEK / PEK ID or MSK Identifier  i.e. Key Domain ID || MSK ID (3+4=7 bytes).
Change 3:  Changes made to sections 6.8 and 6.9
6.8 Recording

6.8.1.1 Content Protection of recorded material using the USIM

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM key track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.  The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.  The description below mentions only GBA_U, but GBA_ME can be used also for Content Protection of recorded material using the USIM.

6. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI TS 102.484] and [3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step ‎6
7. If the TEK is returned then decrypt the encrypted content

8. Repeat ‎1 to ‎2 until the end of the file or until the TEK is not returned (this is indicated by a failure message sent by the USIM)

9. If the TEK is not returned then go to ‎5.

10. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the BSM for the service and the MBMS User Service ID (this is the GlobalPurchaseItemID || PurchaseDataID) and KeyDomainID.

11. Identify the SEK/PEK from the recorded MIKEY key track

12. Identify the Timestamp field (TS) from the current MIKEY message in the key track

13. Identify the Timestamp (TS) from the last MIKEY message in the key track

14. Mutually authenticate with the Rights Issuer (BSM) and establish an HTTPS tunnel as described in section TBD
15. Request the SEK/PEK from the BSM, concatenating KeyDomainID, SEK/PEK ID, TS lower limit and TS upper limit. The concatenation of TS lower limit and TS upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details). Alternatively, use the full "Token/LTKM Purchase Request" message defined by BCAST in [BCAST10-Services] for token and / or PPV / PPT rights request.
16. Receive the LTKM with the requested SEK/PEK from the MBMS NAF Server

17. Read the first STKM from the key track and send it to the (U)SIM if using GBA_U.

18. Receive the TEK and decrypt the encrypted content

19. Read the next MIKEY message from the key track and send it to the USIM if using GBA_U

20. Receive the TEK and decrypt the encrypted content

21. Repeat ‎14 to ‎15 until the end of the file

The following must be noted when using the above mechanism:

· The SEK/PEK request in step ‎10 above is specific to a BCAST client and can only be understood by a BCAST BSM. Hence the Service Provider must ensure the RightsIssuerURL allows the BSM to know the request is from a BCAST client. The "Token/LTKM Purchase Request" message used to request an LTKM containing tokens and / or PPV / PPT rights has to be understood by the smartcard.
· The MBMS replay protection mechanisms mean any "rewind" forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.

· The OMA General Extension and the new (U)SIM security policies permit  to authorize replay content according the security policy associated to the SEK/PEK.

· The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the program defined by the TEK ID.

· The Rights Issuer (BSM) must keep a history of SEK/PEKs.

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure TEKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional.

The above mechanisms SHOULD be respected for terminals using content protection with the (U)SIM smartcard profile (see Section ‎8).

6.9 Service Guide Signalling (Description of Service Access)

The Service Guide (SG) provided by OMA BCAST provides information regarding available services and allows a user to subscribe to or acquire purchase items. For example, information regarding available services is delivered via the Service fragments, and information regarding available purchase items is delivered via the PurchaseItem fragments and PurchaseData fragments. Each fragment contains its own unique identifier. GlobalPurchaseItemID is defined in the PurchaseItem fragment and PurchaseDataID is defined in the PurchaseData fragment. The concatenation of GlobalPurchaseItemID and PurchaseDataID results in a parameter equivalent to the MBMS User Service ID defined in MBMS and used for MBMS User Service Registration, as explained above.
The Access fragments contain information on how to access a particular service. It contains information such as the bearer, the RightsIssuerURI and a reference to the relevant Session Description. This can point to an actual SDP file specified as a MBMS User Service Description (MBMS USD) in the 3GPP specification.

The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM profile or the smartcard profile. In the case of the smartcard profile using GBA two possible entry points exist:

· via the MBMS USD (section ‎6.9.1) or 

· via the combination of RightsIssuerURI and Service Protection Description file (section ‎6.9.2).

The PurchaseChannel fragment can be linked to a PurchaseItem fragment to provide further information via the PortalURL or indicate to the terminal that it must contact the PortalURL for any subscription (see section 6.9.3 below), rather than send a Service Request directly to the RightsIssuerURI. 
6.9.1 MBMS USD used as entry point

If the MBMS USD is used, it contains the relevant MBMS service information that can be used by the terminal to register to a MBMS User Service as defined in [TS 33.246]. For convenience these steps are summarised below. During the MBMS announcement procedure, the terminal receives the full domain name of the BM-SC(NAF) from which it can deduce the IP address to which the registration messages and MSK request messages are to be sent.

The terminal sends a registration request for the MBMS User Service, using the HTTP POST message, to the BM-SC. This corresponds to the BCAST "Service Request" message. The following information shall be included in the HTTP message.

· Indication that the UE requests to register to the MBMS User Service;

· One or more MBMS User Service ID(s), where each MBMS User Service ID corresponds to a concatenation of GlobalPurchaseItemID and PurchaseDataID.

In this situation the RightsIssuerURI contained in the Access fragment and the ServiceBaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 8: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Reference Type
	MBMS USD.

	RightsIssuerURI
	Not used / ignored.

MBMS USD contains a Service Protection Description.

	ServiceBaseCID
	Not used / ignored as applies to DRM Profile only.

Provided in the MBMS USD (via the UserServiceDescription service ID = MBMS User Service ID). Equivalent information is provided in the PurchaseItem and PurchaseData fragments.


6.9.2 Session Description used as entry point

In this scenario the Session Description provided with the Access fragment contains both an SDP and an MBMS Service Protection Description auxiliary fragment. The BCAST Service Guide provides the GlobalPurchaseItemID and PurchaseDataID used to create the MBMS User Service ID.
The SDP file provides information on the data and key streams. This would typically be the case for a non-MBMS bearer used to deliver the data, with the MBMS network providing Service Keys. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.

The information on service protection SHALL be identified by RightsIssuerURI and SHALL be formatted as an MBMS Service Protection Description ([3GPP TS 26.346] section 11.3).

The Service Protection Description SHALL be delivered as an AuxiliaryDescription fragment inside the Session Description along-side the Access fragment. For each instance of a Key Management System in an Access fragment, the RightsIssuerURI SHALL identify and match one of the Session Description Reference URIs provided in the same Access fragment.

Registration to the service is achieved by sending the "Service Request" message as explained above in Section 6.7.1
The relevant parameters are summarised in the table below.

Table 9:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description Reference Type
	SDP.

	RightsIssuerURI
	Used to reference an MBMS Service Protection Description carried along with the Access fragment.

	ServiceBaseCID
	Not used / ignored as applies to DRM Profile only. 

Equivalent information is provided in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-SG]...


TBD
6.9.3 Web Portal used as entry point
While the Service Guide can provide all the information to obtain information on available services as well as information relating to acquisition of LTKMs, as explained above, another possibility for terminals having access to an interaction channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragment linked to a PurchaseItem indicates that the PortalURL should be contacted to obtain further information and subscribe to services, the terminal contacts the PortalURL. Furthermore, it can send the GlobalPurchaseItemID to indicate to the portal the PurchaseItem of interest.
Once the user has subscribed to a service via the portal, two scenarios are possible: 
1 The server is unable to identify whether or not the Terminal has a valid SMK. In this case, the server sends the Terminal a trigger as indicated in section 5.1.X of [BCAST10-Services].
2 The server is able to identify whether or not the Terminal has a valid SMK (note that how this may be achieved is out of scope of this specification). If it has, it can send it LTKMs directly. If it doesn't, it can send the Terminal a trigger as indicated in section 5.1.X of [BCAST10-Services].

If a trigger is sent to the Terminal, this allows it to send a BCAST "Service Request" message to the BSM. The BSM is indicated in the SmartcarProfileTrigger and corresponds to the rightsIssuerURI attribute. It should be consistent with the RightsIssuerURI present in the PurchaseChannel fragment if this is present. 
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