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	SPCP
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	Replaces:
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1 Reason for Change

	SC-New-0211
	2006.05.11
	N
	B.2
	Source: Orange

From: OMA-BCAST-2006-0473

Comment:
Item 12 streams binding is shown as optional. Why?
	Status: OPEN
Action Item for David (Orange) to provide CR to tentatively close the comment.


NO notation only adopted for SG, meaning has changed.

NOTE SCR table section numbers seem not to have been updated in interim draft 8005R03!
R01 updated to add appropriate normative text to point to tables
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Note to editor: this is based on interim draft 805R03
11.1.2 Short-Term Key Message Streams (STKM)

This Section gives descriptions of short-term key message (STKM) streams using SDP.

11.1.2.1 Description

To support efficient STKM carriage, each STKM Stream is carried in its own UDP stream. The mime type bcast-stkm is defined to signal a STKM Stream.

The location of a STKM stream is signaled within the SDP file used to describe the delivery parameters for a given service. The SDP file describing the service typically contains a media announcement entry for the Video and one for the Audio.  In addition, to signal the associated STKM streams, one or two additional stream announcements are added.

A STKM stream is signaled in the following way:

m=data <port> UDP bcast-stkm.

MIME type parameters aresignaled in the “fmtp:” line. MIME type parameters for STKM as defined in Table 21 SHALL be supported. 
Table 21: Parameters of the mime type bcast-stkm

	Parameter
	Terminal support
	Server support
	Purpose

	streamid
	Mandatory
	Mandatory
	See Table 16

	kmstype
	Mandatory
	Mandatory
	See Table 16

	serviceprovider
	Mandatory
	Mandatory
	See Table 16



11.1.2.2 SDP example for Short –Term Key Message Streams

This Section gives an example of SDP descriptions of short term key streams:

m=data 49230 UDP bcast-stkm

c= IP4 224.2.17.12/127

a=fmtp:bcast streamid=10; serviceprovider=DiscountBcast;kmstype=oma-bcast-drm-pki
11.1.3 Short-Term Key Message (STKM) Streams Binding

The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. An encrypted media stream must refer to one (in case only DRM or Smartcard profile is used) or two STKM streams (one for DRM profile and one for Smartcard profile), each providing a secure delivery of the same Traffic Encryption Keys (TEKs) by a particular profile. Furthermore, there can be more than one STKM stream for a given profiles if there are more than one service provider.
AES in counter mode requires that the same key stream is never reused.  In the case that the same STKM stream is shared among several media streams – a distinct IV must be provided for each such media stream.  This is already the case for SRTP-based encryption (where each IV is based on the SSRC value in the RTP header).  

In the case of IPsec, only AES in CBC mode is currently supported.  

In the case of ISMACryp the effective IV value is based on the salting key k_s that can be made different for each media stream.  To ensure that ISMACryp can safely allow sharing of the same STKM stream between multiple media streams, each such media stream MUST have a unique salting key k_s specified in the SDP file.
Example:

A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM profile) STKM stream and one for KMS#2 (supporting smartcard profile) STKM stream.

This way, the terminal will only listen to and process the STKM stream coming on the relevant IP connection. SDP [RFC3237] isused to describe the STKM stream(s) associated with each media stream. The following attribute is defined for mapping STKM streams to media streams in the SDP:
MIME type parameters are signalled in the “fmtp:” line. MIME type parameter stkmstream as defined in Table 22 SHALL be supported:

Table 22: Definition of stkm stream attribute

	Attribute
	Terminal support
	Server support
	Type
	Purpose

	stkmstream
	Mandatory
	Mandatory
	Stream Reference
	streamid ( id of the stkm stream) indicating which STKM stream applies to this media stream .


The attribute can be at session level, in which case it applies to all media streams, or the attribute can be at media level, in which case it only applies to the specified media and would overwrite possible session level attribute.

Each session or media stream can have multiple stkmstream attributes. Using this attribute the terminal can lookup the corresponding STKM stream announcements and figure out which one to listen to and process.  We note that this attribute is optional and hence would not be there for unencrypted media streams.

11.1.3.1 STKM Streams Binding Example

Below is an example where two STKM streams (10 and 11) are associated on session level with the media streams, however two other STKM streams (13 and 14) are associated to a second audio track. The stkmstream attribute on media level overwrites the stkmstream attribute on session level for that particular media stream. In this example, to decrypt the Spanish audio track, STKM stream 13 or 14 can be used.

v=0

o=BCAST 2890844526 2890842807 IN IP4 126.16.64.4

s=A protected Bcast stream

c=IN IP4 224.2.17.12/127

t=2873397496 2873404696

a=recvonly

a=stkmstream:10

a=stkmstream:11

m=audio 49170 RTP/AVP 0 

a=lang:en

/* English Language audio track can be decrypted using STKM streams in SDP file with streamid 10 or 11*/

m=audio 52002 RTP/AVP 0

a=lang:ES

a=stkmstream:13

a=stkmstream:14

/* Spanish Language audio track can be decrypted using STKM streams in SDP file with streamid 13 or 14 */
In the case of English language audio track, this signaling announces that to gain access to the English audio stream, the terminal may use either the STKM message with streamid=10, or the one with streamid=11. The terminals can then lookup in the same SDP file for both two STKM streams (identified by their streamid), and to identify the KMS and the operator each is associated with. Similarly Spanish language audio track can be decrypted using STKM streams with id 13 or 14 in the same SDP file. Then, on the basis of this information and depending on which KMS it is supporting, the terminal can decide which stream it needs to listen to in order to get the short-term key message (STKM) stream it requires.

11.1.4 Long-Term Key management Message (LTKM) Stream

This Section describes the description of LTKM stream using SDP.

11.1.4.1 Description
The mime type for long-term key management message (ltkm) streams (e.g. stream carrying rights objects/entitlements) is data/bcast-ltkm.

A key management message stream is signaled in the following way:

m=data <port> UDP bcast-ltkm.

The actual format of the key management message stream is given by the kmstype in the ‘a=fmtp:bcast-ltkm’ line. Every a=fmtp line may contain a parameter streamid which identifies the particular LTKM stream.
MIME type parameters are signalled in the “fmtp:” line. MIME type parameters for LTKM as defined in Table 23 SHALL be supported:
Table 23: Parameters of the mime type bcast-ltkm

	Parameter
	Terminal support
	Server support
	Purpose

	streamid
	Mandatory
	Mandatory
	See Table 16

	kmstype
	Mandatory
	Mandatory
	See Table 16

	serviceprovider
	Mandatory
	Mandatory
	See Table 16


Change 1:  Update SCR tables

Appendix B. Static Conformance Requirements
(Normative)

Note to editor: section numbering seems wrong as stream binding is in section 11.x and not 10.x – check all SCR tables!
The notation used in this appendix is specified in [IOPPROC].

a. SCR for Clients

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ContentLayer-C-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-C-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-C-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-C-004
	STKM for SIM/UIM Terminal
	‎6.5
	M
	

	BCAST-STKM_IM-C-005
	STKM for SIM/UIM Terminal-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-USIM_Binding-C-006
	Binding of STKM to (U)SIM Terminal
	‎12
	M
	

	BCAST-RUIM_Binding-C-007
	Binding of STKM to (R‑)UIM Terminal
	‎12
	O
	

	BCAST-STKM_NoIM-C-008
	STKM for Terminal with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-C-009 AND BCAST-STKM_NoIM-C-0010

	BCAST-STKM_NoIM-C-009
	STKM for Terminal with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-C-0010
	STKM for Terminal with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-C-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-C-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	M
	

	BCAST-LTKM_IM-C-0013
	LTKM for SIM/UIM Terminal
	‎6.4
	M
	

	BCAST-LTKM_IM-C-0014
	LTKM for SIM/UIM Terminal – DRM Profile
	‎5.4.3
	O
	

	BCAST-LTKM_NoIM-C-0015
	LTKM for Terminal with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-C-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-C-0017
	Key Management for SIM/UIM Terminal
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-C-0018
	Key Management for SIM/UIM Terminal – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementUSIM-C-0019
	Service Access for (U)SIM Terminal
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-C-0020
	Service Access for (R‑)UIM Terminal
	‎7
	M
	

	BCAST-KeyManagementNoIM-C-0021
	Key Management for Terminal with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-C-0022

	BCAST-KeyManagementNoIM-C-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-RecordingStream-C-0023
	Recording of Service Protected Streams
	‎8.1
	O
	

	BCAST-CPFilesNoIM-C-0024
	Content Protection for Broadcast Files in Terminal with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-C-0025
	Content Protection for RTP in Terminal with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CPFilesUSIM-C-0026
	Content Protection for Broadcast Files in (U)SIM Terminal
	‎6.7.2
	O
	BCAST-ClientID-C-0037

	BCAST-CP_RTP_USIM-C-0027
	Content Protection for RTP in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ContentProtectionForm-C-0034 AND BCAST-ClientID-C-0037

	BCAST-CP_Recorded_USIM-C-0028
	Content Protection for Recorded Material in (U)SIM Terminal
	‎6.8.1
	O
	BCAST-ClientID-C-0037

	BCAST-CP_Stream_USIM-C-0029
	Content Protection for Broadcast Streams in (U)SIM Terminal
	‎6.6.2
	O
	BCAST-ClientID-C-0037

	BCAST-CPFilesRUIM-C-0030
	Content Protection for Broadcast Files in (R‑)UIM Terminal
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-C-0031
	Content Protection for RTP in (R‑)UIM Terminal
	‎7.6.2
	O
	BCAST-ContentProtectionForm-C-0034

	BCAST-CP_Recorded_RUIM-C-0032
	Content Protection for Recorded Material in (R‑)UIM Terminal
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-C-0033
	Content Protection for Broadcast Streams in (R‑)UIM Terminal
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-C-0034
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-C-0035
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-C-0036
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-C-0037
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	


b. SCR for Servers

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-ContentLayer-S-001
	Processing of Content Layer encryption - SRTP
	‎9.2
	M
	

	BCAST-ContentLayer-S-002
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-S-003
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_IM-S-004
	STKM for SIM/UIM Terminals
	‎6.5
	M
	

	BCAST-STKM_IM-S-005
	STKM for SIM/UIM Terminals-DRM Profile
	‎5.5
	O
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-USIM_Binding-S-006
	Binding of STKM to (U)SIM Terminals
	‎12
	O
	

	BCAST-RUIM_Binding-S-007
	Binding of STKM to (R‑)UIM Terminals
	‎12
	O
	

	BCAST-STKM_NoIM-S-008
	STKM for Terminals with no SIM/UIM
	‎5.5
	M
	BCAST-STKM_NoIM-S-009 AND BCAST-STKM_NoIM-S-0010

	BCAST-STKM_NoIM-S-009
	STKM for Terminals with no SIM/UIM - Discovery
	‎1.1
	M
	

	BCAST-STKM_NoIM-S-0010
	STKM for Terminals with no SIM/UIM - Authentication
	‎5.5.4
	M
	

	BCAST-STKM_SDP-S-0011
	Protection Signaling in SDP for STKM
	‎10.1.2
	M
	

	BCAST-STKM_SDP_Binding-S-0012
	Protection Signaling in SDP for STKM Streams Binding
	‎10.1.3
	M
	

	BCAST-LTKM_IM- S-0013
	LTKM for SIM/UIM Terminals
	‎6.4
	M
	

	BCAST-LTKM_IM-S-0014
	LTKM for SIM/UIM Terminals – DRM Profile
	‎5.4.3
	O
	

	BCAST-LTKM_NoIM-S-0015
	LTKM for Terminals with no SIM/UIM
	‎5.4.3
	M
	

	BCAST-LTKM_SDP-S-0016
	Protection Signaling in SDP for LTKM
	‎10.1.4
	M
	

	BCAST-KeyManagementIM-S-0017
	Key Management for SIM/UIM Terminals
	‎4.5.1
	M
	

	BCAST-KeyManagementIM-S-0018
	Key Management for SIM/UIM Terminals – DRM Profile
	‎5.4.1
	O
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementUSIM-S-0019
	Service Access for (U)SIM Terminals
	‎6.9
	M
	

	BCAST-KeyManagementRUIM-S-0020
	Service Access for (R‑)UIM Terminals
	‎7
	M
	

	BCAST-KeyManagementNoIM-S-0021
	Key Management for Terminals with no SIM/UIM
	‎5.4.1
	M
	BCAST-KeyManagementNoIM-S-0022

	BCAST-KeyManagementNoIM-S-0022
	OMA DRM v2.0 Extensions for BRO
	‎5.4.2
	M
	

	BCAST-CommonKeys-S-0023
	Common Keys for Profiles
	‎11
	M
	

	BCAST-RecordingStream-S-0024
	Recording of Service Protected Streams
	‎8
	O
	

	BCAST-CPFilesNoIM-S-0025
	Content Protection for Broadcast Files in Terminals with no SIM/UIM
	‎5.7.2
	O
	

	BCAST-CP_RTP_NoIM-S-0026
	Content Protection for RTP in Terminals with no SIM/UIM
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CPFilesUSIM-S-0027
	Content Protection for Broadcast Files in (U)SIM Terminals
	‎5.7.2
	O
	

	BCAST-CP_RTP_USIM-S-0028
	Content Protection for RTP in (U)SIM Terminals
	‎5.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_USIM-S-0029
	Content Protection for Recorded Material in (U)SIM Terminals
	‎6.8.1
	O
	

	BCAST-CP_Stream_USIM-S-0030
	Content Protection for Broadcast Streams in (U)SIM Terminals
	‎6.6.2
	O
	

	BCAST-CPFilesRUIM-S-0031
	Content Protection for Broadcast Files in (R‑)UIM Terminals
	‎7.7.2
	O
	

	BCAST-CP_RTP_RUIM-S-0032
	Content Protection for RTP in (R‑)UIM Terminals
	‎7.6.2
	O
	BCAST-ContentProtectionForm-S-0035

	BCAST-CP_Recorded_RUIM-S-0033
	Content Protection for Recorded Material in (R‑)UIM Terminals
	‎7.8
	O
	

	BCAST-CP_Stream_RUIM-S-0034
	Content Protection for Broadcast Streams in (R‑)UIM Terminals
	‎7.6.2
	O
	

	BCAST-ContentProtectionForm-S-0035
	Content Protection Format
	‎9.3.1
	O
	

	BCAST-Domains-S-0036
	Broadcast Domains
	‎5.3
	O
	

	BCAST-Metering-S-0037
	Usage Metering
	‎1
	O
	

	BCAST-ClientID-S-0038
	Client ID for Smartcard Profile Using MBMS
	‎13
	O
	

	BCAST-SP_4_1-S-0039
	Interface SP-4-1 for Service Protection
	‎14.1
	M
	

	BCAST-SP_4_2-S-0040
	Interface SP-4-2 for Service Protection
	‎1
	M
	

	BCAST-CP_3-S-0041
	Interface CP-3 for Content Protection
	‎1
	O
	

	BCAST-CP_4-S-0042
	Interface CP-4 for Content Protection
	‎1
	O
	

	BCAST-BCMCS-S-0043
	Interface to BCMCS
	‎16.1
	O
	






































