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1 Reason for Change

This CR fulfills the AI given to QUALCOMM and Cingular to provide proposed resolution for SC-New-0238.  We wish to avoid the typical, implicit affiliation of the term “Rights Issuer” in BCAST with the DRM Rights Issuer entity, since the rights issuer for the Smartcard Profile is a totally different entity.  Therefore, we propose to replace “Rights Issuer” by the term “BCAST Permissions Issuer”.  If this terminology change (and corresponding definition) is agreed, replacement of “Rights Issue” and its acronym by “BCAST Permissions Issuer”, or “BCAST PI” should be made across the entire SPCP spec and other BCAST specs.
R01 contains correction to the definition.
R02 provides another correction to the definition.  It also includes Philips as co-signer.
	SC-New-01
	2006.05.23
	N
	3.2
	Source: Orange

From: OMA-BCAST-2006-0529
Comment:
Rights Issuer not defined. It is used generically by DRM and Smartcard Profiles. It should be defined.
	Status: OPEN

Action item for Qualcomm and Cingular Wireless to produce CR to close comment.




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST and DLDRM are requested to adopt this CR into the SPCP specification.
6 Detailed Change Proposal

Change 1:
Add definition for BCAST Rights Issuer
3.2 Definitions

	BCAST Permissions Issuer
	The BCAST Permissions Issuer (BCAST PI, or simply PI) is a logical entity that issues to BCAST terminals key material and/or post-reception consumption rules, the latter in the form of permissions and/or constraints.  These rules in turn allow and control a user’s consumption of live or stored content pertaining to broadcast services.  For the DRM Profile, post-reception consumption rules are defined by Generalized Rights Objects (GRO) as specified in [BCAST10-XBS], and the BCAST Permissions Issuer is synonymous with the “Rights Issuer” in OMA DRM.  For the Smartcard Profile, such rules are defined by the contents of the OMA BCAST MIKEY extension for LTKM, and which essentially indicate the number of times the SEK/PEK can be used to replay content.

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Broadcast Device
	A device that does not support an interactive communication channel and cannot communicate with other entities except using the broadcast channel.

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “implement” the interactive channel in various ways (e.g. telephone, web portal, service desk).

	Content Encryption
	The cipher algorithm is applied on the data in a file before packetization for transport or encapsulations occur.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using DRM Profile or Smartcard Profile based solution for file and stream distributed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (based on DRM or Smartcard Profile). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc.

	CSIM
	A Cdma2000 Subscriber Identify Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	DRM Profile
	The DRM profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM profile is described in Section Error! Reference source not found..

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Interactive Device
	A device that supports an interactive communication channel and can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer.

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.

	Long-Term Key Message
	Collection of keys and possibly, depending on the profile, other information like permissions and/or other attributes that are linked to items of content or services.

	MIKEY (Multimedia Internet KEYing)
	IETF defined mey management protocol to support multimedia security protocols, as defined in [RFC3830]

	Programme
	A logical portion of service with a distinct start and end points.

	R-UIM
	A Removable User Identity Module is a standalone module defined in [3GPP2 C.S0023] to register services provided by 3GPP2 mobile networks with the appropriate security.

	Rights Object
	This is the Rights Object used by the DRM Profile of the Service and Content Protection. Encoding of the RO is specified in [DRMDRM-v2.0].

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.

Only an authorized agent is allowed to access the sensitive data. 

To ensure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the smartcard i.e. (U)SIM/R-UIM or on the terminal.

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once it is securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection is limited to immediate consumption / rendering only.

	Short-Term Key Message
	Message delivered alongside a protected service, carrying key material to decrypt and optionally authenticate the service, and access rights to delivered content.

	SIM
	A Subscriber Identity Module is a standalone module defined in [3GPP TS 51.011] to register services provided by 2G mobile networks with the appropriate security.

	Smartcard Profile
	The Smartcard Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration is based on GBA and  (U)SIM (for 3GPP MBMS) or a pre-provisioned shared secret key and R-UIM (for 3GPP2 BCMCS).

The Smartcard profile is described in Sections Error! Reference source not found. and Error! Reference source not found..

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network.

	UICC
	A Universal Integrated Circuit Card, an ICC (or 'smart card') is a physically removable secured device as defined in [3GPP TS 31.101] for communication purposes not restricted to mobile convenience only.  It is a platform to all the resident applications (e.g. USIM, CSIM or ISIM)

	USIM
	A Universal Subscriber Identity Module is an application defined in [3GPP TS 31.102] residing in the memory of the UICC to register services provided by 3GPP mobile networks with the appropriate security.

	(U)SIM
	An SIM or a USIM application residing in the memory of the UICC.
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