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1 Reason for Change

The Service Subscription/Purchase message is missing in Section 5.1.6 for the Smartcard Profile.  The general service provisioning “Service Request” is defined as the message sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.  However, this message cannot be used to effect subscription/purchase in the case of the Smartcard Profile (Section 5.1.6.2), because it is indicated in that section that this message corresponds to the MBMS User Service Registration procedure specified in [3GPP TS 33.246].  In fact, [TS 33.246] does not specify subscription procedures, but only user service registration in order for the terminal to obtain the MSK (equivalent to SEK/PEK in BCAST).
Therefore, it is proposed for the Smartcard Profile that Service Request/Response consist of two separate but related steps:

1. Subscription/purchase of the associated purchase item, followed by

2. Registration to the subscribed purchase item/service to subsequently obtain the required LTKM.

Although [TS 33.246] does not prescribe subscription/purchase mechanisms, the general service provisioning “Service Request/Response” messages should work quite well in general for Smartcard Profile.  The only required changes are renaming of the messages and deletion of DRM-specific parts.
The proposed changes to Section 5.1.6.2 are shown blow.  In addition, although not shown in this CR, the remaining sub-sections of Section 5.1.6 should be re-numbered due to the changes proposed in this document.

R01 corrects the typo in renaming the “Service Registration” message as “Service Registration Request”.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:  Change to Section 5.1.6.2, “Service Request/Response” of Service TS
5.1.6.2 Service Request Messages

Service Request/Response for Smartcard Profile consists of two separate but related steps:

1. Subscription/purchase of the associated purchase item, followed by

2. Registration to the subscribed purchase item/service to subsequently obtain the required LTKM.

5.1.6.2.1 Subscription/Purchase Request

This message is almost the same as the Service Request message in Section 5.1.5.2.1, except for the name change of the top level element, and the removal of E1 element DrmProfileSpecificPart:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Subscription-PurchaseRequest
	E
	
	
	Service request message to subscribe or purchcase PurchaseItem

Contains the following attributes:

   requestID

   spr-7Version

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol
   BroadcastMode

   BSDAid

   PurchaseItem

   ServiceID
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7interface supported by the terminal. The SPR-7version number described by this specification is 1.
	string

	UserID
	E1
	M
	1..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

Contains the following attributes:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..1
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

[Note] This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Broadcast
Mode
	E1
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 

Note: This ID is used by BSM to retrieve service information from BSD/A.. 
	anyURI

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   purchaseItemID

Contains the following elements:

   PurchaseData

   ServiceID
	

	purchaseItemID
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the guidePurchaseItem fragment as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseData
	E2
	O
	0..N
	Contains the price information.

This indicates which price information among PurchaseData Fragments will be used for subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..N
	Price information of Purchase Item known to the user from Service Guide.  If PurchaseItem in Service Guide have multiple price information by currency, this element should be specified to give BSM price information that user want to pay.  Price is expressed in fractional units (e.g. Cents).  

Contains the following attribute:

   currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	ServiceID
	E2
	O
	0..N
	Unique ID of Service. It can be ID of Service Fragment or GlobalServiceID
Contains the following attributes:

   notification
	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If Notification=TRUE, it means Notification over Interaction Channel is subscribed.  If Notification=FALSE, it means Notification over Interaction Channel should not be delivered. 
	boolean


5.1.6.2.2 Subscription/Purchase Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Subscription-PurchaseResponse
	E
	
	
	Response message to subscription or purchcase request
Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 3.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing or purchasing PurchaseItem.  If subscription or purchase is successful, RightsValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   purchaseItemID

   itemwiseStatusCode
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  This attribute will be present when BSM reject the request message.
	unsignedByte


5.1.6.2.3 Service Registration Request and Response
The Service Registration Request and Response messages are defined in [3GPP TS 33.246]. They correspond to the MBMS User Service Registration procedure and the MSK delivery procedure used to "push" MIKEY messages. See [BCAST10-ServContProt] for further details.  Transmission of these messages presumes that the subscription/purchase of the purchase item has already occurred, and corresponds to registration to the desired service so that the required LTKM/tokens can be subsequently acquired, to enable rendering.
Service Registration request/response messages for Content Protection follow the MSK request procedures in [3GPP TS 33.246]. Some modifications to the parameters sent in the request may be required as explained in [BCAST10-ServContProt]. 
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