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1 Reason for Change

Section 6.8.1 contains some text which are unclear, based on erroneous terminology, and may be technically incorrect, depending on the interpretation, in describing the two alternative mechanisms used by the BCAST Terminal to obtain the appropriate SEK/PEK, via LTKM, from the BSM.  This CR proposes a modification of this section.  Note also that the proposed terminology of Smartcard Profile service registration message as proposed in OMA-BCAST-2007-0016R01 is used.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Revised Section 6.8.1
6.8 SG Signalling (Description of Service Access)

6.8.1 SG Signalling for SEK/PEK Acquisition

The Service Guide (SG) provided by OMA BCAST provides information regarding available services and allows a user to subscribe to or acquire purchase items. For example, information regarding available services is delivered via the Service fragments, and information regarding available purchase items is delivered via the PurchaseItem fragments and PurchaseData fragments. Each fragment contains its own unique identifier. GlobalPurchaseItemID is defined in the PurchaseItem fragment and PurchaseDataID is defined in the PurchaseData fragment. The concatenation of GlobalPurchaseItemID and PurchaseDataID results in a parameter equivalent to the MBMS User Service ID defined in MBMS and used for MBMS User Service Registration, as explained above.

Having completed subscription/purchase of a purchase item/broadcast service, to subsequently enable rendering of service/content, the appropriate SEK/PEK must be acquired by the BCAST Terminal.  The Access fragment clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM Profile or the Smartcard Profile. In the case of the Smartcard Profile two possible means exist for acquiring the appropriate SEK/PEK, via the LTKM:

· via the MBMS USD contained in the Session Description fragment (section ‎6.8.1.1), or 

· via session description information extended to include BCAST protection-specific information; these may be provided directly in the Access fragment or in the Session Description fragment (section ‎6.8.1.2).

The PurchaseChannel fragment can be linked to a PurchaseItem fragment to provide further information via the PortalURL or indicate to the terminal that it must contact the PortalURL for any subscription (see section ‎6.8.3), rather than send a Service Request directly to the RightsIssuerURI. 

6.8.1.1 MBMS USD method for acquiring SEK/PEK
As specified in [BCAST10-SG], the SessionDescription fragment, referenced by the Access fragment, may contain MBMS User Service Description (USD), the latter specified by [3GPP TS 26.346].  If the MBMS USD is present, it contains the relevant MBMS service information that can be used by the BCAST Terminal to register to a MBMS User Service as defined in [3GPP TS 33.246]. For convenience these steps are summarised below. From the User Service Description the Terminal receives the service identifiers, and from the Service Protection Description, it obtains the full domain name of the BSM from which it can deduce the IP address to which the registration messages and LTKM request messages are to be sent.

The Terminal sends a registration request for the MBMS User Service using the HTTP POST message to the BSM. This corresponds to the BCAST “Service Registration Request” message. The following information shall be included in the HTTP message.

· Indication that the UE requests to register to the MBMS User Service;

· One or more MBMS User Service ID(s), where each MBMS User Service ID corresponds to a concatenation of GlobalPurchaseItemID and PurchaseDataID.

In this situation the RightsIssuerURI contained in the Access fragment and the BaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 10: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Fragment contents
	MBMS USD.

	RightsIssuerURI (in Access fragment)
	Not used / ignored.

MBMS USD contains a Service Protection Description, which identifies the key management server which the terminal should register with, and request SEK/PEK from.

	BaseCID (in Service or Content fragment)
	Not used / ignored as this applies to DRM Profile only.

Note; equivalent identifier in Smartcard Profile is provided in two possible ways:

1) in the MBMS USD (represented by the serviceID attribute of userServiceDescription element in the User Service Description; this serviceID is equivalent to the  MBMS User Service ID);

2) in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-SG]..


6.8.1.2 Session Description method for acquiring SEK/PEK
In this scenario, session description information, either embedded in the Access fragment or provided in a standalone Session Description fragment, and containing Smartcard Profile specific protection information (in addition to nominal session information) is used.  The session description is formatted according to the syntax of Session Description Protocol (SDP). The BCAST Service Guide provides the global purchase item identifier (globalPurchaseItemID of Purchase Item fragment) and purchase data identifier (id attribute of Purchase Data fragment).  These two identifiers are concatenated to create the MBMS User Service ID.

In this method, the SDP file provides information on the data and key streams, as well as other service protection parameters equivalent to those found in MBMS USD’s Service Protection Description. This would typically be the case for a non-MBMS bearer used to deliver the data, with the MBMS network providing Service Keys. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.



Registration to the service is achieved by sending the “Service Registration” message as explained above in Section ‎6.8.1.1.

The relevant parameters are summarised in the table below.

Table 11:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description information type
	SDP in Access fragment, or SDP-formatted data in Session Description fragment referenced by Access fragment.

	RightsIssuerURI (in Access fragment)
	Used to reference the key management server, i.e. the BSM, which the terminal should register with and to request SEK/PEK from..

	BaseCID
	Not used / ignored as applies to DRM Profile only. 

Note: Equivalent identifier is provided in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-SG].
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