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Change Request

	Title:
	XBS Local Domain Key and Local Domain Filter
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DLDRM-BCAST

	Doc to Change:
	OMA-TS-DRM_XBS-V1_0-20061222-D

	Submission Date:
	19 February 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Mercè Serra, Fraunhofer IIS, merce.serra@iis.fraunhofer.de
Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de

	Replaces:
	n/a


1 Reason for Change

This CR proposes a resolution for XBS follow-up Consistency Review comment XBS012:
	XBS012
	2007.01.24
	T


	3.3

4.1

4.2

6.2.2.2

6.7.1

6.7.4

7.2.4

A.9.1
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:

The BDK (Broadcast Domain Key) and LDK (Local Domain Key) seem to be the same key.
Proposed Resolution:

Use only the term BDK.
	Status: OPEN


"Local Domain Key" and "Broadcast Domain Key" seem to be the same key. So, this CR substitutes all occurrences of "Local Domain Key" (and LDK) by "Broadcast Domain Key" (and BDK).

According to "Broadcast Domain Key", all occurrences of "Local Domain Filter" are substituted by "Broadcast Domain Filter".
R01 only modifies "Short-form" to "Shortform" in the Abbreviations section.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DLDRM-BCAST group to accept the CR.

6 Detailed Change Proposal

Change 1:  In section "3.3 Abbreviations" modify LDK, LLDF and SLDF to BDK, LBDF and SBDF
3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	ARC
	Action Request Code

	BAK
	BCRO Authentication Key

	BCD
	Binary Coded Decimal

	BCI
	Binary Content Identifier

	BCRO
	Broadcast Rights Object

	BDK
	Broadcast Domain Key

	BSD/A
	Broadcast Service Distribution/Adaptation Center

	CA
	Certification Authority

	CIEK
	Content Item Encryption Key

	CRL
	Certificate Revocation List

	DEK
	Deduced Encryption Key

	DK
	Device Key

	DRD
	Device Registration Data

	DRM
	Digital Rights Management

	DVB
	Digital Video Broadcasting

	ECT
	Efficient Coding Table

	ESP
	Encapsulating Security Payload

	FSGK
	Flexible Subscriber Group Key

	GRO
	Generalised Rights Object

	HMAC
	Hashed Message Authentication Code

	ID
	Identification

	IPsec
	IP Security

	IV
	Initilaization Vector

	
	

	
	

	LBDF
	Longform Broadcast Domain Filter (a.k.a. longform_domain_id)

	MAC
	Message Authentication Code

	MJD
	Modified Julian Date

	MTU
	Maximum Transmission Unit

	NDD
	Notification of Detailed Data

	NK
	Node Key

	NSD
	Notification of Short Data

	OBEX
	Object Exchange

	OCSP
	Online Certificate Status Protocol

	OOB
	Out Of Band

	OFT
	One-way Function Tree

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDR
	Push Device Registration

	PEAK
	Program Encryption / Authentication Key

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PKCS
	Public Key Cryptography Standard

	PKI
	Public Key Infrastructure

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	PSI
	Program Specific Information

	RTP
	Real Time Protocol

	RI
	Rights Issuer

	RIAK
	Right Issuer Authentication Key

	RO
	Rights Object

	ROT
	Root Of Trust

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SGK
	Subscriber Group Key

	SHA-1
	Secure Hash Algorithm

	SK
	Session Key

	SBDF
	Shortform Broadcast Domain Filter (a.k.a. shortform_domain_id)

	SI
	Service Information

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TDK
	Token Delivery Key

	TEK
	Traffic Encryption Key

	TKM
	Traffic Key Message

	UDF
	Unique Device Filter

	UDK
	Unique Device Key

	UDN
	Unique Device Number

	UDP
	User Datagram Protocol

	UGK
	Unique Group Key

	UTC
	Universal Time Clock


Change 2:  Modify in section "6.2.2.2.1 Description" the field "local_domain_key"
broadcast_domain_key: an AES symmetric key to address a broadcast domain. This key is also known as BDK. The key length SHALL be 128 bit.

Note: This key is wrapped into the keyset_block. (Refer to 6.2.2.2.3).

Change 3:  Modify the format of the last sentence in section 6.2.2.2.4 to "Arial"
· A Longform Broadcast Domain Filter (LBDF, a.k.a. "longform_domain_id()") that matches the SBDF. Refer to A.9.2.

Change 4:  Modify in section 6.7.4.1 the field "local_domain_key"

broadcast_domain_key: an AES symmetric key to address a broadcast domain. This key is also known as BDK. The key length SHALL be 128 bit.

Note: This key is wrapped into the keyset_block. (Refer to 6.7.4.3).

Change 5:  Substitute all occurrences of "local_domain_key" to "broadcast_domain_key"

Change 6:  Substitute all occurrences of "Local Domain Key" to "Broadcast Domain Key"

Change 7:  Substitute all occurrences of "LDK" to "BDK"

Change 8:  Substitute all occurrences of "Longform Local Domain Filter" to " Longform Broadcast Domain Filter "

Change 9:  Substitute all occurrences of "Shortform Local Domain Filter" to " Shortform Broadcast Domain Filter "

Change 10:  Substitute all occurrences of "LLDF" to "LBDF"

Change 11:  Substitute all occurrences of "SLDF" to "SBDF"
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