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1 Reason for Change

	Gemalto 016
	2007.02.01
	T
	6.4.2.2
	Source: Gemalto

Form: doc #0149
Comment: 

Purse associated to a service means that the purse is associated to a SEK/PEK key group
SEK/PEK key group is not defined

It should be clarified it is defined by a Key Domain Id and a Key Group
Proposed Change: 

This CR clarified SEK/PEK key group
	Status: OPEN 




2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
6.4 Layer 2: Long Term Key Message - LTKM

……

Resending check: The sending of the same TEKs key is allowed and allows a faster zapping procedure. This resending of the same TEK is detected using the TEK_ID (MTK ID) field of the MBMS EXT payload. This shall not be confused with the detection of replay attacks which uses the TS field in the STKM message. For each STKM sent, even if this STKM carries the same TEK than the previous STKM message, the TS field is increased.

Anti-replay processing or verification: This procedure is used to detect replay attacks. This procedure uses the TS field in the STKM or LTKM message. Messages with a counter (TS field) less than or equal to the current counter raise a freshness failure. Depending of the security_policy_extension type this failure result in a discard of the message or a detection of a play-back of the content.

Anti-replay verification failure: This occurs when LTKM or STKM messages contain a counter in TS field less than or equal to the current counter.

Replay protection: This is the function which processes the anti-replay verification.

Key Validity Data check: The Key Validity Data check verifies that the PEK/SEK key is still valid. This procedure uses the Key Validity Data field in the KEMAC payload of the LTKM. For MBMS key management the Key Validity Data is defined as an interval of sequence number (i.e. lower limit of MTK ID and upper limit of MTK ID). For BCAST key management (LTKM with OMA BCAST EXT payload), the Key Validity Data is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS low”) and Upper limit of Timestamp (“TS high”). A failure occurs when the timestamp in the STKM received is higher than the TS high and lower than the TS low.

Freshness failure: The freshness failure occurs when the anti-replay verification fails. 

Message validation: The Message Validation check consists of the verification of integrity of the message, using the SMK for the LTKM and SEK/PEK for STKM. This procedure is described in the Section 7.1.1.6 for MSK messages and Section 7.1.1.8 for MTK messages of the [3GPP TS 31.102].

Play-back counter: An internal counter in the USIM that contains the number of play-backs authorized.
SEK/PEK key group: A group of SEK/PEKs that are identified by the same Key group part of the SEK/PEK ID. The SEK/PEK key group is uniquely identifiable by its Key Domain ID and Key group part of the SEK/PEK ID.
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