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1 Reason for Change

BCAST uses SRTP as one of its encrypted transport protocols. For SRTP, the integrity transform specified in [RFC4771] has been adopted. The integrity transform transports the Roll-Over Counter (ROC) in each R-th SRTP packet, where R is a configurable parameter. It is so far not specified how R is signalled in BCAST 1.0. 
This CR makes two proposals how to signal R. This CR considers the information we got from DVB in LS OMA-BCAST-2006-0893-IDPC_over_DVB_H_and_SRTP_RCC. In 3GPP, another solution based on MIKEY is used. However, this solution would only be usable for the Smartcard profile, not for the DRM profile.

In discussions two solutions emerged. Both use SDP for signalling of the used SRTP authentication transform. One (solution 1) follows the DVB-H way of signalling the mode and the R value. The second solution re-uses SDP attributes specified in RFC 4568 (“Session Description Protocol (SDP) Security Descriptions for Media Streams”). However, new tags for parameters would need to be defined and standardized in IETF, requiring a new RFC (the ongoing activity on standardizing the BCAST SDP attributes in IETF may be used).

It is left to the group to decide on a way forward, i.e. select one of the options.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into the affected TS.
6 Detailed Change Proposal

Change 1:  Option 1 (DVB-H style): new section 10.3
10.3 SDP Signalling of SRTP

When SRTP is used, the following specific paramaters SHALL be included into the SDP:
a=SRTPAuthentication:n
where n is the SRTP authentication algorithm value for the authentication algorithm to use.  Only values specified in [RFC4771] are allowed, i.e. values 0 and 1 representing NULL and HMAC-SHA-1-160 are not allowed.
a=SRTPROCTxRate:R

where R is the value of the ROC transmission rate parameter, an integer between 1 and 65535 inclusive, as specified in [RFC4771].

Note: the R value SDP parameter should be included in the OMA SDP parameters draft from Lakhsminath and Anja..
Change 2:  Option 2 (re-use of RFC 4568): new section 10.3

10.3 SDP Signalling of SRTP

When SRTP is used, the following specific paramaters SHALL be included into the SDP:
a=crypto:<tag> <crypto-suite> <key-params> [<session-params>]
as specified in RFC 4568 section 4, with the following options for the parameters:
· <crypto-suite> is the identifier of the crypto suite, i.e. of the encryption and authentication algorithms. It can assume the following values: TBD
·  <key-params> is formatted according to RFC 4568 and contains random pseudo-values for key and salt; these are dummy values and not actually used as key and salt.
· [<session-params>] is empty.
a=SRTPROCTxRate:R

where R is the value of the ROC transmission rate parameter, an integer between 1 and 65535 inclusive, as specified in [RFC4771].
Note: tags for each encryption transform / authentication transform need to be defined.
Note: the R value SDP parameter should be included in the OMA SDP parameters draft from Lakhsminath and Anja..
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