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1 Reason for Change
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	SC-22
	2007.02.12
	T/E
	4.5.2+4.5.3
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: too detailed explanation about smartcard profile as overview
Proposed Change:
move text of 4.5.2 below table 4 and text of 4.5.3 completely to section 6, introduce a section 6.2
Part of OMA-BCAST-2007-0240-CR_Move_Smartcard_detailes_from_overview_section_4_to_section_6_editorial.doc
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	2007.02.12
	T/E
	4.3
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: 

Figure does not reflect current structure/section anymore
Proposed Change:
Delete figure 2

Part of OMA-BCAST-2007-0240-CR_Move_Smartcard_detailes_from_overview_section_4_to_section_6_editorial.doc


The changes are based on CR OMA-BCAST-2007-00xx-CR_Section_4.2-end_editorial.doc
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BAC-BCAST-DRM for agreement.
6 Detailed Change Proposal based on CR OMA-BCAST-2007-00xx-CR_Section_4.2-end_editorial.doc – delete text below table in 4.5.2 and move 4.5.3 completely to section 6 (add new section 6.2) – the new section 4.5 would look as follows:
4.5 Key Management

This section outlines the key management profiles defined for the BCAST key hierarchy model. 




The 4-layer model described in the OMA BAC BCAST architecture document (AD) allows different key management systems to be used for layers 1 and 2.

A key management system based on symmetric keys MAY be used for layers 1 and 2 based on the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083] security models, or other key management systems that MAY be specified in further releases. This is referred as the “Smartcard Profile” key management. Section ‎6 below provide a description of the key management system based on symmetric keys for Smartcard-enabled terminal that the terminal SHALL support.

Alternatively, a key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0].  This is referred as the “OMA DRM” key management.  Other key management systems based on asymmetric keys (PKI) MAY be used instead.  Section ‎5 below provides a description of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM Profile or the Smartcard Profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes is specified for 3GPP MBMS, 3GPP2 BCMCS and IPDC over DVB-H. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in Section ‎15.

4.5.1 DRM Profile Key Management
The DRM Profile key management is based on public key based mechanisms. It uses the OMA specified OMA DRMv2.0 Enabler [DRMDRM-v2.0] to support key management. For non-interactive devices, broadcast extensions for OMA DRMv2.0 as specified in [XBS DRM extensions-v1.0] are used. 

The key management for the DRM Profile is based on the BCAST 4-layer model key hierarchy introduced in Section ‎4.3.1. 

Layer 1 is for registration purpose and uses the public/private key pair stored in the BCAST terminal. The private key is used to secure the delivery of the Rights Encryption Key (REK) with which Generic Rights Objects (GROs) can be processed. The REK may be delivered over an interactive or broadcast channel. In case of delivery via the broadcast channel the REK may refer to several keys, which are delivered to the BCAST terminal using the registration process specified in [XBS DRM extension-v1.0]. In case of an interactive channel, the ROAP registration procedure [DRMDRM-v2.0] is applied. Note that the actual provisioning of the public/private key pair is out of scope for this specification.

In layer 2, the Long Term Key Messages (LTKMs) are delivered. The LTKM is a Generic Rights Object, which may take two alternative formats. In case LTKM is delivered over a broadcast channel, the format used is of a Broadcast Rights Object (BCRO) as specified in [XBS DRM extensions-v1.0]. If an interactive channel is used, the GRO is a Rights Object (RO) as specified for OMA DRMv2.0 [DRMDRM-v2.0]. The LTKM transports the Service or Program Encryption Key (SEK/PEK), as well as permissions and attributes. SEK/PEK is encrypted using the keys delivered or broadcasted during the layer 1 registration procedure. 

Layer 3 securely transports short term keys, i.e. the Traffic Encryption Keys (TEK), in the Short Term Key Message (STKM) that is broadcasted over the same network as the media streams. Furthermore, data can be protected in case of streaming and file delivery respectively for both service and content protection. In case of the TEK is encrypted with a PEK, the STKM may also carry the SEK-encrypted PEK.

Finally, layer 4 is responsible for traffic encryption using the TEK for stream or file delivery respectively for both service and content protection.

The DRM Profile key management is described in detail in Section ‎5.

4.5.2 Smartcard Profile Key Management

The Smartcard Profile key management is based on existing security technologies and standards defined for 3GPP or 3GPP2 broadcast/multicast services.  

In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using the Smartcard and the interactive cellular radio interface. Assuming key provisioning has taken place, this solution enables authentication and registration (Layer 1), LTKM delivery (Layer 2) and STKM delivery (Layer 3), as specified in Section ‎6. Access to the protected content (Layer 4) is supported irrespective of the type of encryption used (SRTP or ISMACryp or IPsec TBC
), as specified in Section ‎9.

This specification defines two variants of the Smartcard Profile based on 3GPP and 3GPP2. These profiles are referred to as the (U)SIM Smartcard Profile and the (R‑)UIM/CSIM Smartcard Profile respectively. The two profiles differ in the way that the user establishes the Layer 1 key(s) but are otherwise the same (Layers 2, 3 and 4).

The registration layer (Layer 1) makes use of a secret key stored on a Smartcard based identity module. This key is referred to as “SmartCard Key” (SCK) in the Smartcard Profile. The SCK is a pre-provisioned secret key that is shared between the Smartcard and the Smartcard Issuer. If the Smartcard Issuer is not also the broadcast service provider, the SCK is unknown to the broadcast service provider.

The SCK is used to create the Layer 1 key, the Subscriber Management Key (SMK), using the Generic Bootstrapping Architecture (GBA) defined in [3GPP TS 33.220] for the (U)SIM Smartcard Profile, or using the pre-shared key mechanism defined in [3GPP2 S.S0083] for the (R‑)UIM/CSIM Smartcard Profile. The SMK is established between the broadcast service provider and the Smartcard or the terminal (depending on the key management implementation). The SMK SHALL be stored on the Smartcard or the terminal depending on the variant of the Smartcard Profile key management implemented. For the (U)SIM Smartcard Profile, the SMK SHALL be stored on a (U)SIM when using GBA_U, and on a terminal when using GBA_ME or 2G GBA.  For the (R‑)UIM/CSIM Smartcard Profile, the SMK SHALL be stored on a (R‑)UIM/CSIM. 

The SMK is a user-specific key used to protect the Long Term Key Messages (LTKM) that are delivered in Layer 2. Depending on the service configuration, within the LTKM a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, used respectively for pay per view or subscription customers. For the (U)SIM Smartcard Profile, the SEK or PEK SHALL be stored on a (U)SIM when using GBA_U or on a terminal when using GBA_ME or 2G GBA. For the (R‑)UIM/CSIM Smartcard Profile the SEK or PEK SHALL be stored on a (R‑)UIM/CSIM.

Layer 3 delivers the Short Term Key Message (STKM) within which Traffic Encryption Keys (TEKs) are protected using SEK or PEK, as well as optionally by a Terminal Binding Key (TBK).

Layer 4 is for traffic encryption using the TEK for stream or file delivery respectively for both service and content protection.

Table 4 gives a brief outline of the 4-layer model key hierarchy:

Table 4: Smartcard Profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	Key Provisioning
	SmartCard Key (SCK)
	SCK
	Pre-provisioned secret key shared with the Smartcard Issuer.  Provisioning of this key is out of the scope of this specification.
	Smartcard 

	Layer 1: Registration
	Subscriber Management Key (SMK)
	SMK
	For the (U)SIM Smartcard Profile SMK is generated as a result of a successful run of the GBA bootstrapping procedure. For (R‑)UIM/CSIM Smartcard Profile, SMK is derived from the SCK. SMK corresponds to the MBMS User Key (MUK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	Layer 2: LTKM
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Protected by SMK and sent to the Smartcard via the terminal using a point to point channel.  SEK/PEK corresponds to the MBMS Service Key (MSK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	Layer 3: STKM
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Protected by SEK or PEK ((U)SIM variant) or derived from SEK or PEK ((R‑)UIM/CSIM variant), and sent over the broadcast channel.  Optionally also encrypted with TBK. TEK corresponds to the MBMS Traffic Key (MTK).
	Terminal

	Layer 4: traffic encryption
	
	TEK[content]
	TEK encrypted content; traffic encryption with SRTP, ISMACryp, or IPSec
	


The Smartcard Profile key management is described in detail in Section 6.
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7 Detailed Change Proposal based on CR OMA-BCAST-2007-00xx-CR_Section_4.2-end_editorial.doc – deleted text from 4.5.2 and section 4.5.3  is moved to section 6; the new section 6 would look as follows:
5. Smartcard Profile

Caution:  The term “Smartcard” is used in this document in the restricted sense specified in the definition provided in Section ‎3.2.

5.5 Introduction

OMA BCAST Smartcard Profile is based on the key management defined by 3GPP MBMS [3GPP TS 33.246], and may include the key provisioning mechanism defined for 3GPP2 BCMCS [3GPP2 S.S0083]. The solution requires an interactive channel to obtain key material.

Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the (U)SIM; 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R‑)UIM/CSIM. 

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of messages exchanged will be re-used [3GPP TS 33.246].

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083), to enable service and/or content protection. In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using the Smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Section ‎6.

The following sections describe the 4 layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section ‎6.2 briefly describes key provisioning. Section ‎6.3 describes registration. Section ‎6.4 details the structure and delivery of the LTKM while Section ‎6.5 describes that of the STKM.  Section ‎6.6.1 and Section ‎6.6.2 describe how to protect content in case of streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section ‎6.7 while SG signalling is explained in Section ‎6.8.

5.6 Use of the Smartcard Profile for Various BDS Architectures

Different BDS architectures that can be used with the Smartcard Profile using MBMS key management. The Smartcard Profile is applicable to cellular based BDS architectures, which natively can use a point-to-multipoint or point-to-point bearer, and also to broadcast-only BDS architectures with the additional support of a cellular interaction channel. 

The Smartcard Profile is based on MBMS security and therefore the BSM SHALL support the following MBMS BM-SC security functions, as defined in [3GPP TS 33.246], with modifications to: 

· Key Management function

· Key Request function

· Key Distribution function

· Membership function

as described in this specification. Note that the Session and Transmission function is not required as this functionality is provided by the BSDA. 

MBMS uses GBA to establish a Layer 1 key between the MBMS BM-SC, an instance of a GBA Network Application Function (NAF) and the (U)SIM/terminal. GBA requires the implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure and to provide the resulting key information to the NAF. For completeness the BSF is shown as part of the BSM, however, the BSF may be shared between the BSM NAF and NAFs for other services.  For (R‑)UIM/CSIM/CSIM-based terminals, the Layer 1 key is derived by the Smartcard from the SmartCard Key (i.e. RK) pre-provisioned in the BCMCS Subscription Manager (SM) function of the BSM and the Smartcard. Throughout the remainder of this specification no differentiation will be made between the internal functions of the BSM unless required to explain specific functionality.

The sections below show the use of the Smartcard Profile using MBMS key management.

5.6.1.1 Smartcard Profile using a pure Cellular Based BDS

In the pure cellular based BDS case, both multicast/broadcast and unicast bearers are available.
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(*) Short-term key message may be delivered over the point-to-point bearer instead.

Figure 3 – Pure Cellular based BDS Scenario using either GBA or derivation of Layer 1 Key from RK, and MBMS key delivery
As a clarifying note for the scenario shown in Figure 3, there may exist one or more broadcast service providers, each represented by a separate instance of the BSM.  One of these broadcast service providers also serves as the cellular BDS network operator, such that the BDS-SD is functionally integrated with the BSDA and BSM.  It is also assumed in this diagram that for the (R‑)UIM/CSIM device, GBA is used for key provisioning, although GBA is not mandatory for (R‑)UIM/CSIM terminals (i.e. pre-provisioned RK may be employed in BCMCS).

A basic overview of the operations of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: A user selects a protected service on the BCAST service guide available over the cellular based BDS. 

· Authentication and Registration: This corresponds to Layer 1 of the BCAST 4-layer model key hierarchy. The registration data issuing to the Smartcard or the terminal (depending on the key management implementation) takes place via the point-to-point bearer, after the corresponding GBA key derivation process is completed.

This is explained in [3GPP TS 33.246] for 3GPP ((U)SIM Smartcard Profile). This can also be obtained on a pre-shared key basis as explained in Section ‎6.2 and Section ‎6.3 for 3GPP2 ((R‑)UIM/CSIM Smartcard Profile). 

· LTKM Delivery: This corresponds to Layer 2 of the BCAST 4-layer model key hierarchy. After Layer 1 keys are established with the BSM, the Smartcard or the terminal (depending on the key management implementation) may request the long-term keys and related parameters from the BSM, or alternatively, the BSM may send them automatically. This information is delivered in the LTKM to the Smartcard or to the terminal, via the point-to-point bearer. This is explained in Section ‎6.4 for the Smartcard Profile (for both 3GPP and for 3GPP2 networks).

· STKM Delivery: This corresponds to Layer 3 of the BCAST 4-layer model key hierarchy. The key management protocol uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the Smartcard or the terminal. This is explained in Section ‎6.5 for the Smartcard Profile (for both 3GPP and for 3GPP2 networks).

· Access to protected content: This corresponds to Layer 4 of the BCAST 4-layer model key hierarchy. The cellular based BDS delivers a service, e.g. a file download or streaming session, which may be transmitted over the cellular network (3GPP or 3GPP2) in unicast, multicast or broadcast mode.

5.6.1.2 Smartcard Profile using a broadcast BDS and cellular interactive channel

In a mixed or hybrid scenario (e.g. IPDC over DVB-H + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.


[image: image5](*) Short-term key message may be delivered over the cellular interaction channel instead.

Figure 4 – Broadcast-only BDS with Cellular Interaction Channel Scenario, using either GBA or derivation of Layer 1 Key from RK, and MBMS Key Delivery

The same clarification note as indicated for Figure 3 applies here as well.

A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above but STKMs may be delivered over the broadcast only BDS (e.g. IPDC over DVB-H) or via the cellular interaction channel.

· Access to protected content: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H).

5.7 Key Provisioning

The Smartcard Profile uses a pre-provisioned secret key - the “SmartCard Key” (SCK) - stored on the Smartcard to establish the shared Layer 1 keys between the BSM and the terminal, as described in Section ‎6.3.  The SCK corresponds to the authentication key “K” stored on 3GPP compliant USIMs [3GPP TS 31.102] or ISIMs [3GPP TS 31.103], to the authentication key “Ki” on 3GPP compliant SIMs [3GPP TS 11.11], and to the key “RK” on 3GPP2 compliant (R‑)UIM/CSIMs [3GPP2 C.S0023].  

How the SCK is provisioned is out of scope of this specification.

5.8 Layer 1: Registration












�This figure is subject for further discussion.  David (Orange) volunteered to create a corrected figure.


�This TBC is from CR BCAST-2006-0955R05
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