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1 Reason for Change

This CR resolves the following inconsistency comment:
	XBS008
	2007.01.24
	T
	
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:

In the XBS document, there are still some references to the Smartcard Profile. Since the XBS document concerns the DRM Profile only, these references seem inappropriate in XBS.
Proposed Resolution:

Of the Smartcard Profile references, move the important to SPCP and delete the rest.
	Status: OPEN
AP Fraunhofer IIS: prepare a CR for XBS008


This CR removes three sentences referring to the SmartCard profile, and adds one clarifying sentence.

Note: this CR does not remove the SmartCardProfileBox, since it is already removed by the tentatively agreed document OMA-BCAST-2007-0150.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR
6 Detailed Change Proposal

Change 1:  In the introduction to the XBS specification, apply the following change:
The rest of the document is organized as follows. Section 4 describes the processing of keys at the different layers in the 4-layer OMA BCAST service protection architecture [BCAST10-ServContProt]. Section 5 describes the Authentication Hierarchy of the 4-layer OMA BCAST service protection architecture. Section 6 describes the management of domain and devices in broadcast environments. The new format and mechanism for the delivery of rights objects called BCRO (Broadcast Rights Object) are defined in Section 7. The concept of Usage metering and Subscriber group are described in Section 8 and 9 respectively. Section 10 describes the broadcast service support that allows the secure delivery of broadcast stream to a Device. Section 11 describes various Rights Issuer services. The PDCF adaptations for Traffic Encryption Key Streams are described in Section 12.

All sections of this specification apply to the DRM profile, as specified in [BCAST10-ServContProt]. A few sections also apply to the Smartcard profile as specified in [BCAST10-ServContProt]. Which sections apply to the Smartcard profile is specified in [BCAST10-ServContProt].
Change 2:  In the introduction to the Adapted PDCF file format, apply the following change:
12. Adapted PDCF

This section allows a STKM stream (transmitted using Layer 3 of the 4-layer model for Service Protection and Content Protection of RTP streams using ISMACryp) to be stored within a PDCF. Recording is explained in [BCAST10-ServContProt].
The existing PDCF file format as defined in OMA DRM v2.0 [DRMCF-v2] allows audio video content to be stored in a file format together with the relevant OMA DRM information. Audio and video tracks can be encrypted as defined in [DRMCF-v2] using the appropriate CEK stored in a Generalised Rights Object (GRO).
Creating adapted PDCF recordings does not require a GRO. Playback of adapted PDCF recording is governed by the protection_after_reception flags in the key stream (see [BCAST10-ServContProt]) and, for certain values of the protection_after_reception_flags, by GROs.

Content can be streamed over RTP using ISMACryp. To allow storing this kind of streamed content in a PDCF file, a couple of adaptations to the PDCF file format are made. This modified PDCF file format is called Adapted PDCF.

Section 12.1 describes the overall Adapted PDCF structure.

Section 12.2 explains how to store TEK stream information in Adapted PDCF. In the context of broadcast services, RTP streams can be encrypted at the content level (encrypting Access Units using ISMACryp as explained in [BCAST10-ServContProt]) using TEKs. This key is not the traditional CEK stored in an RO. In the broadcast context the CEK is a Service Encryption Key (SEK) or a Program Encryption Key (PEK) delivered using Layer 2. This SEK or PEK allows the TEK delivered in Traffic Encryption Key stream messages delivered in Layer 3 to be decrypted. The TEK is used to encrypt content transmitted in RTP packets using ISMACryp. As this key changes regularly, Adapted PDCF allows the storage of the relevant TEK stream information.
Section 12.3 specifies the AES_128_BYTE_CTR encryption algorithm. This algorithm is used in ISMACryp and is included in Adapted PDCF to allow the storage of ISMACryp protected AUs in a PDCF file, without re-encryption.
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