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1 Reason for Change

Update AD service provisioning flows for the Smartcard Profile to reflect what is now in the Services spec.

Note to BCAST on resolved issues:
1. MBMS defines an MSK request message that allows the terminal to request MSKs if they are not pushed to the terminal. It seems this would be used following a BCAST service response / token response where terminal never gets the LTKMs. We currently don't have a generic BCAST message for this. (This is the LTKM request procedure added in R01).
R01 this sequence is called "LTKM Request Procedure" in CR16R06. Added new section in AD flows pointing to MBMS specs for "LTKM Request Procedure".
2. Related to the above, for the token response message, if LTKM delivery fails, how does the terminal request the LTKM? in particular, what "MSK ID" equivalent would it send?! Added note about this, can use MIKEY acknowledgement request.
3. Also related to the above, for BCAST service request we allow optional request of registration phase. If so, there is no real reason to not allow the same for token requests. Again, if we have a BCAST registration request, what "serviceID" equivalent (purchaseitemID || purchasedataID for subscription) do we use for the token request mapping? As per Service Request.
4. We are still discussing whether SEK/PEK ID = keyDomainID || MSK ID or whether SEK/PEK ID = MSK ID, pending the outcome of this discussion, sections below would have to be aligned in a revision. SEK / PEK ID = MSK ID used.
R01 added LTKM request procedure and resolved issues above
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:  Change to AD service provisioning flows

5.4.7.2 Service Provisioning Function Related Flows for Smartcard Profile
For the Smartcard Profile, all Service Provisioning messages and Registration procedures between the BSP-C and BSP-M SHALL be secured using HTTP digest.  The key material used for the HTTP digest based access authentication and integrity protection, namely the Smartcard Profile Subscriber Request Key (SRK), is either established through bootstrapping procedures as described in Section 5.4.7.2.1 for the (U)SIM Smartcard Profile, or derived from a pre-provisioned shared secret between the BSP-C and BSP-M, as described in section 5.4.7.2.2 for the (R-)UIM/CSIM Smartcard Profile.  Note that the Smartcard Profile Subscriber Management Key (SMK), which is used to protect SEK/PEK delivery within LTKMs (with SEK/PEK subsequently protecting the TEK delivery within STKM) is established as part of the same procedure that establishes SRK.  
5.4.7.2.1 Key Bootstrapping and Bootstrap Usage Procedures
For (U)SIM Smartcard Profile, the SMK and SRK are established via the GBA bootstrapping and bootstrap usage procedures as described in [3GPP TS 33.246] section 6.1. These procedures establish two keys; the MBMS User Key (MUK) and MBMS Request Key (MRK), which correspond to the SMK and SRK, respectively. It should be noted that the way in which SMK and SRK are derived is dependent on whether GBA_U or GBA_ME is used (see [3GPP TS 33.246] for details].  The BSP-M can control whether or not GBA_ME and/or GBA_U can be used for a particular service. 

In addition to establishing the keys SMK and SRK, the GBA bootstrapping procedure also establishes a Bootstrapping Transaction Identifier (B-TID), which is used to bind the subscriber identity to the keying material at the BSP-M.
5.4.7.2.1 Key Derivation from Pre-Provisioned Secret Key
For (R-)UIM/CSIM Smartcard Profile, the SMK and SRK are derived from the pre-provisioned Registration Key (RK) in the Smartcard, as described in [3GPP2 S.S0083-A].  Two keys are derived from the RK: the Temporary Key (TK) and Authentication Key (Auth-Key ), which correspond to the SMK and SRK, respectively.  
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5.4.7.2.3 Use of HTTP Digest to Secure Service Provisioning Messages 
After SMK and SRK have been established between the BSP-C and the BSP-M, the BSP-C MAY send the BSP-M any of the following types of Service Provisioning messages:

· Service Request

· Subscription Renewal

· Unsubscribe Request

· Token Request
· Registration Request

· Deregistration Request
· LTKM Request
The Service Provisioning messages SHALL use HTTP Digest for access authentication and integrity protection. The use of HTTP digest SHALL be as defined in [3GPP TS 33.246].
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Figure XX – Generic Call Flow for Smartcard Profile’s Service Provisioning Message Exchange using HTTP Digest
It is assumed that SMK and SRK have been established, as described in Section 5.4.7.2. prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the service provisioning request message using the HTTP POST message to the BSP-M.

2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. 
5. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type.
5.4.7.2.4 Service Request/Response with Registration phase
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Figure XX – Call Flow for Smartcard Profile’s Service Request/Response Message Exchange with Registration phase 
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the Service Request message to the BSP-M. The Service Request message is an HTTP message. The format of the Service Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. 
5. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type. This message is the Service Response message defined in [BCAST10-Services]. In this scenario the Service Response message includes a request for the terminal to go through the registration procedure, e.g. the registrationRequired field of the Service Response is set to “true”. 
6. The BSP-C sends a Registration message to the BSP-M, which contains the  GlobalPurchaseItemID – PurchaseDataRef pair(s) representing the Purchase Item(s) to which the BSP-C has subscribed. The Registration message is defined in [BCAST10-Services].
7. If registration is successful, the BSP-M sends a 200 OK HTTP response.  If registration is unsuccesful the status code in the HTTP status line SHALL indicate the appropriate error.
8. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Registration procedure. However, if the BSP-C does not receive the LTKM releated to the successful Registration procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure".
Note that for the (R-)UIM/CSIM Smartcard Profile no registration is required following a Service Response, hence this flow only applies to the (U)SIM Smartcard Profile.

5.4.7.2.5 Service Request/Response with no Registration phase
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Figure XX – Call Flow for Smartcard Profile’s Service Request/Response Message Exchange with no Registration phase
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the Service Request message to the BSP-M. The Service Request message is an HTTP message. The format of the Service Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type. This message is the Service Response message defined in [BCAST10-Services]. In this scenario the Service Response message does not includes a request for the terminal to go through the registration procedure, e.g. the registrationRequired field of the Service Response is set to “false”.  If the Service Request is unsuccesful the status code in the HTTP status line shall indicate the appropriate error.
5. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Service Request/Response procedure. However, if the BSP-C does not receive the LTKM related to the successful Service Request/Response procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure". 

Note that in the case where the “registrationRequired” field in the Service Response message is set to “false”, the BSM SHALL register the terminal to the corresponding service if the Service Request was successful, i.e. the Service Provisioning procedure includes an implicit registration.
6. 
1. 
2. 
3. 
4. 
5. 
5.4.7.2.6 Token Purchase Request/Response with Registration phase
5.4.7.2.7 
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Figure XX– Call Flow for Smartcard Profile’s Token Purchase Request/Response Message Exchange with Registration phase

It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends the Token Purchase Request message to the BSP-M. The Service Request message is an HTTP message. The format of the Token Purchase Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type. This message is the Token Purchase Response message defined in [BCAST10-Services]. In this scenario the Token Purchase Response message includes a request for the terminal to go through the registration procedure, i.e. the registrationRequired field of the Service Response is set to “true”.  If the Token Purchase Request is unsuccessful, the status code in the HTTP status line shall indicate the appropriate error.
5. The BSP-C sends a Registration message to the BSP-M, which contains the  GlobalPurchaseItemID – PurchaseDataRef pair(s) representing the Purchase Item(s) to which the BSP-C has subscribed. The Registration message is defined in [BCAST10-Services].
6. If registration is successful, the BSP-M sends a 200 OK HTTP response.  If registration is unsuccesful the status code in the HTTP status line SHALL indicate the appropriate error.
7. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Token Purchase Request/Response procedure. However, if the BSP-C does not receive the LTKM related to the successful Token Purchase Request/Response procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure". Note that some tokens are not associated with a SEK/PEK ID, in which case the LTKM request procedure can NOT be used. In order to avoid this situation, if LTKMs with tokens not associated with a SEK/PEK ID are delivered, an acknowledgment from the terminal SHOULD be requested.  
Note that for the (R-)UIM/CSIM Smartcard Profile no registration is required following a Token Purchase Response, hence this flow only applies to the (U)SIM Smartcard Profile. 

5.4.7.2.8 Token Purchase Request/Response with no Registration phase
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Figure XX – Call Flow for Smartcard Profile’s Token Purchase Request/Response Message Exchange with no Registration phase

1. 
2. 
3. 
4. 
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.

1. The BSP-C sends Token Purchase Request message to the BSP-M. The Token Purchase Request message is an HTTP message. The format of the Token Purchase Request message is specified in [BCAST10-Services].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type. This message is the Token Purchase Response message defined in [BCAST10-Services]. 

5. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Token Purchase Request/Response procedure. However, if the BSP-C does not receive the LTKM related to the successful Token Purchase Request/Response procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure". Note that some tokens are not associated with a SEK/PEK ID, in which case the LTKM request procedure can NOT be used. In order to avoid this situation, if LTKMs with tokens not associated with a SEK/PEK ID are delivered, an acknowledgment from the terminal SHOULD be requested. 
Note that in the case where the “registrationRequired” field in the Token Purchase Response message is set to “false”, the BSM SHALL register the terminal to the corresponding service if the Token Purchase Request was successful, i.e. the Service Provisioning procedure includes an implicit registration. 

6. 

5.4.7.2.9 Use of HTTP digest for Webshop / Web portal provisioning: Portal is SMK/SRK aware
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Figure XX – Call Flow for Webshop/Web portal based service provisioning secured using HTTP digest: Portal is SMK/SRK aware 
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.


1. The BSP-C contacts the webshop / web portal interface using HTTP

2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK 
5. 
6. 
7. 
8. The BSP-C indicates to that portal, via HTTP, that it wishes to subscribe to a service, purchase a program or purchase some tokens. It is assumed that the request is succesful. 
9. The relevant LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push the relevant LTKM(s) to the terminal over UDP following a successful purchase event on the web shop/web portal. However, if the BSP-C does not receive the LTKM releated to the successful purchase event, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure". Note that some tokens are not associated with a SEK/PEK ID, in which case the LTKM request procedure can NOT be used. In order to avoid this situation, if LTKMs with tokens not associated with a SEK/PEK ID are delivered, an acknowledgment from the terminal SHOULD be requested.  

10. 
5.4.7.2.10 Use of HTTP digest for Webshop / Web portal based service provisioning: Portal is SMK/SRK unaware (Informative)
5.4.7.2.11 In this scenario the webshop/web portal 
is SMK/SRK unaware, i.e. the portal is not capable of using HTTP digest to authenticate the BSP-C, nor determine whether the BSP-C possesses the requisite SMK/SRK for service provisioning. This scenario is thought to be a valid alternative to the scenario described in 5.4.7.2.6 Editor please insert a dynamic link as it allows greater implementation flexibility. 
To avoid the possibility of the webshop/web portal allowing the user to purchase a service protected using the Smartcard profile using a terminal that doesn’t support the Smartcard profile, and therefore GBA, the following message flow is recommended. It should be noted that this message flow is informative and other message flows may be possible for this scenario. The steps shown in dotted boxes in the Figure XX Editor please insert a dynamic link to the figure below are considered to be out of scope for BCAST 1.0. 
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Figure XX – Call Flow for Webshop/Web portal provisioning secured using HTTP digest: Portal is SMK/SRK unaware 
The 
1. User browses the web shop/portal and selects a service to purchase. It is assumed that this step is completed using the default purchasing functionality supported by the web shop/portal. 
2. The web shop/portal contacts the BSP-M to request that the BSP-M confirms that the user’s terminal supports the Smartcard profile and can be authenticated to the BSP-M, e.g. the terminal has a BSP-C that can establish SMK and SRK. Note that the terminal and/or user may have been authenticated to the web shop/web portal in step 1 in order to make a purchase; however, it is assumed that this authentication is independent from the bootstrapping used to establish SMK and SRK between the BSP-C and the BSP-M. The message from the web shop/portal to the BSP-M includes the Service IDs of the services requested by the user.
3. The BSP-M sends the BSP-C a Smartcard Profile Trigger message, which includes the identifiers of the purchase items requested by the user from the web shop/web portal. The Smartcard Profile Trigger is defined in [BCAST10-Services].
4. On reception of the Smartcard Profile Trigger the BSP-C checks to see whether it has established SMK and SRK with the BSP-M. If not, this is accomplished using either GBA or pre-provisioned RK.
5. The BSP-C sends a Registration message to the BSP-M, which contains with the identifiers of the purchase items to which the BSP-C has subscribed, including the Service IDs contained within the Smartcard Profile Trigger. The Registration message is defined in [BCAST10-Services].
6. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

7. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

8. If registration is successful, the BSP-M sends a 200 OK HTTP response.  If registration is unsuccesful the status code in the HTTP status line SHALL indicate the appropriate error.

9. The BSP-M informs the web shop/web portal whether or not the BSP-C has successfully authenticated itself. This information may be used by the web shop/web portal to inform the user that the purchase is complete (message not shown in flow).

10. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the BSP-C over UDP following a successful Registration procedure. However, if the BSP-C does not receive the LTKM related to the successful Registration procedure, the BSP-C SHOULD request the relevant LTKM from the BSP-M by sending it an HTTP message containing a list of one or more SEK/PEK ID(s), as explained in section 5.1.6.8 Editor please check section no and add dynamic link "LTKM Request Procedure", with the MSK ID set to the SEK/PEK ID. Note that some tokens are not associated with a SEK/PEK ID, in which case the LTKM request procedure can NOT be used. In order to avoid this situation, if LTKMs with tokens not associated with a SEK/PEK ID are delivered, an acknowledgment from the terminal SHOULD be requested.  
11. BSP-M informs portal of successful LTKM delivery. Note that depending on whether or not the BSP-M requests a Verification response from the BSP-C, the BSP-M may only be able to confirm that the LTKM was sent and not that it was received. 
12. The web shop/web portal informs the user that the purchase is complete and optionally that the associated LTKM has been delivered.

13. 

1. 
2. 
3. 
5.4.7.2.12 Registration Request/Response Message Flow
The Registration message is sent by the BSP-C to the BSP-M to indicate to the BSP-M that the BSP-C is available to receive from the BSP-M any LTKM updates related to the services to which the BSP-C is subscribed.  The Registration message is sent either when the terminal re-establishes connectivity with the interactive communication channel, e.g. after being switched on or coming back into coverage, or as defined in the flows within this section. 
The Registration message is not a BCAST service provisioning message i.e. it is not related to subscription or a token purchase. The message format and message exchanged is defined in [3GPP TS 33.246] in section 6.3.2.1A "MBMS User Service Registration procedure".
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Figure XX – Call Flow for Smartcard Profile’s Registration Request/Response Message Exchange
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the service provisioning message exchange described below.


1. The BSP-C sends the Registration message to the BSP-M. The Registration message is an HTTP message. The format of the Registration message is specified in [3GPP TS 33.246].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type
1. Once the above steps have been completed, the terminal is "registered" at the BSP-M. 
2. 
3. 
4. 

5.4.7.2.13 De-registration Request/Response Message Flow
The De-registration message is sent by the BSP-C to the BSP-M to indicate that the BSP-C is no longer available to receive from the BSP-M any LTKM updates related to the services to which the it is subscribed.  The De-registration message is sent either when the terminal looses connectivity with the interactive communication channel. 

The De-registration message is not a BCAST service provisioning message, i.e. it is not related to subscription or a token purchase. The message format and message exchanged is defined in [3GPP TS 33.246] in section 6.3.2.1B "MBMS User Service De-registration procedure".
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Figure XX – Call Flow for Smartcard Profile’s De-registration Request/Response Message Exchange 
It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the message exchange described below.

1. The BSP-C sends the De-registration message to the BSP-M. The De-registration message is an HTTP message. The format of the De-registration message message is specified in [3GPP TS 33.246].
2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type.


5. 
6. 
7. 
8. 
Once the above steps have been completed, the terminal is "deregistered" at the BSP-M. After the BSP-C has successfully deregistered the BSP-M SHOULD stop sending LTKM updates to the terminal as it is no longer contactable.
5.4.7.2.14 LTKM Request Procedure Messages
The messages exchanged between the BSP-C and BSP-M when the terminal requests LTKMs it has not received are those defined by 3GPP MBMS. The LTKM Request message is not a BCAST service provisioning message, i.e. it is not related to subscription or a token purchase. The message format and message exchanged is defined in [3GPP TS 33.246] in section 6.3.2.2 "MSK request procedures".
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 Figure XX – Call Flow for Smartcard Profile’s LTKM Request Procedure 

It is assumed that SMK and SRK have been established as described in Section 5.4.7.2.1 prior to the start of the message exchange described below.

1. The BSP-C sends the LTKM request message to the BSP-M. The LTKM request message is an HTTP message. This corresponds to the "MSK request" message is specified in [3GPP TS 33.246]. The MSK ID(s) correspond to the SEK / PEK ID(s).

2. As the request is for an access-protected object, and the appropriate Authorization header is not included in the request message received by the BSP-M, the BSP-M responds with a “401 Unauthorized” status code, along with WWW-Authenticate header containing the digest challenge.

3. The BSP-C retries the request, this time including in the HTTP POST the Authorization header line which contains the digest response using the SRK as the password, and B-TID or NAI (Network Access Identifier) as the username, for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computing the digest response. If authentication is successful the BSP-M sends the 200 OK along with the appropriate status code for the message type.

5. The LTKM is delivered to the BSP-C from the BSP-M. The BSP-M SHOULD push LTKMs to the terminal over UDP following a successful Service Request/Response procedure. However, if the BSP-C does not receive the LTKM related to the successful LTKM request procedure, the BSP-C SHOULD repeat the  "LTKM Request Procedure". 

5.4.7.2.15 Other Service Provisioning Messages

Similar to Section 5.4.7.2.1, after the establishment of SMK and SRK between the BSP-C and BSP-M, the BSP-C can now send to the BSP-M either of the following types of Service Provisioning messages:

· Pricing Information Request

· Account Inquiry Request

Figure 51 shows the call flow for such service provisioning message exchange.  Prior to the message exchange, the BSP-C and BSP-M are mutually authenticated, and the contents of the message may be encrypted by a secret key shared between these entities.
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Figure 80 – Call Flow for Smartcard Profile’s Pricing Information and Account Information Message Exchange 
1. The BSP-M and BSP-C mutually authenticates each other, and may establish a shared secret key to protect subsequent communications between them.

2. The BSP-C sends the service provisioning request message to the BSP-M.

3. The BSP-M provides the response to the service provisioning message.













































































�Is this correct? Do we need to add more text describing how these keys are established for the (R-)UIM/CSIM Smartcard profile?


�Registration is not needed for (R-)UIM/CSIM devices as described in Doc-0016R09.


�De-registration is not needed for (R-)UIM/CSIM devices, since Registration is not required.
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