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1 Reason for Change

This CR addresses following comment:
	XBS018
	16/01/2007
	T
	4.3.1, 4.3.2
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment: The 2 figures representing the four-layer key hierarchy in XBS have a different layer order as the figures in SPCP.
Proposed Resolution: Redo the figures in XBS so that they have the same order as in SPCP

	Status: OPEN
AP Fraunhofer IIS: prepare a CR for XBS018


This CR changes the order of the 4-layer of the key hierarchy to be consistent with the order in the SPCP spec.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree this CR.
6 Detailed Change Proposal

Change 1:  Change the order of the 4 key layers in Figures 1 and 2
The text did not change, only the two Figures.
4.3.1 Service Based Subscription

If the service is made available to customers by subscription only, then:

 If access rights change per program, a program key is used within the Short Term Key Message, but is never delivered separately in a Rights Object. The scheme described in section 4.3.2 is used.

 If access rights do not change per program, a program key is not used and the scheme below is followed.
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The SEK is transmitted to devices as part of the Rights Objects on the Long Term Key Management Layer. These ROs can be normal OMA DRM 2.0 ROs in the case of an interactive device or BCROs for both Mixed-mode Devices and Broadcast Devices.

Figure 1 shows the key hierarchy for the case of a service based subscription.
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Figure 1: 4-layer key hierarchy - use of SEK only

4.3.2 Pay-Per View Based and Service Based Subscription

If content is made available both via a service subscription and via a pay-per view based subscription then the TEK will be encrypted with the PEK:


[image: image4.wmf](

)

TEK

PEK

E

}

{


Devices that do not have a service-based subscription to that service can acquire the entitlement for a specific pay-per view event. The RO for that pay-per view event will contain a PEK. This PEK can be used to decrypt the TEK:
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To allow devices with a service based subscription to access the service as well the PEK encrypted with the SEK is also carried in the Short Term Key Message. So the STKM carries:
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In order to decrypt the TEK given only the SEK the device has to do the following decryption
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 EMBED Equation.3  [image: image11.wmf]
The lifetime of a PEK is expected to last only for the duration of a specific pay-per view event while the SEK is expected to last for a longer period.
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Figure 2: 4-layer key hierarchy - use of PEK and SEK

Figure 2 shows the four layer key hierarchy in the case of service subscription and pay-per-view.
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