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1 Introduction
The Open Mobile Alliance Broadcast sub working group (OMA BCAST) defines specific features extending the MBMS features of a UICC card. 

Some of these extensions define new conditions to check before the UICC sends to the terminal the keys to decrypt the content. If the conditions are not fulfilled, the Authenticate APDU command execution shall fail and the terminal needs to know the reason of this error in order to inform the user.

Here are described three use cases where the Authenticate APDU command shall fail:

· The OMA BCAST specifications define a purse stored in the card and that is associated to MBMS keys. If the purse shall be decremented and if its amount is not sufficient, the Authenticate APDU command shall fail.
· The OMA BCAST specifications define a parental control feature. For some content, according to the rights granted to the user, the content may be prohibited and the Authenticate APDU command shall fail.

· The OMA BCAST specifications define a “black out” feature. It may be prohibited to access content in certain geographical areas. In these cases, the Authenticate APDU command shall fail.

2 Proposal

OMA BCAST kindly requests 3GPP CT6 to define 3 new error status words for the Authenticate command in MBMS context and MTK Generation mode. These specific status words will allow the terminal to inform the user of the reason preventing the access to the content.
An alternative is to define a TLV structure to be sent by the card in such cases. The tag would indicate an OMA BCAST Failure. The content of the TLV would be defined by the OMA BCAST group. This implies more modifications on the IO interfaces but would let OMA BCAST define new failure cases without asking for new 31.102 modifications.
3 Requested Action(s)

OMA BCAST kindly requests that 3GPP CT6:

· Consider this need and define a solution allowing indicating a terminal the reason of the failure of an Authenticate command in MBMS context and MTK Generation mode.
4 Conclusion

OMA BCAST thanks 3GPP CT6 in advance for taking into account its request.
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