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	Source:
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1 Reason for Change

There is considerable interest in BCAST to specify the means for enforcement of parental control of program display, based on its rating.  Access criterion descriptor parental_rating as defined in the STKM provides a listing of one or more rating_type and rating_value pairs, as defined by global content rating systems (e.g. MPAA film and TV parental guidelines for USA, German FSK motion picture rating system, etc.), for the corresponding program/content encrypted by the TEK.  It is proposed in Doc-324R06 that such enforcement of parental control be performed by the security function in the terminal.  In that proposal, a parental_control access control descriptor is signaled in the LTKM, and stored in the secure function.  The secure function subsequently compares this information with the parental_rating access criteria descriptor received in the STKM to perform the enforcement.
In Doc-324R06, no mention is made regarding the use service provisioning procedures to support the setting and/or modification, by the subscriber, of the parental control access restriction threshold.  Qualcomm raised the comment that as such, the proposed solution is incomplete.  This CR represents the proposed service provisioning messages/parameters to enable setting/modification of the parental control access threshold.
R01 correct a few bugs in the original document, and in the “Parental Control Modification“ Request and Response messages, adds an attribute ‘previousRatingValue’, and correspondingly renames ‘ratingValue’ by ‘modifiedRatingValue’.  It also adds AOL Time Warner as co-signer.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:
Modifications to Service Request and Response Message to include parental control
5.1.5.2 Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item(s), and is applicable to both the DRM Profile and Smartcard Profile.  As part of the subscription/purchase request, the subscriber is able to set, if desired, the nominal threshold, in terms of rating type and rating level value pair towards secure enforcement of parental control of program access.   This message is used strictly for the subscription/purchase of purchase item(s) which is(are) not associated with token-based payment.  The Smartcard Profile also uses this message to submit a request for a SEK/PEK associated with a specific Key Validity period (range of STKM Time Stamp values), when the SEK/PEK required  to enable play-back of protected recording is not available on the Smartcard (see Section 6.7.1 of [BCAST10-ServContProt]).  Rating type and rating level values are defined in Section 7.1 of [BCAST10-ServContProt].
5.1.5.2.1 Service Request
This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.

If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Also, if the price is not specified for one or more of the purchase items  in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchcase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol
   PurchaseItem
   ParentalControl
   DrmProfileSpecificPart
   SmartcardProfileSpecificPart

Note: The Service Request message MAY contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart, but not both.  Furthermore, in the case of the Smartcard Profile, the ‘SmartcardProfileSpecificPart’ SHALL be omitted if the message is used for the purpose of subscription or purchase, and SHALL be included if the message is used to request delivery of SEK(s)/PEK(s).
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..1
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

[Note] This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	
	
	
	
	
	

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   purchaseItemID

Contains the following elements:

   PurchaseData

   ServiceID
	

	purchaseItemID
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseData
	E2
	O
	0..1
	Contains the price information.

This specifies the PurchaseData fragment in the Service Guide which is to be used for this subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

TRUE:
User agrees the terms of the 
Terms of Use.

FALSE:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.


	Boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	AnyURI

	Price
	E3
	O
	0..1
	The price of the Purchase Item known to the user from Service Guide.  If PurchaseData in the Service Guide contains multiple price entries by currency, this element should be specified to indicate to the BSM the entry desired by the user.  Price is expressed in fractional units (e.g. Cents).  

Contains the following attribute:

   currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	ServiceID
	E2
	O
	0..N
	Unique ID of the Service, as represented by the GlobalServiceID. It is used to identify Service. This element is only used for subscribing service-specific Notification.

 See section 7.4.2.1 of [BCAST10-SG] (Editor’s note: the section number should be corrected after Notification Function section is moved to TS-Services)
Contains the following attributes:

   notification
Note: This element is only used for the purpose of subscribing to service-specific Notification.  In addition, this element should not be confused with the MBMS User Service ID (the latter is the equivalent MBMS designation for the concatenation of ‘GlobalPurchaseItemID’ and ‘PurchaseDataIDRef’ in BCAST.
	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If Notification=TRUE, it means Notification over Interaction Channel is subscribed.  If Notification=FALSE, it means Notification over Interaction Channel should not be delivered. 
	boolean

	ParentalControl
	E1
	O
	0..1
	Optional parental control setting specifying the maximum program rating of the program(s) belonging to or representing the purchase item permitted for display on the subscriber’s terminal.
Contains the following attributes:

   ratingType

   ratingValue
Note: absence of this element in the Service Request message implies that unless specified (and therefore overridden) by out-of-band provisioning of parental control setting, there should not be program access restrictions for this purchase item associated with parental control.
	

	ratingType
	A
	O
	0..1
	Specifies the content rating system corresponding to the geographic region and/or content type classification of concern to the subscriber.  Values 0 to 8 represents one of the content rating systems as defined by MPEG-7, whereas 9 corresponds to the German system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	ratingValue
	A
	O
	0..1
	Specifies the content rating meaning associated with the ratingType, The values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  The values for rating type 9 are as defined by the German parental rating system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.
Contains the following attributes:

   rightsIssuerURL
Contains the following element:

   BroadcastMode
	

	rightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	Broadcast
Mode
	E2
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

   ProtectionKeyID

Note: This message is used to submit a request for SEK(s) or PEK(s) associated with a specific range of TEK values, due to unavailability of that key in the BCAST Terminal, necessary to enable play-back of protected recording.
	

	ProtectionKeyID
	E2
	M
	1..N
	The 7-byte long concatenation of KeyDomainID and SEK/PEK ID corresponding to the content for which the SEK(s) or PEK(s) is requested.

Contains the following attributes:

   timestampMIN

   timestampMAX

Note: the composition of this key identifier may need to be changed depending on the outcome of upcoming discussions.
	unsignedLong

	timestamp MIN
	A
	M
	0..1
	The lower bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary

	timestamp MAX
	A
	M
	0..1
	The upper bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary




Table 6: Structure of Service Request in General Service Provisioning Message 
5.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message, including parental control setting, if any.  This message is applicable to both the DRM Profile and Smartcard Profile.  
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode
   AdaptationMode
Contains the following elements:

   PurchaseItem
   ParentalControlAck
   DrmProfileSpecificPart
   SmartcardProfileSpecificPart
Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive. Service Response SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.1.4.
	unsignedByte

	AdaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

0 – indicates Generic adaptation mode

1 – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   purchaseItemID

   itemwiseStatusCode
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  
	unsignedByte

	ParentalControlAck
	E1
	O
	0..1
	Acknowledgement of the parental control settings as specified in the Service Request message.
Contains the following attributes:

   ratingType

   ratingValue
Note: ratingType and ratingValue are carried in LTKMs as ‘ratingType’ and ‘level_granted’ parameters, respectively, of the parental_control Access Control Descriptor.
	

	ratingType
	A
	O
	0..1
	Acknowledgement of the parental control ratingType setting specified in the Service Request message.
	ratingType
unsignedByte

	ratingValue
	A
	O
	0..1
	Acknowledgement of the parental control ratingValue setting specified in the Service Request message.
	ratingValue
unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.
Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   Trigger


	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

[Note] this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger** specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 


	ROAPTrigger

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attribute:

   registrationRequired
	

	registrationRequired
	A
	M
	1
	Indicates  whether the Registration message (defined in Section 5.1.6.7) should be sent by the terminal in response to this service response.

Values:

0 or false – Registration message SHALL NOT be sent

1 or true – Registration message SHALL be sent

If this flag is set to 0 or false, the registration functionality described in Section 5.1.6.7 is implicit in the BCAST Service Request/Response.
	boolean


Table 7: Structure of Service Response in General Service Provisioning Message 

Change 2:
New Service Provisioning message for parental control setting modification
5.1.5.3 Parental Control Modification Messages

The Parental Control Modification messages permit the modification of (possibly) previous settings of  parental control of program access restriction. 
Parental Control Modification Request
The Parental Control Modification Request message is sent by the terminal to the BSM to request changing of the current setting in the network, if any, of parental control of program access restriction.   This allows the subscriber, after having subscribed to or purchased a purchase item, to modify/set the desired parental control threshold for program access. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ParentalControlModificationRequest
	E
	
	
	Request to modify (or set if not previously done so during Service Request) of the desired level of program access restriction associated with parental control.
Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItem
   ParentalControl
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Parental Control Modification Request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	Reference to the purchase item to which this Parental Control Modification Request is associated..

Contains the following attribute:

   purchaseItemID
	

	purchaseItemID
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	ParentalControl
	E1
	O
	0..1
	Optional parental control setting specifying the maximum program rating of the program(s) belonging to or representing the purchase item permitted for display on the subscriber’s terminal.

Contains the following attributes:

   ratingType
   previousRatingValue
   ratingValue

Note: absence of this element in the Service Request message implies that there should not be program access restrictions for this purchase item associated with parental control.
	

	ratingType
	A
	O
	0..1
	Specifies the content rating system corresponding to the geographic region and/or content type classification of concern to the subscriber.  Values 0 to 8 represents one of the content rating systems as defined by MPEG-7, whereas 9 corresponds to the German system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	previousRatingValue
	A
	O
	0..1
	Identication of the previously provisioned content rating meaning associated with the ratingType, for which modification is intended by the ‘modifiedRatingValue’, The values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  The values for rating type 9 are as defined by the German parental rating system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	modifiedRratingValue
	A
	O
	0..1
	Specifies Identification of the intended content rating modification in this ‘ParentalControlModificationMessage’, with meaning associated with the ratingType, The values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  The values for rating type 9 are as defined by the German parental rating system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte


5.1.5.3.1 Parental Control Modification Response
This message is sent by the BSM to the terminal to verify that the desired modifications per the Parental Control Modification Request have has been registered.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ParentalControlModificationResponse
	E
	
	
	Response to the request for modification (or setting, if not previously done so during Service Request) of the desired level of program access restriction associated with parental control.
Contains the following attributes:

   requestID
   globalStatusCode
Contains the following elements:

   PurchaseItem
   ParentalControlAck
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Parental Control Modification Request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Section 5.1.4.
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	Describes the results of the request for modifying the parental control settings associated with the purchase item.
Contains the following attributes:

   purchaseItemID
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ParentalControlAck
	E1
	O
	0..1
	Acknowledgement of the parental control settings as specified in the Parental Control Modification Request message.
Contains the following attributes:

   ratingType
   previousRatingValue
   modifiedRratingValue
Note: ratingType and ratingValue are carried in LTKMs as ‘ratingType’ and ‘level_granted’ parameters, respectively, of the parental_control Access Control Descriptor.
	

	ratingType
	A
	O
	0..1
	Acknowledgement of the parental control ratingType setting specified in the Parental Control Modification Request message.
	ratingType
unsignedByte

	previousRatingValue
	A
	O
	0..1
	Acknowledgment of the previously provisioned content rating meaning associated with the ratingType, for which modification is identified by the ‘modifiedRatingValue’, The values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  The values for rating type 9 are as defined by the German parental rating system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	modifiedRratingValue
	A
	O
	0..1
	Acknowledgement of the modified parental control ratingValue setting specified in the Parental Control Modification Request message.
	ratingValue
unsignedByte
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