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1 Reason for Change

There is considerable interest in BCAST to specify the means for enforcement of parental control of program display, based on its rating.  Access criterion descriptor parental_rating as defined in the STKM provides a listing of one or more rating_type and rating_value pairs, as defined by global content rating systems (e.g. MPAA film and TV parental guidelines for USA, German FSK motion picture rating system, etc.), for the corresponding program/content encrypted by the TEK.  It is proposed in Doc-324R06 that such enforcement of parental control be performed by the security function in the terminal.  In that proposal, a parental_control access control descriptor is signaled in the LTKM, and stored in the secure function.  The secure function subsequently compares this information with the parental_rating access criteria descriptor received in the STKM to perform the enforcement.
In Doc-324R06, no mention is made regarding the use service provisioning procedures to support the setting and/or modification, by the subscriber, of the parental control access restriction threshold.  Qualcomm raised the comment that as such, the proposed solution is incomplete.  This CR represents the proposed service provisioning messages/parameters to enable setting/modification of the parental control access threshold.
R01 correct a few bugs in the original document, and in the “Parental Control Modification“ Request and Response messages, adds an attribute ‘previousRatingValue’, and correspondingly renames ‘ratingValue’ by ‘modifiedRatingValue’.  It also adds AOL Time Warner as co-signer.
R02 clarifies that the “Parental Modification Request and Response messages are both terminal and network optional to support.

R03 adds Safenet as co-signer.

R04 adds an editor’s note to qualify that for the Smartcard Profile, the ability by user to set/modify the parental control threshold using service provisioning may/should/shall require entry of valid PINCODE on the terminal, for verification against a stored PINCODE value in the Smartcard.
R05, produced based on the compromise solution framework agreed between several companies, including Gemalto, Cingular Wireless and Qualcomm, comprises the following changes:

· Specifies a unique, new service provisioning message for carrying desired parental control rating threshold;

· Assumes the use of a secure mechanism for enabling rating threshold setting/modification, which operates by virtue of:

· Existence of PINCODE known only between the BSM and the subscriber;

· Required user entry of this PINCODE, which is encrypted by the terminal using the SRK, and in turn sent from the terminal to the BSM for network validation and acceptance of the rating threshold provisioning transaction;
· Adds further note, per KPN request, that subscriber setting/modification of parental control threshold can also be employed in Webshop/Web portal based service provisioning.

· Adds Cingular Wireless and CoreMedia as co-signers.

R06 – no difference from R05 – submitted due to upload mistake of R05.

R07 – Changed encryption of PINCODE using SMK, rather than SRK.  Added note that typical expected usage of service provisioning of parental control threshold is to "relax" the default threshold (i.e., using the MPAA Parental Rating classification scheme as example, the default allows viewing of only PG content, whereas the subscriber (of appropriate age) wishes to modify the threshold to allow viewing of programming rated up through R).
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Services spec.
6 Detailed Change Proposal

Change 1:
Changes on General Service Provisioning Message table

5.1 Service Provisioning

OMA BCAST SHALL support Service Provisioning Function. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 


· Requesting / subscribing to service related to a PurchaseItem


· Renewing a subscription related to already requested PurchaseItem


· Cancelling a subscription related to already requested PurchaseItem


· Requesting a token or LTKM


· Inquiring the status of an account


· Subscription and unsubscription to user-specific notifications


To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 
This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on   Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service Protection Function and Content Protection Function with the sub-elements and  Smartcard service provisioning message are specified for Terminal supporting  Smartcard profile.

The following two tables specify under which conditions each message is mandatory or optional to support for the general Service Provisioning message and  Smartcard Service Provisioning message respectively.


	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.5.1.0
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.5.1.2
	MANDATORY
	MANDATORY

	Service Request
	5.1.5.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.5.2.2
	MANDATORY
	MANDATORY

	Service Completion
	5.1.5.2.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.5.3.1
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Response
	5.1.5.3.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.5.3.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.5.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.5.4.2
	MANDATORY
	MANDATORY

	Token Purchase Request
	5.1.5.5.1
	OPTIONAL
	OPTIONAL

	Token Purchase Response
	5.1.5.5.2
	OPTIONAL
	OPTIONAL

	Token Purchase Completion
	5.1.5.5.3
	OPTIONAL
	OPTIONAL

	Account Inquiry Request
	5.1.5.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.5.6.2
	MANDATORY
	MANDATORY

	Set Parental Control Request
	5.1.6.10.1
	OPTIONAL
	OPTIONAL

	Set Parental Control Response
	5.1.6.10.2
	OPTIONAL
	OPTIONAL


Table 2: Summary General Service Provisioning messages
Change 1:
New Service Provisioning message for parental control setting or modification
5.1.6.10 Set Parental Control Messages

The Set Parental Control messages permit the setting or modification of parental rating threshold for permitted program access.  It involves the transmission of the desired threshold value along with a PINCODE, shared between the BSM and the subscriber, and encrypted by the SRK.  The PINCODE is decrypted and validated by the BSM.  If the validation is successful, that same threshold value is subsequently sent to the BCAST Terminal, inside the LTKM, for Smartcard storage and use in parental control enforcement.  These messages are only applicable to the Smartcard Profile (i.e. they are not applicable for DRM Profile).
Typical or expected usage of these messages is to "relax" the default threshold (i.e., using the MPAA Parental Rating classification scheme as example, default allows viewing of only PG content, whereas the subscriber (of appropriate age) wishes to modify the threshold to allow viewing of programs rated up through R).
5.1.6.10.1 Set Parental Control Request
The Set Parental Control Request message is sent by the terminal to the BSM to request setting of the desired parental rating threshold. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	SetParentalControlRequest
	E
	
	
	Request to set/modify the desired level of program access restriction associated with parental control.
Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ParentalControl

   EncryptedPIN
	

	requestID
	A
	M
	0..1
	Identifier for the corresponding ‘Set Parental Control Request’ message.
	unsignedInt

	UserID
	E1
	M
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	

	DeviceID
	E1
	M
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ParentalControl
	E1
	M
	0..1
	Optional parental control setting specifying the maximum program rating of the program(s) belonging to or representing the purchase item permitted for display on the subscriber’s terminal.

Contains the following attributes:

   ratingType

   ratingValue
	

	ratingType
	A
	M
	0..1
	Specifies the content rating system corresponding to the geographic region and/or content type classification of concern to the subscriber.  Values 0 to 8 represents one of the content rating systems as defined by MPEG-7, whereas 9 corresponds to the German system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	ratingValue
	A
	M
	0..1
	Specifies the desired content rating threshold in this ‘SetParentalControl’ message, with meaning associated with the ratingType, The values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  The values for rating type 9 are as defined by the German parental rating system.  For more details see Section 7.1 of [BCAST10-ServContProt].
	unsignedByte

	EncryptedPIN
	E1
	M
	0..1
	SMK encryption of the plain-text PINCODE entered by the user, using AES_128_CTR as defined in [RFC3711].

Notes:

1. User entry of the PINCODE is mandatory, leading to transmission of its encrypted form as ‘EncryptedPIN’.  The terminal SHALL cipher this PINCODE using the SMK.  This element is decrypted and the PINCODE is validated by the BSM to determine whether or not to accept the SetParentalControlRequest message..
2. Although outside the scope of this message, it is recommended that the BSM prohibits user determination of the PINCODE using a brute force attack. 
	hexBinary


5.1.6.10.2 Set Parental Control Response

This message is sent by the BSM to the terminal to acknowledge that the desired setting/modification in the ‘Set Parental Control’ Request is successful.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	SetParentalControlResponse
	E
	
	
	Response to the request for setting/modification of the desired level of program access restriction associated with parental control.
Contains the following attributes:

   requestID

   globalStatusCode
	

	requestID
	A
	M
	0..1
	Identifier for the corresponding ‘Set Parental Control Request’ message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Section 5.1.4.
	unsignedByte


Change 3:
Adding note in Web-based service provisioning section on parental control provisioning

5.1.8 Web-based Service Provisioning
BCAST 1.0 supports Service Provisioning over a web-based system. The entry point to web-based Service Provisioning is supported by PurchaseChannel fragment of Service Guide. In that fragment, element PortalURL SHALL point to the entry point (URL) of the related web-based system. The PortalURL can be used to support two purposes:

1. The PortalURL provides additional information on services available over this PurchaseChannel. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “1”. In this case the terminal MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. 

2. The PortalURL supports full set of service provisioning functionality over web-based system in addition to providing service related information. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “2”. The terminal SHALL access the PortalURL and upon accessing the PortalURL the terminal SHALL expect that the facilities for service provisioning are provided over web-based interface. Further, in this case, the Service Provisioning messages sent to the PurchaseURL as defined in section 5.1.5 SHALL NOT be used.

3. The PortalURL provides additional information on services available over this PurchaseChannel. Further, the Terminal MAY achieve the service provisioning either over web-based system or by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5.

Further, in the context of the above two methods, there are two ways the request to PortalURL can be formed.

1. Request without reference to a specific PurchaseItem. When Terminal accesses the PortalURL without any specific reference to any PurchaseItem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is http://server.bsm.org/webshop”. The HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", not containing any associated data block. 
2. Request with reference to a specific PurchaseItem. When the Terminal accesses the PortalURL with specific reference to a PurchaseItem or a set of PurchaseItems, the Terminal knows the relevant GlobalPurchaseItem IDs from the Service Guide. The Terminal SHALL issue an HTTP POST request to the PortalURL. This request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. The PurchaseItem(s) are identified using the GlobalPurchaseItem ID(s), each fragment ID SHALL be signalled in a separate name-value pair, using "globalPurchaseItemID" as the name. For example, if PortalURL is “http://server.bsm.org/webshop” and the GlobalPurchaseItemIDs are "aau17135@bsda.org" and "fhh7982@bsda.org" and "jke132486@bsda.org", the HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", containing a data block of the following structure:

 
"globalPurchaseItemID=aau17135@bsda.org&

globalPurchaseItemID=fhh7982@bsda.org&

globalPurchaseItemID =jke132486@bsda.org"
If the service provisioning sequence is about making a purchase or subscription to a PurchaseItem, different server behaviour will take place depending on the security profile:

· For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based system SHALL send a trigger in the last HTTP response it delivers to the Terminal. . The trigger is contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile. 
· For the Smartcard Profile, if the server determines that the terminal has a valid SMK (i.e. valid GBA bootstrapping session has been performed in the case of (U)SIM terminals), it SHALL send the LTKMs directly to the terminal. However, if the server is unable to determine whether or not the Terminal has a valid SMK, it SHALL send the “SmartcardProfileTrigger” message, as specified in Section 5.1.8.1,in the last HTTP response it delivers to the terminal to tell it to initiate a BCAST service request (this will force GBA bootstrapping). ).  In the meantime, the subscription/purchase transaction should not be completed (i.e., it should be held pending), until the Terminal has properly responded to that trigger. 
Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the LTKM acquisition continues as per the profile.
It SHALL be possible for the subscriber to set or modify the desired parental control threshold for content access using Web-based service provisioning.
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