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Foreword

This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

0
early working draft;

1
presented to TC SCP for information;

2
presented to TC SCP for approval;

3
or greater indicates TC SCP approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This document specifies the architecture, functional capabilities and characteristics of the Secure Channel protocol and its associated interfaces. Communicating applications running on the UICC and distant platforms will be able to rely on the generic Secure Channel solution to offer an end-to-end security.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

For the purposes of this Technical Specification (TS) the following references apply:

[1]
ETSI TS 102 221: "Smart cards; UICC-Terminal interface; Physical and logical characteristics".

[2]
IETF RFC 2246 (1999): "The TLS Protocol Version 1.0".

[3]
IETF RFC 3546 (2003): "Transport Layer Security (TLS) Extensions".

[4]
IETF RFC 4279 (2005): "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[5]
Trusted Computing Group (2003): "TPM Main Part 1 Design Principles" specification version 1.2" (https://www.trustedcomputinggroup.org/downloads/tpmwg-mainrev62_Part1_Design_Principles.pdf).

[6]
ETSI TS 102.241: "UICC Application Programming Interface (UICC API) for Java Card™".

[7]
3GPP TS 33.110: "Key establishment between a UICC and a terminal".

[8]
ETSI TS 102.412: "Smart Card Platform Requirements".

[9]
ETSI TS 102.223: "Smart Cards; Card Application Toolkit".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

terminal end point: point in a trusted terminal for terminating the secure channel. The definition of a trusted terminal is out of the scope of this specification.
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

CAD
Card Acceptance Device

IP
Internet Protocol

TCP
Transmission Control Protocol

4
Overview

This specification defines processes that allow a secure channel to be created between either:

· An application on the terminal and an application on the UICC. This is an application secure channel.

· All applications on the terminal that communicate with the UICC and all applications on the UICC that communicate with the terminal. This is a platform secure channel.
A secure channel, within this specification, is characterized as having:

· an end point on a terminal.

· an end point on a UICC.

· a means of secure bidirectional communication between these end points.
· a firewall at each endpoint that prevents insecure communication between these two points.

Within this specification, the terminal may have an intergrated card acceptance device or be remote from the card acceptance device (See figure1).
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Figure 1: Secure channel architecture overview [TBA]

This specification defines that the terminal shall setup the secure channel and the UICC shall be able to indicate that a secure channel is required or preferable for communication.

This specification is defined to be used over the following interfaces between the Terminal and the UICC

· APDU protocol over ISO interface as defined in TS 102 221 [x]. Secure channels using this interface use the APDU procedures defined in this specification for both security association and secure transactions.
· APDU protocol over USB interface as defined in TS 102 xxx [x]. Secure channels using this interface use the APDU procedures defined in this specification for both security association and secure transactions.
· IP protocol over over ISO interface using the BIP commands defined in TS 102 223 [x]. Secure channels using this interface may use either the APDU or the IP procedures defined in this specification for security association and use the IP procedures for secure transactions.
· IP protocol over USB interface as defined in TS 102 xxx [x]. Secure channels using this interface may use either the APDU or the IP procedures defined in this specification for security association and use the IP procedures for secure transactions.
This specification defines processes to:
· Identification of support of this specification by the terminal and the UICC

· Discover endpoints that can communicate securely on the UICC.
· Identify an application.
· Negotiate secure channel parameters.
· Establish (and re-establish) any required keys / algorithm parameters at both end points.
· Create a secure channel.
· Communicate over a secure channel.
· Identify an active secure channel.
· Terminate a secure channel.
5
Secure channel processes
This section defines common properties for secure channels and details the secure channel lifecycle of each secure channel type defined in this specification.

5.1
Common secure channel properties

5.1.1
Secure channel support discovery

Indication of the capability to support to support secure channel processes defined in this specification shall be performed over the APDU interface as defined in section 6.

A terminal shall only indicate that it supports the procedures in this specification if it is able to execute applications as a trusted platform.   Definition of a trusted terminal platform is out of scope of this specification.

5.1.2
Discovery of available endpoints
An endpoint is an application or platform handler on either the terminal or UICC that is capabile of both terminating a secure channel and preventing non passage of non secure messages to or from that application / handler once a secure channel is in place.
By their nature, endpoints can dynamically change their availability depending on the activation state of their associated applications.  Each secure channel type defines the mechanisms by which the terminal or the UICC can dynamically discover the available endpoints on the other entity.

5.1.3
Minimum support for secure channel types

A terminal or UICC conforming to this specification shall support:

· Application to Application APDU secure channel type.

· Application to Application TLS secure channel type.

A terminal or UICC conforming to this specification may support:

· 
· Platform to Platform IPsec secure channel type.

· Platform to Platform APDU secure channel type.
5.1.4
Use of multiple secure channels
A terminal or UICC conforming to this specification shall be able to support multiple application to application secure channels.
A terminal or UICC conforming to this specification shall be able to support one platform to platform secure channel for each platform secure channel type supported.

A terminal or UICC conforming to this specification shall be able to support multiple application to application secure channels passing through a relevant platform to platform secure channel.

5.1.5
Firewalling
Once a secure channel is setup, each application or handler that has an endpoint for this channel shall prevent unsecured communication with the other end point of the channel.  It is the responsibility of each application to decide and implement firewalls on other communication channels it is using.
5.1.6
Use of preshared Keys

Where a secure channel type supports the use of preshared keys, the following methods of agreeing preshared keys, counters and the preshared key lifetime may be supported:

· GBa according to 3GPP TS 33.110 [TBA]
· IKEv2 according to IETF RFC4306 [TBA]

· By a separate channel such as OTA as defined in ETSI TS 102 225 [TBA]
Where applicable, a key used in a session may be derived from an existing preshared key using information specific to the secure channel being established and a suitable key derivation function.  When a key is derived from an existing pre-shared key, it shall have it own counter values and its lifetime shall not be greater than the key that it has been derived from.
All preshared keys shall have a lifetime associated with that key after which the key and all of its derived keys shall be discarded and not reused.  This lifetime may be specified as:
· A specific timespan (Note: the UICC is not time aware so cannot determine expiry using this method).
· A specific counter span.

· A number of sessions.

· A number of UICC power cycles.

An application or handler on either the teminal or the UICC can expire the use of a preshared key and all of its derived keys at any time.  (Note: This may have unpredicitable results at an application level).
Identification of available pre-shared keys (e.g. GBA keys), security associations, and secure channel sessions is [TBA].
5.1.7
Ability to mandate a secure channel

Applications on the Terminal or the UICC shall be able to refuse the communication of information with another application if a secure channel is not active between these applications.  The application shall use the SW1 SW2 = Communication must be secure staus word to indicate that it is refusing communication due to a secure channel not being active.
The UICC shall be able to refuse any C-APDU if a platform to platform APDU secure channel is required but is not active.
5.2
Application to Application TLS secure channel lifecycle

5.2.1
Identification of endpoints

For Application to Application TLS secure channel usage, the following mechanisms may be used to identify endpoints that are available:

· The terminal may use Manage Secure Channel APDU - Retrieve UICC Endpoints to discover UICC endpoints.

· The terminal may use Manage Secure Channel APDU - Declare Terminal Endpoints to declare terminal endpoints to the UICC.

· The endpoints may be pre-agreed between the applications on the UICC and the terminal.
5.2.2
Secure channel initiation

Before an application to application TLS secure channel is intiated, both applications shall be able to communicate over an IP channel using TCP.

Both the terminal or the UICC shall be able to initate a TLS secure channel.
A TLS secure channel shall be initiated by sending a TLS client hello message as defined in IETF RFC4346 [TBA].

5.2.3
Security Association

A TLS security association shall be setup using the TLS handshake protocol defined in IETF RFC4346 [TBA]. Both pre-shared key and certificate based security association shall be supported.  The following TLS cipher suites shall be supported:
· CipherSuite_TLS_PSK_WITH_AES_128_CBC_SHA

· TLS_RSA_WITH_AES_128_CBC_SHA   

· TLS_RSA_PKS_ WITH_AES_128_CBC_SHA   OR   TLS_DHE_PSK_WITH_AES_128_CBC_SHA
The above ciphersuites are defined in IETF RFC4346 [TBA], IETF RFC4279 [TBA] and IETF RFC3268 [TBA].

The end point applications shall maintain expiry counters or expiry times for expiration of TLS security associations. If a pre-shared key is used to establish a TLS security association, then the lifetime  or expiry counter of the TLS security association shall be less than that of the pre-shared key.
5.2.4
Secure channel operation

TLS secure channel session setup and communication shall be as defined in IETF RFC4346 [TBA].

It may be desirable to negotiate a smaller maximum fragment length due to memory limitations or bandwidth limitations. This extension enables the usage of the following fragment length (when the default value is 2^14):

   2^9(1), 2^10(2), 2^11(3), 2^12(4), (255)

- The terminal should support the Maximum Fragment Length Negotiation as defined in RFC 3546 [3].

- The UICC shall support the Maximum Fragment Length Negotiation as defined in [RFC 3546] and shall accept fragment length down to the minimum of 512 bytes. 

- If the client does not negotiate the Maximum Fragment Length, the server shall accept TLS fragment length with the predefined length of 16 KB.
5.3 
Application to Application APDU secure channel lifecycle
5.3.1
Identification of endpoints

For Application to Application APDU secure channel usage, the following mechanisms may be used to identify endpoints that are available:

· The terminal may use Manage Secure Channel APDU - Retrieve UICC Endpoints to discover UICC endpoints.

· The endpoints may be pre-agreed between the applications on the UICC and the terminal.
5.3.2
Secure channel initiation

Application to application secure channels shall only be setup from the terminal. 
A terminal application wishing to setup a secure channel to an application on the UICC shall use the Manage Secure Channel APDU - Request Security Association defined in section 6.
5.3.3
Security Association

A terminal application wishing to setup a security association to an application on the UICC shall use the Manage Secure Channel APDU - Establish Algorithm Parameters to detail the options it supports, as defined in section 6.
If the UICC is able to setup a security association based on a combination of options provided and its own capabilities, it shall set the security association parameters from the options provided and return the in the response to this command.
If the following Encyphering Algorithms shall be supported by the UICC and the terminal as a minimum:

· 3DES – outer CBC using 2 keys
· 3DES – outer CBC using 3 keys

· AES

The following integrity mechanisms shall be supported by the UICC and the terminal as a minimum:

· CRC32

· MAC as defined in ISO9797 [TBA].

The following counter size shall be supported as a minimum:

· 5 bytes
The terminal and UICC shall then perform key agreement, if required.

The following key agreement mechanisms shall be supported:
· GBa as defined in 3GPP TS 33.110 [TBA]

· Certificate exchange
· Second channel (e.g. keys sent via a secure OTA message)
· Derived from keys pre-known to both the UICCand terminal applications.

5.3.4
Start secure channel session indication

Once a security association is complete, the terminal shall start the secure channel session by issuing the Manage Secure Channel APDU – Start SecureChannel defined in section 6. 

On receiving the Manage Secure Channel APDU – Start Secure Channel the UICC shall first activate its firewall and then respond command successful.

On receiving a command successful from the UICC to an issued Manage Secure Channel APDU – Start SecureChannel, the  terminal application shall enable its firewall and prevent non secure communication to the other endpoint.

The terminal may attempt to re-establish a terminated secure channel session by using a previously agreed security association.

5.3.5
Secure channel operation – data transfer
To send ad receive APDUs securely through the APDU secure channel, the terminal shall use the Transact Secure APDU command defined in section 6.

The UICC can indicate that a key or a security association has expired using the SW1 SW2 response "Security session  or association expired".

5.3.6
Terminating a secure channel session
To terminate an existing APDU secure channel session, the terminal shall use the Manage Secure Channel APDU – Terminate secure channel session defined in section 6.

If the teminate secure channel session is chosen then this session may be restarted.

If the teminate security association is chosen then this session cannot be restarted.

5.4
Platform to Platform IPsec secure channel lifecycle

5.4.1
Secure channel initiation

Both the terminal or the UICC shall be able to initate an IPsec secure channel as defined in IETF RFC4301 [TBA].

5.4.2
Security Association

An IPsec Security association shall be setup using the IKE v2 protocol defined in IETF RFC4306 [TBA]. Both pre-shared key and certificate based key agreement mechanisms in IKE v2 shall be supported. 

An IPsec secure channel shall be initiated by sending an IKE v2 IKE_SA_INIT message as defined in IETF RFC4306 [TBA]. The mandatory algorithms for IKE v2 defined in IETF RFC4307 [TBA] shall be supported.

Rekeying of an IKE_SA and establishment of childs SAa from an existing IKE_SA as defined in IETF RFC4306 [TBA] shall be supported.

The channel end points shall maintain an expiry time or counter for each IKE_SA. If the IKE_SA uses a pre-shared key, then the lifetime or expiry counter of the IKE_SA shall not be longer than the lifetime or expiry counter of the pre-shared key. In addition, any child SA generated using an IKE_SA shall have a lifetime or expiry counter less than that of the IKE_SA.

5.4.3
Secure channel operation

IPsec secure channel session setup and communication shall be as defined in IETF RFC4301[TBA], IETF RFC4302 [TBA], IETF RFC 4303[TBA].

The mandatory cryptographic algorithms for IPsec AH and ESP defined in IETF RFC4302 [TBA] and IETF RFC4303 [TBA] shall be supported.

5.5
Platform to Platform APDU secure channel lifecycle
5.5.1
Indication of Platform to Platform APDU secure channel support

The UICC shall indicate that it supports Platform to Platform APDU secure channel in the ATR as specified in ETSI TS 102 221 [TBA].

5.3.2
Secure channel initiation

A platform to platform APDU secure channel shall only be setup from the terminal. 
A terminal interface handler wishing to setup a secure channel to the UICC interface handler shall use the Manage Secure Channel APDU - Request Security Association defined in section 6.

5.3.3
Security Association

A terminal application wishing to setup a security association to an application on the UICC shall use the Manage Secure Channel APDU - Establish Algorithm Parameters to detail the options it supports, as defined in section 6.

If the UICC is able to setup a security association based on a combination of options provided and its own capabilities, it shall set the security association parameters from the options provided and return the in the response to this command.

If the following Encyphering Algorithms shall be supported by the UICC and the terminal as a minimum:

· 3DES – outer CBC using 2 keys

· 3DES – outer CBC using 3 keys

· AES

The following integrity mechanisms shall be supported by the UICC and the terminal as a minimum:

· CRC32

· MAC as defined in ISO9797 [TBA].

The following counter size shall be supported as a minimum:

· 5 bytes

The terminal and UICC shall then perform key agreement, if required.

The following key agreement mechanisms shall be supported:

· GBa as defined in 3GPP TS 33.110 [TBA]

· Certificate exchange

· Second channel (e.g. keys sent via a secure OTA message)

· Derived from keys pre-known to both the UICCand terminal applications.


5.3.4
Start secure channel session indication

Once a security association is complete, the terminal shall start the secure channel session by issuing the Manage Secure Channel APDU – Start SecureChannel defined in section 6. 

On receiving the Manage Secure Channel APDU – Start Secure Channel the UICC shall first activate its firewall and then respond command successful.

On receiving a command successful from the UICC to an issued Manage Secure Channel APDU – Start SecureChannel, the  terminal application shall enable its firewall and prevent non secure communication to the other endpoint.

The terminal may attempt to re-establish a terminated secure channel session by using a previously agreed security association.

5.3.5
Secure channel operation – data transfer

To send ad receive APDUs securely through the APDU secure channel, the terminal shall use the Transact Secure APDU command defined in section 6.

The UICC can indicate that a key or a security association has expired using the SW1 SW2 response "Security session  or association expired".

5.3.6
Terminating a secure channel session

To terminate an existing APDU secure channel session, the terminal shall use the Manage Secure Channel APDU – Terminate secure channel session defined in section 6.

If the teminate secure channel session is chosen then this session may be restarted.

If the teminate security association is chosen then this session cannot be restarted.

6 Secure channel C-APDUs
6.1
Discovery of UICC endpoints command
To discover all available endpoints for secure channels on the UICC, the terminal shall use the following APDU as in [TBA]:-

· INS set to "Manage Secure Channel APDU". 
·  P1 value set to "Retrieve UICC Endpoints".

· P2 set to "00" for initial use or "01" to retrieve the next block data if the retuned data size is greater than 255 bytes.

· Le and Lc not present.
This command shall be always available.  

If this command is sent via any existing secure channel, then the endpoints returned shall be the end points that are currently available at the UICC end of this secure channel.

The UICC shall return the following:
Table 6.1: Response Retrieve UICC endpoints

	Description
	Tag
	Clause
	Status

	Number of available endpoints TLV
	'xx'
	7.1
	M

	Endpoint information TLV
	'yy'
	7.2
	C

	Endpoint information TLV
	'yy'
	7.2
	C

	…
	…
	…
	…

	Endpoint information TLV
	'yy'
	7.2
	C


If there are no endpoints available then the UICC shall only return the number of available endpoints TLV with the value set to 'No endpoints available'.
If there are endpoints available on the UICC, then an 'Endpoint information' TLV shall be be present for each available endpoint.

If the remaining Response is greater than 255 Bytes then the next 255 bytes shall be returned and the SW1 SW2 shall be set to "More data available".

If the remaining Response is less than or equal to 255 bytes then all of the bytes shall be returned and SW1 SW2 shall be set to "normal ending of command".

6.2
Request Security Association Command
The Request Security Association command is issued by the terminal or an application on the terminal to request permission to setup a secure channel to a secure channel endpoint on the UICC.

The Request Security Association process shall use the following APDU as in [TBA]:-

· INS set to "Manage Secure Channel APDU". 

· P1 value set to "Request Security Association".

· P2 set to "00"

· Lc shall be set to the length of subsequent data field.

· Data shall be set as in Table 6.2

This command shall be always available.  

Table 6.2: Request Security Association Data

	Description
	Tag
	Clause
	Status

	Endpoint Identifier TLV
	'xx'
	7.3
	M

	Endpoint information TLV
	'yy'
	7.2
	C


The Endpoint Identifier TLV shall identify the application or interface handler on the UICC that the terminal would like to setup a secure channel to.
The Endpoint Information TLV identifies the application or interface handler on the Terminal and its capabilities.

The UICC shall return the following:

Table 6.3: Request Security Association Response
	Description
	Tag
	Clause
	Status

	Security Association response TLV
	'zz'
	7.4
	M

	Endpoint information TLV
	'yy'
	7.2
	C

	Secure Channel Handle TLV
	'uu'
	7.5
	C


If the UICC is able to agree a Security Assiociation to the specified endpoint then the definition of the secure channel parameters are indicated in the Endpoint information TLV in the Request Security Association Response.  Only one bit may be chosen for each byte in the Endpoint  Secure channel capability value.  Each bit chosen must have been indicated in the Endpiont information TLV in the Request Security Association data.  The endpoint identifier value shall be the UICC endpoint.
If the UICC is able to agree a Security Association to the specified end point then the UICC shall provide a Secure Channel Handle that is used by the Terminal and UICC to establish the algorithm parameters.   If  a secure channel is currently established between the two endpoints then the Secure Channel Handle for that secure channel shall be returned.
6.3
Establish Algorithm Parameters command 
[TBA] – To be completed – this section needs updating it currently is just a copy and paste

The Establish Algorithm Parameters command is issued by the terminal or an application on the terminal to request to securely agree Algorithm parameters such as keys, counters and algorithms.  This section defines the use of the Establish Algorithm Parameters command to set up parameters for an APDU secure channel type.

The Request Security Association process shall use the following APDU as in [TBA]:-

· INS set to "Manage Secure Channel APDU". 

· P1 value set to " Establish Algorithm Parameters ".

· P2 set as in Table 6.4

· Lc shall be set to the length of subsequent data field.

· Data shall be set as in Table 6.5

This command shall be always available.  

Table 6.4: Coding of P2

	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	-
	--
	-
[TBA]


Table 6.5: Establish Algorithm Parameters Data for TLS secure channel type

	Description
	Tag
	Clause
	Status

	Endpoint Identifier TLV
	'xx'
	7.3
	M

	Endpoint information TLV
	'yy'
	7.2
	C


The Endpoint Identifier TLV shall identify the application or interface handler on the UICC that the terminal would like to setup a secure channel to.

The Endpoint Information TLV identifies the application or interface handler on the Terminal and its capabilities.

The UICC shall return the following:

Table 6.6: Request Security Association Response

	Description
	Tag
	Clause
	Status

	Security Association response TLV
	'zz'
	7.4
	M

	Endpoint information TLV
	'yy'
	7.2
	C

	Secure Channel Handle TLV
	'uu'
	7.5
	C


If the UICC is able to agree a Security Assiociation to the specified endpoint then the definition of the secure channel parameters are indicated in the Endpoint information TLV in the Request Security Association Response.  Only one bit may be chosen for each byte in the Endpoint  Secure channel capability value.  Each bit chosen must have been indicated in the Endpiont information TLV in the Request Security Association data.  The endpoint identifier value shall be the UICC endpoint.

If the UICC is able to agree a Security Association to the specified end point then the UICC shall provide a Secure Channel Handle that is used by the Terminal and UICC to establish the algorithm parameters.   If  a secure channel is currently established between the two endpoints then the Secure Channel Handle for that secure channel shall be returned.
6.4
Setup Secure channel Session command
[TBA] add command here
6.5
Transact Secure APDU command

The Transact Secure APDU command is used to send and receive information over an APDU secure channel.
The Transact Secure APDU command process shall use the following APDU as in [TBA]:-

· INS set to "Transact Secure APDU command". 

· P1 value set as in Table 6.7.

· P2 value set as in Table 6.8.

· Lc shall be set to the length of subsequent data field.

· Data shall be set as in Table 6.9
This command shall be always available.  

Table 6.7: Coding of P1 – Channel Details
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	X
	X
	X
	X
	Secure channel number

	X
	X
	-
	-
	-
	-
	-
	-
	Transaction action

0 0 = Send Encrypted C-APDU

0 1 = Get Encrypted C-APDU response

	-
	-
	X
	X
	-
	-
	-
	-
	Reserved


Table 6.8: Coding of P2 – Block Management
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	X
	X
	Current block number

00 = reserved

01 = first block
10 = second block

11 = reserved

	-
	-
	-
	-
	X
	X
	-
	-
	Total number of Blocks for this tranaction
00 = no blocks sent

01 = 1 block sent
10 = 2 blocks sent
11 = reserved

	X
	X
	X
	X
	-
	-
	-
	-
	Reserved


If  P1 is set to "Get Encrypted C-APDU response" then "current block number" shall indicate the block that the terminal would like to fetch from the UICC and the  "Total number of Blocks for this tranaction" shall be set to "no blocks sent".

Table 6.9: Transact Secure APDU data
	Description
	Tag
	Clause
	Status

	Encrypted Data TLV
	'xx'
	7.7
	C


If  P1 is set to "Send Encrypted C-APDU" then the Encrypted Data TLV shall be present and shall contain a block of encrypted data as defined in section 6.3.2 of this specification.

The UICC may return the following:

Table 6.10: Transact Secure APDU response

	Description
	Tag
	Clause
	Status

	Response status Byte
	-
	-
	M

	Block Management Byte
	-
	-
	C

	Encrypted Data TLV
	'xx'
	7.7
	C


The response Byte shall be set as follows:


- Success 

"00" = Data received OK



- Failure – resend block




"10" = Data failure – no information given



- Failure – resend entire Blob




"20" = Data failure – no information given




"21" = Data failure – security error




"22" = Data failure – more data expected



- Failure – fatal




"30" = Channel not available – no reason given



"31" = Channel not available – Algorithm parameters not set up



"32" = Channel not available – Channel security expired



"33" = Channel not available – Endpoint no longer available
If the current block number indicated in P2 is the same as the total number of blocks as indicated in P2 or if P1 is set to "Get Encrypted C-APDU response", then the block management byte and the Encrypted Data TLV shall be present in the response.
The block Management byte when required shall be set as in table 6.8
Table 6.11: Coding of Block Management Byte in the response
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	X
	X
	Current block number

00 = reserved

01 = first block

10 = second block

11 = reserved

	-
	-
	-
	-
	X
	X
	-
	-
	Total number of Blocks for this tranaction
00 =Reserved

01 = 1 block to be fetched
10 = 2 blocks to be fetched

11 = reserved

	X
	X
	X
	X
	-
	-
	-
	-
	Reserved


The Encrypted Data TLV, when requied, shall have the value part set to the data of the encrypted blob part indicated.
6.3.2
Mapping of C-APDUs onto secure APDUs

6.3.2.1
Mapping C-APDUs from the Terminal to the UICC
ETSI TS 102 221 [TBA] defines 4 cases of C-APDUs.
Each C-APDU to be sent shall be encrypted using the algorithm parameters agreed for this secure channel.  The resultant encrypted blob shall be split into blocks of up to 255 bytes.

	Un-encrypted C-APDU
	Command
	Data (if present)
	Le (if present)

	[image: image2.wmf]
	(   Max Length = 261 bytes (

	
	

	Encrypted C-APDU
	Encrypted Blob

	
	

	Encrypted C-APDU
	Encrypted Blob part 1
	
	Encrypted Blob part 2

	
	(   Max Length = 255 bytes (
	
	(   Max Length = 255 bytes (


Figure 6.1: Mapping C-APDUs to encrypted C-APDUs

Encrypted Blob part 1 and Encrypted Blob part 2 (if required) shall be transported to the UICC as the value part of the Encrypted Data TLV in multiple Transact Secure APDU commands.
6.3.2.1
Mapping C-APDU responses from the UICC to the Terminal

ETSI TS 102 221 [TBA] defines C-APDU responses.

Each C-APDU response to be sent shall be encrypted using the algorithm parameters agreed for this secure channel.  The resultant encrypted blob shall be split into blocks of up to 253 bytes.

	Un-encrypted C-APDU response
	Data
	SW1
	SW2

	
	(   Max Length = 257 bytes (

	
	

	Encrypted C-APDU response
	Encrypted Blob

	
	

	Encrypted C-APDU
	Encrypted Blob part 1
	
	Encrypted Blob part 2

	
	(   Max Length = 253 bytes (
	
	(   Max Length = 253 bytes (


Figure 6.2: Mapping C-APDU responses to encrypted C-APDU responses

Encrypted Blob part 1 and Encrypted Blob part 2 (if required) shall be transported from the UICC as the value part of the Encrypted Data TLV in the response of  multiple Transact Secure APDU commands.

7. 
Definition of Secure channel TLV's
7.1
Number of available endpoints TLV

This TLV contains the number of following Endpoint information TLV's.

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'xx'
	1

	2
	Length
	1
	1

	3
	Number of following Endpoint information TLVs
	
	1


· Coding of Number of following Endpoint information TLVs value:

"00" = "No endpoints available"

"xx" = Number of following Endpoint information TLVs as a hex value.

7.2
Endpoint information TLV

This TLV contains the identity and type for an available endpoint.

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'yy'
	1

	2
	Length
	4+x
	1

	3
	Endpoint type
	
	1

	4 to 6
	Endpoint  Secure channel capability
	
	3

	7 to 7+x
	Endpoint  identifier
	
	x


· Coding of Endpoint type value:

"01" = "Platform level secure channel endpoint".

"02" = "Application level secure channel endpoint".

· Coding of Endpoint  Secure channel capability value:

Byte 1:  Transport support

	b8
	b7
	B6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	-
	1
	Accessable via APDU interface

	-
	-
	-
	-
	-
	-
	1
	-
	Accessable via USB IP interface

	-
	-
	-
	-
	-
	1
	-
	-
	Accessable via BIP IP interface

	X
	X
	X
	X
	X
	-
	-
	-
	RFU


Byte 2: Supported secure channel types

	b8
	b7
	B6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	-
	1
	TLS

	-
	-
	-
	-
	-
	-
	1
	-
	IPsec

	-
	-
	-
	-
	-
	1
	-
	-
	APDU secure channel

	-
	-
	-
	-
	1
	-
	-
	-
	Proprietry type known to both parties

	X
	X
	X
	X
	-
	-
	-
	-
	RFU


Byte 3: Supported key agreement methods

	b8
	b7
	B6
	b5
	b4
	b3
	b2
	b1
	Meaning

	-
	-
	-
	-
	-
	-
	-
	1
	GBa

	-
	-
	-
	-
	-
	-
	1
	-
	Application certificates

	-
	-
	-
	-
	-
	1
	-
	-
	Previously agreed keys

	-
	-
	-
	-
	1
	-
	-
	-
	Proprietry type known to both parties

	X
	X
	X
	X
	-
	-
	-
	-
	RFU


· Coding of the Endpoint identifier value:

As defined for the value part of the Endpoint Identifier TLV in section 7.3
7.3
Endpoint Identifier TLV

[TBA] – ideas for the content are as follows:
Terminal




IMEI – PID




IMEI – PID signed




PID only




Proprietry



UICC




ICCID – PID




PID only




Proprietry
7.4
Security Association response TLV

This TLV contains the result of a request to create a security association.

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'xx'
	1

	2
	Length
	1
	1

	3
	Response
	
	1


· Coding of response value:

- 
Success results

"00" = "Security Association Permitted"

-
Failure results

"10" = "Security Association not permitted – no additional information given".

"11" = "Security Association not permitted – Secure channel refused for this Terminal endpoint".

"12" = "Security Association not permitted – Endpoint not available".

"13" = "Security Association not permitted – Secure channel to this endpoint not available over this transport mechanism".

"14" = "Security Association not permitted – Secure channel to this endpoint not available for this secure channel type".

"15" = "Security Association not permitted – Algorithm parameter agreement method not allowed or supported".

7.5
Secure Channel Handle TLV

This TLV contains a secure channel handle.

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'xx'
	1

	2
	Length
	5
	1

	3
	Secure channel handle
	
	5


· Coding of  secure channel handle value:

A five byte number in Hex

7.6
Secure channel proprietry TLV

This TLV contains a secure channel proprietry information.

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'xx'
	1

	2
	Length
	x
	1

	3
	Propritry information
	
	x


· Coding of  Propritry information value is out of scope of this specification.
Appendix A – Allowed APDU commands over a secured APDU channel (normative)

[TBA]
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