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1 Reason for Change

	SCP-0109
	2007.01.26
	T
	6.4.4
	Source: Vodafone

Form: OMA-BCAST-2007-0087
Comment:

The following note creates a strong possibility that no new LTKMs will be accepted by the Smartcard as it could often be true that the “rights” associated with the SEK are never completely consumed. 

“NOTE:
The policy of replacing Key Domain records… associated play-back-counter is equal to zero.”
Proposed Change:
Suggest that either a note is added to this effect or a different policy is defined.
	Status: OPEN

Action Item for Mark (Vodafone) and Anne-Marie (GemAlto) to produce CR to close comment

	SCP-0112
	2007.01.26
	T/E
	6.6.1.2
	Source: Vodafone

Form: OMA-BCAST-2007-0087

Comment:

The following text is problematic as it suggests that SEK/PEKs can be proactively destroyed, which is not always possible:

“If no LTKM EXT payload is present the SEK/PEK SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. “

Proposed Change:

Change text to:

“If no LTKM EXT payload is present the SEK/PEK SHALL respect the key validity data check defined in section 6.4 Editor please insert dynamic link.be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. “
Or an explanation is provided to illustrate how this would work in practice.


	Status: OPEN

Action Item for Mark (Vodafone) to propose an alternative Change


2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the changes described below to be incorporated into the BCAST Service & Content Protection specification
6 Detailed Change Proposal

Change 1:  The deletion policy for SEKs/PEKs with no defined security policy extension is modified to mirror the mechanism used in 3GPP MBMS. For SEKs/PEKs with a security policy extension defined the management of the keys is left down to implementation. Note that the previous text led to cases in which the keys would never be deleted.
6.4.4. OMA BCAST MIKEY LTKM Processing
The following text describes the processing of the MIKEY LTKM using the GBA_U variant of the USIM Smartcard Profile. Following MBMS [3GPP TS 33.246] GBA_ME implementations of the USIM Smartcard Profile can be supported. For a GBA_ME implementation the behaviour described in the following text as being executed by the USIM SHALL be executed by a secure element on the terminal. This includes the storage of SEK/PEK and associated data. 

In case of GBA_U variant of the USIM Smart-card profile, MIKEY anti-replay processing or validity data check SHALL NOT be performed by the OMA BCAST terminal.
When the OMA BCAST LTKM message arrives at the terminal, it is transported to the (U)SIM/(R-)UIM/CSIM for processing. If the message does not include an OMA EXT BCAST payload, the (U)SIM/(R-)UIM/CSIM performs the MBMS security procedure (MSK Update Mode) as described in Section 7.1.1.6 of [3GPP TS 31.102] specification.  Otherwise, the following procedure applies:
First, the (U)SIM/(R-)UIM/CSIM performs the message validation using the SMK (MUK) as described in [3GPP TS 31.102]. After a successful message validation, the (U)SIM/(R-)UIM/CSIM processes the OMA EXT BCAST payload:

· If the security_policy_extension is set to 0x00 or 0x01, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM then updates the purse associated with the SEK/PEK Key Group with the “token_value” according to the received purse_mode value.

· If the security_policy_extension is set to 0x02 or 0x03, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM then updates the purse associated with the SMK with the token_value according to the received purse_mode value.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

· If the security_policy_extension is set to 0x06, the (U)SIM/(R-)UIM/CSIM SHALL decrease the purse associated with the SEK/PEK Key Group ID by the CxN value. 
If this operation fails, the (U)SIM/(R-)UIM/CSIM SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

Otherwise, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension and sets a SEK/PEK play-back counter to number_play_back value.  If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.

In this mode, the purse associated with SEK/PEK Key Group is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x07, the (U)SIM/(R-)UIM/CSIM SHALL decrease the purse associated with the SMK by the CxN value.
If this operation fails, the (U)SIM/(R-)UIM/CSIM SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

Otherwise, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension and sets a SEK/PEK play-back counter to number_play_back value. If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM SHALL update the purse associated with the SMK with the token_value according to the received purse_mode value.

In this mode, the purse associated with SMK is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a global purse, not associated to a specific service.
· If the security_policy_extension is set to 0x08, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the (U)SIM/(R-)UIM/CSIM updates the internal purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.

In this mode, the purse associated with SEK/PEK is decreased only at the consumption of the content (at each play-back). The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x09, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the (U)SIM/(R-)UIM/CSIM updates the internal user purse associated with the SMK with the token_value according to the received purse_mode value.

In this mode, the purse associated with SMK is decreased only at the consumption of the content (at each play-back). The purse is a global purse, not associated to a specific service.

· If the security_policy_extension value indicates that the replay protection is enabled (i.e.  security_policy_extension equals to 0x00  or 0x02 or 0x04), the (U)SIM/(R-)UIM/CSIM shall set the anti-replay counter (used to detect STKM replay attacks) to a value equal to “TS low”  found in the Key Validity Data subfield of the KEMAC payload in the OMA BCAST MIKEY LTKM.

NOTE:  The Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

NOTE:  There is one internal anti-replay counter per SEK/PEK to support replay protection for STKM delivery

NOTE:  To avoid security failures during the key validity data and anti replay verifications, the Timestamp field (TS) in STKM message associated with a key group shall not be reset during the key group life (e.g. with a TEK update period equals to 1 seconds, the key group life is 136 years.   If a resending of TEK in the interval of the TEK update is used, the TS is increased for each duplicate TEK. In this case using a resending period of 100ms the key group life is reduced to 13,6 year which remains acceptable).

NOTE:
If the secure function is located on the Smartcard, for SEKs/PEKs without a defined security policy extension the policy of deleting SEK/PEK records to free up space in the file in EFMSK SHALL be controlled by the Terminal, e.g. the Terminal SHOULD delete any SEKs/PEKs that are no longer needed. How the terminal decides which SEKs/PEKs are no longer needed is implementation specific. Note that the file EFMSK is only used for SEKs/PEKs without a defined security policy extension.  For SEKs/PEKs with a defined security policy extension it should be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair in the Smartcard. In the case where a security policy extension is defined for a SEK/PEK, the management (deletion) of the SEKs/PEKs is implementation specific.  

Finally, if the V-bit in the HDR field of the received OMA BCAST LTKM message is set then the (U)SIM/(R-)UIM/CSIM shall produce a OMA BCAST LTKM Verification Message as described in Section ‎6.4.3.  In this case the response is the SEK/PEK BCAST verification message.
Change 2:  This change clarifies that the “transient” nature of SEKs/PEKs is achieved through the checks during the LTKM processing and not via another undefined mechanism. It also removes the need for SEKs PEKs to be destroyed.
6.6.1.2 Content protection of streams

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Broadcast Permissions Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Broadcast Permissions Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate SEK or PEK to the terminal / smartcard, the BCAST terminal SHALL interpret the obtained keys relating to the recorded stream as being "play once" unless otherwise indicated by a security policy extension contained in the EXT BCAST payload within the LTKM (see Section 6.3.X). If the EXT BCAST payload is not present in the LTKM or does not contain a security policy extension, it SHALL not be possible to use the SEK/PEK to access the same content more than once. This is achieved through the processing described in section 6.4 (Editor please insert dynamic link to LTKM processing section). 
. 

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication to the smartcard.

For (U)SIM Smartcard Profile terminals, the smartcard-terminal interface SHALL respect [ETSI TS 102.484] and [3GPP TS 33.110].  For (R-)UIM/CSIM Smartcard Profile terminals, the smartcard-terminal interface is expected to respect relevant 3GPP2 specifications to be developed.
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