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	BCAST
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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Uwe Rauschenbach, Siemens, uwe.rauschenbach@siemens.com
 

	Replaces:
	n/a

	Attachments:
	


1 Reason for Change

This CR fixes some small bugs in the Provisioning messages which became apparent when updating the according XML schema. 

List of changes:

1) introduced consistent way how to reference PurchaseItem and Service via its global ID which was inconsistent among different messages. It is proposed to use an element PuchaseItem resp. Service with attribute globalIDRef which is in line with id referencing elsewhere especially in TS SG.

2) renamed element ServiceGuideFragments into PurchaseItemFragment because that’s what is contained

3) consistent use of ‘true’ and ‘false’ (replaced 0, 1, true, TRUE, false, FALSE)

4) corrected the level of the ProtectionKeyID element in SmartcardProfileTrigger from E1 to E2. As it was mentioned twice in the text (both as E1 and E2), the group is requested to check whether this is the correct understanding. 
5) corrected datatypes of offsetTime and randomTime in SmartcardProfileTrigger to “decimal” which is in line with the remaining occurrences of these attributes

6) a few clerical changes (e.g. typos, uppercase/lowercase changes)
R01

7) Fixed the “Category” column. There were a few mis-matches between Category “M” and cardinality “0[..x]” / Category “O” and cardinality “1[..x]”. 
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to agree the proposed changes.

6 Detailed Change Proposal

Change 1
starting on next page…

Please note that the numbering is wrong here, should go into section 5.1.
1.1 Service Provisioning

OMA BCAST SHALL support Service Provisioning Function. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 


· Requesting / subscribing to service related to a PurchaseItem


· Renewing a subscription related to already requested PurchaseItem


· Cancelling a subscription related to already requested PurchaseItem


· Requesting a token or LTKM


· Inquiring the status of an account

· Subscription and unsubscription to user-specific notifications


To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 
This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on   Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service Protection Function and Content Protection Function with the sub-elements and  Smartcard service provisioning message are specified for Terminal supporting  Smartcard profile.

The following two tables specify under which conditions each message is mandatory or optional to support for the general Service Provisioning message and  Smartcard Service Provisioning message respectively.


	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	1.1.5.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	1.1.5.1.2
	OPTIONAL
	OPTIONAL

	Service Request
	1.1.5.2.1
	MANDATORY
	MANDATORY

	Service Response
	1.1.5.2.2
	MANDATORY
	MANDATORY

	Service Completion
	5.1.5.2.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.5.3.1
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Response
	5.1.5.3.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.5.3.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.5.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.5.4.2
	MANDATORY
	MANDATORY

	Token Purchase Request
	5.1.5.5.1
	OPTIONAL
	OPTIONAL

	Token Purchase Response
	5.1.5.5.2
	OPTIONAL
	OPTIONAL

	Token Purchase Completion
	5.1.5.5.3
	OPTIONAL
	OPTIONAL

	Account Inquiry Request
	5.1.5.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.5.6.2
	MANDATORY
	MANDATORY


Table 1: Summary General Service Provisioning messages 

	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.6.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.6.1.2
	OPTIONAL
	OPTIONAL

	Service Request
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Completion
	5.1.6.2.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.6.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Response
	5.1.6.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.6.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Token/LTKM Request
	5.1.6.5.1
	MANDATORY 
	MANDATORY 

	Token/LTKM Response
	5.1.6.5.1
	MANDATORY 
	MANDATORY

	Account Inquiry Request
	5.1.6.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.6.6.2
	MANDATORY
	MANDATORY


Table 2: Summary Smartcard Service Provisioning messages 

1.1.1 Transport Protocol for Service Provisioning Messages
Service Provisioning operations are executed by exchanging the Service Provisioning messages over interface SPR-7. All the Service Provisioning messages specified in the tables in the following sections and instantiated as XML documents.

All request and reply messages defined below contain a requestID field which MAY be used by a terminal to map a reply message to the corresponding request message. For this purpose, the network SHALL copy the requestID from a request message into to the corresponding reply message. 

The URL towards which the service provisioning messages are directed is signaled through the PurchaseChannel fragment in SG as PurchaseURL [BCAST10-SG].
1.1.1.1 Transport Protocol for General Service Provisioning Messages

The BPR-M in the BSM SHALL support HTTP POST as a delivery method to exchange Service Provisioning messages over SPR-7.

The BPR-M in the BSM MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over SPR-7, where HTTPS SHALL be based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].

The BPR-C in the Terminal SHALL support HTTP POST and MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over SPR-7, where HTTPS SHALL be based on .SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].

For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP or HTTPS sessions. This is supported by ‘purchaseURL’ element contained in the PurchaseChannel fragment of Service Guide.

1.1.1.2 Transport Protocol for  Smartcard Service Provisioning Messages

Most of the messages used for the Smartcard Profile using (U)SIM are specified in [3GPP TS 33.246]. The remaining Service Provisioning messages are specified in the tables in the following sections and are instantiated as XML documents.

For the Smartcard Profile using (U)SIM, the BPR-M in the BSM SHALL support HTTP POST and SHALL support HTTP digest authentication as per [3GPP TS 33.246] as a delivery method to exchange Service Provisioning messages over SPR-7.

For the Smartcard Profile using (U)SIM, the BRP-C in the Terminal SHALL support HTTP POST and SHALL support HTTP digest authentication as per [3GPP TS 33.246].

For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP sessions. This is enabled by the ‘PurchaseURL’ element contained in the PurchaseChannel fragment of the Service Guide.
1.1.2 HTTP Binding
1.1.2.1 HTTP Binding for General Service Provisioning Message

Request messages are sent as HTTP content of type “application/vnd.oma.bcast.sprov+xml”. Responses are always sent as part of the “200 OK” response to the original request. The content type is “application/vnd.oma.bcast.sprov+xml” 
1.1.2.2 HTTP Binding for Smartcard Service Provisioning Messages

HTTP Binding rule specified in [3GPP TS 33.246] SHALL be applied. If error is occurred on the procedure, HTTP response message SHALL have the error code defined in [3GPP TS 33.246]. If General Provisioning Messages are used, the same HTTP binding rule defined in the previous section will be applied.  
1.1.3 Authentication
1.1.3.1 Message Authentication for General Service Provisioning Messages

For the general Service Provisioning messages, message authentication SHALL be provided using HTTPS that SHALL be based on SSL 3.0 [SSL30] and TLS 1.0 [RFC 2246].
1.1.3.2 Subscriber Authentication for Smartcard Profile Service Provisioning Messages

Subscriber authentication for the Smartcard Profile SHALL be provided using HTTP digest as explained in [3GPP TS 33.246].
1.1.4 Use of Global Status Codes for Service Provisioning Messages
Table 2 proposes example values from Table 1 for the transaction messages that require the use of Global Status Codes. The values shown below are for informative purposes and the full range of values of Table 1 are applicable to all messages if deemed required.


	TS-BCAST_Services
	5.1.5.1.2 Pricing Information Response
	000, 001, 002, 003, 007, 008, 011, 013, 015, 016, 017, 018, 019, 020, 021, 023

	
	5.1.6.2.2 Service Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 011, 013, 014, 015, 016, 017, 018, 019 020, 021, 023

	
	5.1.5.3.2 Subscription Long-Term Key Renewal Response
	000, 001, 002, 004, 005, 006, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024,

	
	5.1.5.4.2 Unsubscribe Response
	000, 001, 002, 007, 008, 010, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	5.1.5.5.2 Token Purchase Response
	000, 001, 002, 004, 005, 006, 007, 008, 009, 011, 013, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024

	
	5.1.5.6.2 Account Inquiry Response
	000, 001, 002, 004, 005, 007, 008, 011, 013, 014, 015, 017, 018, 019, 020, 021, 023

	
	5.7.2.3. Roaming Authorization Response
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026

	
	5.7.2.5 RoamingServiceResponse
	000, 001, 002, 003, 004, 005, 006, 007, 008, 009, 010, 011, 013, 014, 015, 016, 017, 018, 019, 020, 021, 022, 023, 024, 025, 026


Table 3: Cross Reference Table (Informative)

1.1.5 General Service Provisioning Messages
This section shows the General Service Provisioning Messages and those messages supporting the Service Provisioning function of Terminal having DRM profile capability. The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].
1.1.5.1 Pricing Information Request Messages

This message is sent by the terminal to the BSM to request the pricing information of a particular purchase item or items. It is used in the following situations:

· the Service Guide announces Purchase Data elements associated with the Purchase Item, but does not announce any price for some or all of them, or

· the user wishes to discover whether a different price or additional purchase options are available for his or her subscriber ID.
The response message returns information about the price and subscription options for each purchase item, and optionally the full Service Guide fragments that describe them.

1.1.5.1.1 Pricing Information Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoRequest
	E
	
	
	Pricing Information Request Message.

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the Price Information request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.

Note: For roaming case, this element is mandatory otherwise this element is optional.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	Identifier of the Purchase Item for which the user wants to know the price. 
Contains the following attribute:

   globalIDRef
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	PurchaseDataReference
	E2
	O
	0..N
	Identifier the PurchaseData fragments for which the user wishes to know the price. If this element is omitted, the user is asking for the price of all the Purchase Data fragments associated with the Purchase Item, and available to the particular user.
	

	idRef
	A
	M
	1
	Identification of the ‘PurchaseData’ fragment in question.
	anyURI


Table 4: Structure of Pricing Information Request in General Service Provisioning Message 

1.1.5.1.2 Pricing Information Response

If the price information request is accepted by BSM, then the message from BSM contains following data:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoResponse
	E
	
	
	Pricing Information Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItemPrice

   PurchaseDataFragment
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Pricing Information request message
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in the section 5.11.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the price information of a PurchaseItem.  It is possible to provide one or more price of PurchaseItem by currency.

Contains the following attribute:

   globalIDRef
   itemwiseStatusCode

Contains the following element:

   PurchaseDataReference
	

	globalIDRef
	A
	M
	1
	Identifier of the Purchase Item for which a price was requested. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwise
Status
Code
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	M
	1..N
	Describes the Price and subscription options available for this user. 

Contains the following attribute:

idref

Contains the following elements:

Price

SubscriptionPeriod
	

	idRef
	A
	M
	1
	Identifier of this Purchase Data, to be used by the terminal when referencing to the purchase data in a subsequent service request  message.
	anyURI

	Price 
	E3
	M
	1..N
	Price information of Purchase Item that a user wants to know the price.

Contains the following attribute:

   validTo 

   currency
	double



	validTo
	A
	O
	0..1
	The last moment when this price information is valid. If not given, the validity is assumed to end in undefined time in the future. This field expressed as the first 32bits integer part of NTP time stamps.

The validity indicated by this attribute SHALL be equal to or be within the range of the fragment validity of the associated ‘PurchaseData’ fragment.
	unsignedInt

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	SubscriptionPeriod
	E3
	O
	0..1
	Specifies the subscription period for the option represented by this PurchaseData. If the Purchase Item represents a bundle of services, the SubscriptionPeriod SHALL be returned. Otherwise it MAY be omitted.
	duration

	TermsOfUse
	E1
	O
	0..1
	Element that declares there are Terms of Use associated with the ‘PurchaseItem’ this ‘Pricing Information Response’ relates to. 

Contains the textual presentation of Terms of Use or a reference to Terms of Use representation through ‘PreviewData’, and information whether user consent is required for the Terms of Use. 

Multiple occurrences of ‘TermsOfUse’ are allowed within this message, but for any two such occurrences values for elements “Country” and “Language” SHALL NOT be same at the same time.

Contains the following attributes:


type


id


userConsentRequired

Contains the following sub-elements:


Country


Language


PreviewDataIDRef


TermsOfUseText
	

	type
	A
	M
	1
	The way the terminal SHALL interpret the Terms of Use:

1 – Display before purchasing or subscribing. 

If ‘TermsOfUse’ element of type ‘1’ is present, terminal SHALL render the Terms of Use prior to initiating purchase or subscription request related PurchaseItem associated with this message.

2 – Display before playout. 

If ‘TermsOfUse’ element of type ‘2’ is present, terminal SHALL present the Terms of Use prior to playing out content or service associated this message.
	unsignedByte

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use. 
	anyURI

	userConsentRequired
	A
	M
	1
	Signals whether user consent for these Terms of Use is needed. 

true:



User consent is required for these Terms of Use and needs to be confirmed in the subscription / purchase request message related to the PurchaseItem associated with this message.


false:



User consent is not required for the Terms of Use. 
	boolean

	Country
	E2
	M
	1..N
	List of countries for which the Terms of Use is applicable. Each value is a three character string according to ISO 3166-1 alpha-3
	string

	Language
	E2
	M
	1
	Language in which the Terms of Use is given. Value is a three character string according to ISO 639-2 alpha standard for language codes.
	string

	PreviewDataIDRef
	E2
	O
	0..N
	Reference to the PreviewData fragment which carries the representation of legal text. 

If this element is not present, the ‘TermsOfUseText’ SHALL be present.
	anyURI

	TermsOfUseText
	E2
	O
	0..1
	Terms of Use text to be rendered. 

If ‘PreviewDataIDRef’ element is present under the ‘TermsOfUse’ this element SHALL NOT be present.
	string

	PurchaseDataFragment
	E1
	O
	0..N
	Service guide fragments containing information for the requested Purchase Data fragments. The format is specified in [BCAST10-SG]
	Complex Type


Table 5: Structure of Pricing Information Response in General Service Provisioning Message 
1.1.5.2 Service Request Message

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item(s), and is applicable to both the DRM Profile and Smartcard Profile.  This message is used strictly for the subscription/purchase of purchase item(s) which is(are) not associated with token-based payment.  The Smartcard Profile also uses this message to submit a request for a SEK/PEK associated with a specific Key Validity period (range of STKM Time Stamp values), when the SEK/PEK required  to enable play-back of protected recording is not available on the Smartcard (see Section 6.7.1 of [BCAST10-ServContProt]). 
1.1.5.2.1 Service Request
This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item. If the price is specified in the request message and it differs from the price calculated by the BSM for one or more of the purchase items included in the request, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Also, if the price is not specified for one or more of the purchase items  in the request message, the BSM SHALL respond with Pricing Information Response message (5.1.5.1.2). Otherwise, the BSM SHALL respond with Service Response message (5.1.5.2.2).
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchcase PurchaseItem

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   ServiceEncryptionProtocol
   PurchaseItem

   DrmProfileSpecificPart

   SmartcardProfileSpecificPart

Note: The Service Request message MAY contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart, but not both.  Furthermore, in the case of the Smartcard Profile, the ‘SmartcardProfileSpecificPart’ SHALL be omitted if the message is used for the purpose of subscription or purchase, and SHALL be included if the message is used to request delivery of SEK(s)/PEK(s).
	

	requestID
	A
	O
	0..1
	Identifier for the Service request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID.
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	ServiceEncryptionProtocol
	E1
	O
	0..1
	Lists each service encryption protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

Note: This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.

Contains the following attributes:

   globalIDRef
Contains the following elements:

   PurchaseDataReference
   Service
	

	globalIDRef
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the PurchaseItem fragment of the Service Guide as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	PurchaseDataReference
	E2
	O
	0..1
	Contains the price information.

This specifies the PurchaseData fragment in the Service Guide which is to be used for this subscription.

Contains the following attribute

idRef

Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	anyURI

	Price
	E3
	O
	0..1
	The price of the Purchase Item known to the user from Service Guide.  If PurchaseData in the Service Guide contains multiple price entries by currency, this element should be specified to indicate to the BSM the entry desired by the user.  Price is expressed in fractional units (e.g. Cents).  

Contains the following attribute:

   currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes.
	string

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	anyURI

	Service
	E2
	O
	0..N
	Reference of the the Service. This element is only used for subscribing service-specific Notification (see section Fehler! Verweisquelle konnte nicht gefunden werden.)
Contains the following attributes:

  globalIDRef

  notification

Note: This element is only used for the purpose of subscribing to service-specific Notifications.  In addition, this element should not be confused with the MBMS User Service ID (the latter is the equivalent MBMS designation for the concatenation of the attributes ‘PurchaseItem.@globalIDRef’ and ‘PurchaseData.@idRef’ in BCAST.
	

	globalIDRef
	A
	M
	1
	Unique ID of the Service, as represented by the GlobalServiceID. It is used to identify the Service. 


	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If notification=true, it means Notification over Interaction Channel is subscribed.  If Notification=false, it means Notification over Interaction Channel should not be delivered. 
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsIssuerURI
Contains the following element:

   BroadcastMode
	

	rightsIssuerURI
	A
	O
	0..1
	ID of the rights issuer associated with the BSM. 
	anyURI

	Broadcast
Mode
	E2
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following elements:

   ProtectionKeyID

Note: This message is used to submit a request for SEK(s) or PEK(s) associated with a specific range of TEK values, due to unavailability of that key in the BCAST Terminal, necessary to enable play-back of protected recording.
	

	ProtectionKeyID
	E2
	M
	1..N
	The 7-byte long concatenation of KeyDomainID and SEK/PEK ID corresponding to the content for which the SEK(s) or PEK(s) is requested.

Contains the following attributes:

   timestampMIN

   timestampMAX

Note: the composition of this key identifier may need to be changed depending on the outcome of upcoming discussions.
	unsignedLong

	timestamp Min
	A
	O
	0..1
	The lower bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary

	timestamp Max
	A
	O
	0..1
	The upper bound of the range of STKM timestamp values (4 bytes) for which the SEK or PEK is requested.
	hexBinary




Table 6: Structure of Service Request in General Service Provisioning Message 
1.1.5.2.2 Service Response

This message is sent to the terminal from the BSM in response to the request for subscription to the Service Request message.  This message is applicable to both the DRM Profile and Smartcard Profile.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message

Contains the following attributes:

   requestID

   globalStatusCode

   adaptationMode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart

   SmartcardProfileSpecificPart

Note: DRMProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive. Service Response SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	adaptationMode
	A
	O
	0..1
	Informs the terminal of the operational adaptation mode: Generic or BDS-specific adaptation

false – indicates Generic adaptation mode

true – indicates BDS-specific adaptation mode

Note: this attribute SHALL be present only if the ‘globalStatusCode’ indicates “Success”, and the underlying BDS is BCMCS.
	boolean

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing to or purchasing the PurchaseItem.  For the DRM Profile, if subscription or purchase is successful, rightsValidityEndTime of PurchaseItem will be present.  For either the DRM Profile or Smartcard Profile, in the case of subscription/purchase failure,  itemWiseStatusCode will be present to indicate the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile.

Contains the following attributes:

   rightsValidityEndTime

Contains the following elements:

   Trigger
	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 
Note: this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	unsignedInt

	Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 
	RoapTrigger

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attribute:

   registrationRequired
	

	registrationRequired
	A
	M
	1
	Indicates  whether the Registration message (defined in Section 5.1.6.7) is requested to be sent by the terminal in response to this service response.

Values:

false – Registration message SHALL NOT be sent

true – Registration message SHALL be sent

If this flag is set to false, the registration functionality described in Section 5.1.6.7 is implicit in the BCAST Service Request/Response.
	boolean


Table 7: Structure of Service Response in General Service Provisioning Message 
** These (ROAP Messages) are DRM profile specific
1.1.5.2.3 Service Completion

Service Completion Message MAY be sent by a terminal after it receives Service Response Message and then retrieves Long Term Key Message. The network SHALL reply with a HTTP 200 OK response message when this message is received.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceCompletion
	E
	
	
	Service Completion Message for terminal to send the result receiving Long Term Key Message.

Contains the following attributes:

   requestID
Contains the following element:

   LTKMessageID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	LTKMessageID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.

Note: RO ID will be used for DRM profile and MIKEY message ID will be used for Smartcard Profile.
	string


Table 8: Structure of Service Completion in General Service Provisioning Message 

1.1.5.3 Subscription Renewal Messages
1.1.5.3.1 Subscription Long-Term Key Renewal Request

Subscription Long-term Key Renewal request message is sent if a user wants to renew a certain Purchase Item or group of purchase items.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalRequest
	E
	
	
	Subscription Long Term Key Renewal Request Message

Contains the following attribute:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the Subscription long term Key renewal request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	A list of Purchase Items that the user wants to renew. 
Contains the following attribute:

   globalIDRef

	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID to identify this PurchaseItem, found in the PurchaseItem fragment.

	anyURI

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	anyURI


Table 9: Structure of Subscription Long Term Key renewal request  in General Service Provisioning Message
1.1.5.3.2 Subscription Long-Term Key Renewal Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalResponse
	E
	
	
	Subscription Long Term Key Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Subscription request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of Subscription LTK Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference
	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 
Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	M
	1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

Contains the following attributes:

idref

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 

Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	RoapTrigger


Table 10: Structure of Subscription Long Term Key renewal response  in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
1.1.5.3.3 Subscription Long-Term Key Renewal Completion
This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the Subscription Renewal Response. The network SHALL reply with a HTTP 200 OK response message when this message is received.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalCompletion
	E
	
	
	Subscription Long-Term Key Renewal Completion Message

Contains the following attributes:

   requestID
Contains the following elements:

   LongTermKeyID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	LongTermKeyID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	string


Table 11: Structure of Subscription Long Term Key renewal completion  in General Service Provisioning Message 

1.1.5.4 Unsubscription Messages

This message is sent by the terminal to the BSM to request cancellation of the existing subscription to the purchase item as identified by the ‘globalIDRef attribute’ of PurchaseItem or the notification as identified by the ‘globalIDRef attribute’ of Service.

1.1.5.4.1 Unsubscribe Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeRequest
	E
	
	
	Unsubscribe Request Message

Contains the following attributes:

   requestID

   keepSubscription

Contains the following elements:

   UserID

   DeviceID

   PurchaseItem   
	

	requestID
	A
	O
	0..1
	Identifier for the Unsubscribe request message.
	unsignedInt

	keepSubscription
	A
	O
	0..1
	Keep current subscription of PurchaseItem.  

When the user wants to unsubscribe from notification only but keep the subscription to PurchaseItem, this field is set to true. If this element is not present or value is false, it means both PurchaseItem and its relevant notification will be unsubscribed.
	boolean

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

Note: If User has multiple devices, then this element indicates a device or a group of devices that user want to unsubscribe.

contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase Item
	E1
	M
	1..N
	Specifies identifier of the Purchase Item the user wants to unsubscribe from. Also, contains Service to unsubscribe service-specific notification.

Contains the following attribute:

   globalIDRef
Contains the following element:

   Service
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	Service
	E2
	O
	0..N
	. This element is only used for unsubscribing service-specific Notification. See section 7.4.2.1 of [BCAST10-SG] (Editor’s note: the section number should be corrected after Notification Function section is moved to TS-Services)
Contains the following attributes:

   globalIDRef
   notification
	

	globalIDRef
	A
	M
	1
	GlobalServiceID to identify Service
	anyURI

	notification
	A
	M
	1
	Un-subscription to receive Notification Message over Interaction Channel.  If Notification=true, it means Notification over Interaction Channel is unsubscribed.  If Notification=false or element is not present, it means there is no change in current status of subscription for notification over Interaction Channel. 
	boolean


Table 12: Structure of Unsubscribe Request   in General Service Provisioning Message 

1.1.5.4.2 Unsubscribe Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeResponse
	E
	
	
	Unsubscribe Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItemID
   SmartcardProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Unsubscribe request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	The ID of the Purchase Item to which the message is related. 
Contains the following attribute:

   globalIDRef
   itemwiseStatusCode
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	itemwiseStatusCode
	A
	M
	1
	Indicates the results of the Unsubscribe Request message.  If Value is successful, it means relevant PuchaseItem is unsubscribed. GlobalStatusCode specified in the section 5.11 will be used for this code.
	unsignedByte

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attribute:

   deregistrationRequired
	

	deregistrationRequired
	A
	M
	1
	Indicates whether the Deregistration message (defined in Section 5.1.6.9) (note to the editor: this section is introduced in this CR and the number may be different once the change is applied) is requested to sent by the terminal in response to this unsubscribe response. 

Values:

false – Deregistration message SHALL NOT be sent

true – Deregistration message SHALL be sent

If this flag is set to false, the deregistration functionality described in Section 5.1.6.9 (note to the editor: see note above)  is implicit in the BCAST Unsubscribe request/response
	boolean


Table 13: Structure of Unsubscribe Response   in General Service Provisioning Message 

1.1.5.5 Token Purchase Request Messages

1.1.5.5.1 Token Purchase Request

This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content. The quantity of which is identified by the requested token amount.  This message is applicable to both the DRM Profile and Smartcard Profile.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseRequest
	E
	
	
	Token Purchase Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PermissionsIssuerURI

   TokenRequest

   SmartcardProfileSpecificPart   
	

	requestID
	A
	O
	0..1
	Identifier for the Token Purchase request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	PermissionsIssuerURI
	E1
	O
	0..1
	The identification of the Permissions Issuer depending on the Profile.

For the DRM Profile, this element is MANDATORY.  It identifies the Rights Issuer from which the BSM can retrieve the ROAP Trigger**.

For the Smartcard Profile, this element is OPTIONAL.  It identifies the Permissions Issuer, if different from the BSM, which grants tokens for both live rendering and play-back requests. 

Contains the following attribute:

   type
	anyURI

	type
	A
	M
	1
	The type of the Permissions Issuer identified by the PermissionsIssuerURI.  Allowed values are:

false – DRM Profile

true – Smartcard Profile
	boolean

	TokensRequested
	E1
	O
	0..1
	Purchase request for tokens

Contains the following attributes:

  type

  amount

  chargingType
	

	type
	A
	M
	1
	Specifies the type of tokens requested

Allowed values are:

0 - unspecified
1 – tokens for the DRM Profile

2 – time tokens, service purse

3 – time tokens, user purse

4 – play tokens, service purse

5 – play tokens, user purse

6-127 reserved for future use

128-255 reserved for proprietary use

Note: type 0 tokens are applicable only to DRM Profile, whereas types 1-4 (time and play) tokens are applicable only to Smartcard Profile.  Time tokens are deducted according to length of time of content consumption (i.e. PPT) whereas play tokens are deducted based on number of plays of content (i.e. PPV).

For a definition of user purse and service purse, see Section 6.4.2 of [BCAST10-ServContProt].
	unsignedByte

	amount
	A
	M
	1
	Specifies the amount of tokens requested.

For type 0, this value corresponds to the number of tokens requested

For type 1, this value corresponds to the requested number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to a specific program, or any one or more program(s) under a specific service.

For type 2, this value corresponds to the requested number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to for any one or more program(s), service(s), or combination thereof, accessible to the user.

For type 3, this value corresponds to the requested number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to a specific program, or to any one or more program(s) under a specific service.

For type 4, this value corresponds to the requested number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to any one or more program(s), service(s), or combination thereof, accessible to the user.
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  The following values are defined:

0 – undefined
1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
	unsignedByte

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following element:

   PurchaseItemID
	

	PurchaseItem
	E2
	M
	1..N
	Identifier of the content(s), or service(s), or purchase item(s) to which the type of tokens in the token purchase request corresponds.

This is given by the globalPurchaseItemID as defined in [BCAST10-SG].
Contains the following attributes:

  globalIDRef
  purchaseDataIDRef
  purchaseUnitNum
Note: PurchaseItemID SHALL be present if the SmartcardProfileSpecificPart is present. 
	

	globalIDRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	purchaseDataIDRef
	A
	M
	0..1
	Identifies the associated ‘PurchaseData’ fragment to which the requested token package belongs.
	anyURI

	purchaseUnitNum
	A
	M
	0..1
	The number of packages of the tokens requested by the terminal, where the number of tokens in one package is indicated by ‘amount’ attribute above. 

In Smartcard Profile, the value of ‘amount’ attribute SHALL be identical to the value of ‘TotalNumberToken’ element specified in the associated ‘PurchaseData’ fragment in the SG. Therefore the actual number of tokens requested by the terminal is ‘PurchaseUnitNum’ times ‘amount’. 
	unsignedShort


Table 14: Structure of Token Purchase Request in General Service Provisioning Message 
** These (ROAP Messages) are DRM profile specific
1.1.5.5.2 Token Purchase Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase Request. This message is applicable to both the DRM Profile and Smartcard Profile. 
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseResponse
	E
	
	
	Token Purchase Response

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   DrmProfileSpecificPart
   SmartcardProfileSpecificPart

Note: DrmProfileSpecificPart and SmartcardProfileSpecificPart are mutually exclusive – TokenPurchaseResponse SHALL contain either the DrmProfileSpecificPart or SmartcardProfileSpecificPart.
	

	requestID
	A
	M
	1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt

	globalStatusCode
	A
	M
	1
	The outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile, and is not applicable to the Smartcard Profile..

Contains the following elements: 
Trigger
	

	Trigger
	E2
	O
	0..1
	If the token purchase succeeded, the response SHALL include a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions.  The type of the trigger is yet to be decided.
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.
	RoapTrigger

	SmartcardProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection Smartcard Profile specific part. This part is MANDATORY to support for the Smartcard Profile, and is not applicable to the DRM Profile.

Contains the following attribute:

   registrationRequired

Contains the following element:

   TokensGranted
	

	registrationRequired
	A
	M
	1
	Indicates  whether the Registration message (defined in Section 5.1.6.7) is requested to be sent by the terminal in response to this service response.

Values:

false – Registration message SHALL NOT be sent

true – Registration message SHALL be sent

If this flag is set to false, the registration functionality described in Section 5.1.6.7 is implicit in the BCAST Service Request/Response.
	boolean

	TokensGranted
	E2
	O
	0..1
	Granted tokens in response to the token purchase request.

It contains the following attributes:

  type

  amount

  chargingType

Note: The element TokensGranted simply represents the information on the outcome of the token purchase request. The actual token delivery is fulfilled by the MIKEY LTKM.
	

	type
	A
	M
	1
	Specifies the type of tokens granted in the token purchase transaction.

Allowed values are: [Uwe: changed to make in line with the according request]
0 – reserved

1 – tokens for DRM Profile

2 – time tokens, service purse

3 – time tokens, user purse

4 – play tokens, service purse

5 – play tokens, user purse

6-127 reserved for future use

128-255 reserved for proprietary use

Note: type 0 tokens are applicable only to DRM Profile, whereas types 1-4 (time and play) tokens are applicable only to Smartcard Profile.  Time tokens are deducted according to length of time of content consumption (i.e. PPT) whereas play tokens are deducted based on number of plays of content (i.e. PPV)
	unsignedByte

	amount
	A
	M
	1
	Specifies the number of tokens granted in the token purchase transaction.

For type 0, the value corresponds to the number of tokens granted for DRM Profile

For type 1, this value corresponds to the granted  number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to for a specific program, or any one or more program(s) under a specific service.

For type 2, this value corresponds to the granted number of time-based tokens, valid for either direct rendering or play-back of protected recording, applicable to for any one or more program(s), service(s), or combination thereof, accessible to the user.

For type 3, this value corresponds to the granted number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to a specific program, or to any one or more program(s) under a specific service.

For type 4, this value corresponds to the granted number of instance-based tokens, valid for either direct rendering or play-back of protected recording, applicable to any one or more program(s), service(s), or combination thereof, accessible to the user.
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging to be associated with the token purchase transaction.  The following values are defined:

0 – unspecified

1 – prepaid 

2 – postpaid

3-127 – reserved for future use

128-255 – reserved for proprietary use
	unsignedByte


Table 15: Structure of Token Purchase Response  in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. And all message schemas should import “RoapTrigger” complexType from OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own respective messages to the corresponding fields.
1.1.5.5.3 Token Purchase Completion

Token Purchase Completion Message MAY be sent by a terminal after it receives Token Purchase Response Message.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenPurchaseCompletion
	E
	
	
	Token Purchase Completion Message for terminal to send.

Contains the following attributes:

   requestID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt


Table 16: Structure of Token Purchase Completion in General Service Provisioning Message 

1.1.5.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information. The AccountInquiry Element of the request message specified in 5.1.7.1 indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.
1.1.5.6.1 Account Inquiry Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountRequest
	E
	
	
	Account Inquiry Request message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   AccountInquiry
	

	requestID
	A
	O
	0..1
	Identifier for this request message
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM.
Note: For roaming case, this element is mandatory otherwise this element is optional.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI
3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	AccountInquiry
	E1
	M
	1..N
	Specifies the account information which user want to receive from the BSM.  Possible values are:

0 – undefined
1 – PurchaseItem List

2 – Service Guide Fragements

3 – Billing Information

4 ~ 127 – Reserved for future use

128 ~ 255 – Reserved for proprietary use

Note: If value is 0, BSM SHOULD deliver the default response message which is composed to provide account information to users.
	unsignedByte


Table 17: Structure of Account Inquiry Request in General Service Provisioning Message

1.1.5.6.2 Account Inquiry Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountResponse
	E
	
	
	Account Inquiry Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   BillingInformation

   GlobalPuchaseItem
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Account Inquiry message
	unsignedInt

	global Status Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	BillingInformation
	E1
	O
	0..N
	Describes the total billing information, possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	string

	PurchaseItem
	E1
	O
	0..N
	Specifies the Purchase Item or the Service Guide Fragments which user subscribed or purchased.

Contains the following attributes:

  globalIDRef
Contains the following elements:

   Description

   ServiceGuideFragments
	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID of Purchase Item which the End user subscribed or purchased.
	anyURI

	Description
	E2
	O
	0..N
	Describes the subscription information such as price, period, etc., possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	string

	PurchaseItemFragment
	E2
	O
	0..N
	Contains the PurchaseItem Fragments related to the PurchaseItem to which the End user subscribed or purchased.  The format is specified in [BCAST-SG].
	ComplexType


Table 18: Structure of Account Inquiry Response in General Service Provisioning Message
1.1.6 Smartcard Profile Service Provisioning Messages

This section shows the Smartcard Service Provisioning Messages and those messages supports the Service Provisioning function of BCAST Terminals with Smartcard Profile capability. Some of messages below are identical to those of General Service Provisioning Message.

The XML schema for these messages is defined in [BCAST10-XMLSchema-orderqueries].
1.1.6.1 Pricing Information Messages
1.1.6.1.1 Pricing Information Request
This message is the same as the general service provisioning message. See section 5.1.5.1.1.
1.1.6.1.2 Pricing Information Response

This message is the same as the general service provisioning message. See section 5.1.5.1.2.
1.1.6.2 Service Request Messages

1.1.6.2.1 Service Request and Response
These messages are the same as those specified in Section 5.1.5.2.

1.1.6.2.2 Service Completion

The Service Completion message corresponds to a MIKEY request acknowledgement message as defined in [3GPP TS 33.246].  The BSM MAY request a MIKEY acknowledgement message from the Terminal as part of the Service Response message.

1.1.6.3 Subscription Renewal, Response and Completion Messages

The messages and procedures are identical to those for Service Request, Response and Completion as explained above.
1.1.6.4 Unsubscription Messages

1.1.6.4.1 Unsubscribe Request and Response
These messages are the same as those specified in Section 5.1.5.4.

1.1.6.5 Token/LTKM Messages 

1.1.6.5.1 Token/LTKM Request and Response
These messages are the same as those specified in Section 5.1.5.5.

1.1.6.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information. The AccountInquiry Element of the request message specified in 5.1.5.6  indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.

1.1.6.6.1 Account Inquiry Request

This message is the same as the general service provisioning message. See section 5.1.5.6.1

1.1.6.6.2 Account Inquiry Response

This message is the same as the general service provisioning message. See section 5.1.5.6.2
1.1.6.7 Registration Procedure

This procedure SHALL be run if the value of the ‘registrationRequired’ attribute of ‘SmartcardProfileSpecificPart’ element in the Service Response or the Token Purchase Response message is equal to ‘true’.  The Registration procedure is invoked by the terminal upon power-up and upon re-establishing connectivity to the interactivity network after having lost coverage.

The Registration procedure is used in order for the terminal to notify the BSM that it is available to receive LTKMs. The Registration procedure is not necessary if ‘registrationRequired’ attribute is equal to ‘false’. 
For the (U)SIM terminal, this procedure corresponds to the MBMS User Service Registration procedure as defined by [3GPP TS 33.246], and in which the MBMS User Service IDs given by the concatenation of GlobalPurchaseItemID and PurchaseDataReference.  This procedure is not applicable in the case of the (R-)UIM/CSIM terminal, i.e., when BCMCS is the underlying BDS.
1.1.6.8 LTKM Request Procedure

Upon the completion of the subscription/purchase transaction (as defined by the Service Request messages in Section 5.1.5.2) and (optional) registration procedure (as defined by Section 5.1.6.7), or once the lifetime of the current SEK/PEK in the Smartcard have expired, the required new SEK/PEK can be obtained via the LTKM Request procedure.  This can occur:
· When the BCAST Terminal has just completed the Registration procedure, and desires to initiate the delivery of the SEK/PEK;
· When the BCAST Terminal has missed a SEK/PEK key update procedure, due to, for example, being out of coverage;.

· In response to a BM-SC solicited pull procedure.

For the Smartcard Profile, this procedure corresponds to the MBMS MSK request procedure as defined by [3GPP TS 33.246], and in which the key identification information comprises a list of one or more Key Domain ID – SEK/PEK ID pairs, subject to the following clarification.  For the (U)SIM terminal, the SRK used in the HTTP digest authentication of the subscriber corresponds to the MBMS Request Key (MRK); for the (R-)UIM/CSIM terminal, the SRK is the BCMCS Authentication Key (Auth-Key).

1.1.6.9 Deregistration Procedure

This procedure SHALL be run right after an unsubscribe response if the value of the ‘deregistrationRequired’ attribute of ‘SmartcardProfileSpecificPart’ element in the Unsubscribe Response message is equal to ‘true’.  In this case the Deregistration message SHALL only contain the ID of the purchaseItemservice fromto which the terminal is unsubscribing. If the ‘deregistrationRequired’ flag is equal to ‘false’, the Deregistration procedure is not necessary after an Unsubscribe Response.

The Deregistration procedure is also invoked by the terminal upon power-down or whenever the terminal wishes to indicate that it is not anymore available to receive LTKMs. In this latter case the Deregistration message SHALL contain the IDs of all of the purchase itemsservices to which the terminal is currently subscribed. The Deregistration procedure is not necessary if the ‘deregistrationRequired’ attribute is equal ‘false’. 
For the  Smartcard Profile, this procedure corresponds to the MBMS User Service Deregistration procedure as defined by [3GPP TS 33.246], and in which the MBMS User Service IDs is given by the concatenation of GlobalPurchaseItemID and PurchaseDataID.  This procedure is not applicable in the case of the (R-)UIM/CSIM Smartcard Profile, i.e., when BCMCS is the underlying BDS.
1.1.7 Message Compression

The Service Provisioning messages MAY be compressed during the transport of the messages. In that case, the compression applies to entire Service Provisioning message which is the payload of HTTP message. If the compression is used, in the HTTP message delivering the Service Provisioning message the “Content-Encoding” attribute SHALL be present in the HTTP header and set to MIME value representing the compression scheme.

The BPR-M in the BSM SHALL support the GZIP algorithm for the delivery of Service Provisioning messages. The BPR-C in the Terminal SHALL support the GZIP algorithm for the delivery of Service Provisioning messages. In case GZIP compression is used for the delivery of Service Provisioning messages, the “Content-Encoding” attribute SHALL be set to “gzip”.
1.1.8 Web-based Service Provisioning
BCAST 1.0 supports Service Provisioning over a web-based system. The entry point to web-based Service Provisioning is supported by PurchaseChannel fragment of Service Guide. In that fragment, element PortalURL SHALL point to the entry point (URL) of the related web-based system. The PortalURL can be used to support two purposes:

1. The PortalURL provides additional information on services available over this PurchaseChannel. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “1”. In this case the terminal MAY access the PortalURL to retrieve information on supported services but SHALL NOT purchase or subscribe to the services by accessing the URL. In this case, the service provisioning functions SHALL be achieved by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5. 

2. The PortalURL supports full set of service provisioning functionality over web-based system in addition to providing service related information. This method SHALL be signalled by setting the attribute supportedService under PortalURL to “2”. The terminal SHALL access the PortalURL and upon accessing the PortalURL the terminal SHALL expect that the facilities for service provisioning are provided over web-based interface. Further, in this case, the Service Provisioning messages sent to the PurchaseURL as defined in section 5.1.5 SHALL NOT be used.

3. The PortalURL provides additional information on services available over this PurchaseChannel. Further, the Terminal MAY achieve the service provisioning either over web-based system or by addressing Service Provisioning messages to the PurchaseURL as defined in section 5.1.5.

Further, in the context of the above two methods, there are two ways the request to PortalURL can be formed.

1. Request without reference to a specific PurchaseItem. When Terminal accesses the PortalURL without any specific reference to any PurchaseItem, the Terminal SHALL issue an HTTP POST request to the PortalURL. The request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. For example, if PortalURL is http://server.bsm.org/webshop”. The HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", not containing any associated data block. 
2. Request with reference to a specific PurchaseItem. When the Terminal accesses the PortalURL with specific reference to a PurchaseItem or a set of PurchaseItems, the Terminal knows the relevant GlobalPurchaseItem IDs from the Service Guide. The Terminal SHALL issue an HTTP POST request to the PortalURL. This request SHALL follow the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the "post" method using the "application/x-www-form-urlencoded" encoding type. The PurchaseItem(s) are identified using the GlobalPurchaseItem ID(s), each fragment ID SHALL be signalled in a separate name-value pair, using "globalPurchaseItemID" as the name. For example, if PortalURL is “http://server.bsm.org/webshop” and the GlobalPurchaseItemIDs are "aau17135@bsda.org" and "fhh7982@bsda.org" and "jke132486@bsda.org", the HTTP POST request sent to the BSM would be  "http://server.bsm.org/webshop", containing a data block of the following structure:

 
"globalPurchaseItemID=aau17135@bsda.org&

globalPurchaseItemID=fhh7982@bsda.org&

globalPurchaseItemID =jke132486@bsda.org"
If the service provisioning sequence is about making a purchase or subscription to a PurchaseItem, different server behaviour will take place depending on the security profile:

· For the DRM Profile, once the web-based subscription/purchase transaction is completed, the web-based system SHALL send a trigger in the last HTTP response it delivers to the Terminal. . The trigger is contained in the Service Provisioning response as specified in 5.1.5.2.2 for DRM Profile. 
· For the Smartcard Profile, if the server determines that the terminal has a valid SMK (i.e. valid GBA bootstrapping session has been performed in the case of (U)SIM terminals), it SHALL send the LTKMs directly to the terminal. However, if the server is unable to determine whether or not the Terminal has a valid SMK, it SHALL send the “SmartcardProfileTrigger” message, as specified in Section 5.1.8.1,in the last HTTP response it delivers to the terminal to tell it to initiate a BCAST service request (this will force GBA bootstrapping). ).  In the meantime, the subscription/purchase transaction should not be completed (i.e., it should be held pending), until the Terminal has properly responded to that trigger. 
Afterwards (and assuming the subscription/purchase is successfully completed in the case of the Smartcard Profile) the LTKM acquisition continues as per the profile.

1.1.8.1 Smartcard Profile Trigger Message

This XML message may be sent to the terminal by the server in the web-based service provisioning scenario, as described above, in order to trigger the terminal to send a BCAST service request.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	SmartcardProfileTrigger
	E
	
	
	Smartcard Profile Trigger

Contains the following attributes:

version

keyManagementType

purchaseURL
Contains the following sub-elements:

PurchaseItem
 Uwe: this repeats under PurchaseItem. There it seems to make more sense according to the Description, so I propose to delete it here. 
BackOffTiming
	

	version
	A
	NM/
TM
	1
	Version of this message.
0x00 identifies BCAST 1.0
	unsignedByte

	keyManagementType
	A
	NM/TM
	1
	Indicates whether GBA_U is required for the service request

- true indicates GBA_U is required

- false indicates GBA_U is not required
	boolean

	purchaseURL
	A
	NM/TM
	1
	Identifies the URL to which the BCAST service request is sent.
	anyURI

	PurchaseItem
	E1
	NM/TM
	1..N
	References the set of PurchaseItems in the Service Guide to which the Terminal subscribed over web-based interface  

Contains the following attributes:

   globalIDRef
   purchaseDataIDRef
Contains the following sub-elements:

   ProtectionKeyID
	

	globalIDRef
	A
	NM/TM
	1
	Identifies the GlobalPurchaseItemID in the Service Guide to which the requested service belongs. Used by the terminal to create the service ID used in the BCAST service request.
	anyURI

	purchaseDataIDRef
	A
	NM/TM
	1
	Identifies the PurchaseDataID in the Service Guide to which the terminal subscribed. Used by the terminal to create the service ID used in the BCAST service request.
	anyURI

	ProtectionKeyID
	E2
	NM/TM
	0..N
	Optional list of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. How this is used is out of scope and is left to implementation.


ProtectionKeyID has attribute:

- type
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt]
1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte

	BackOffTiming
	E1
	NM/TM
	0..1
	This optional element, specifies default timing behaviour for the BCAST service request sent by the terminal. Its purpose is to provide a mechanisms that ensures distribution over time of service requests sent from receivers, e.g. in order to avoid overload in nodes or links. 

If present, the BCAST service request SHALL be sent back in the time interval [OffsetTime, OffsetTime+RandomTime] after the event reception of this message. The exact time within the allowed time window shall be random with uniform probability.

If this element is not present the terminal can send the service request immediately following reception of this message.
	

	offsetTime
	A
	NM/TM
	1
	The OffsetTime specifies the minimum time that a device SHALL wait after reception of this message before sending the service request. The unit is seconds.
	decimal 


	randomTime
	A
	NM/TM
	1
	The RandomTime refers to the time window length over which a device SHALL calculate a random time for the transmission of the service request. The method provides for statistically uniform distribution over a relevant period of time. 

The device SHALL calculate a uniformly distributed random time out of the interval between 0 and RandomTime. The unit is seconds.
	decimal


Table 19: Structure of Smartcard Profile Trigger Message
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