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1 Overview

The Open Mobile Alliance Broadcast working group (OMA BCAST) is working on broadcast services over IP, including service and content protection. Second consistency review period has been finalised in April 2007, leading to Candidate Enabler specifications (frozen specifications leading to interoperability testing).

The service and content protection solution for both DRM Profile and Smartcard Profile download protection of DCF is inspired from the mechanism in section 6.6.3 "Protection of download data" of [3GPP TS 33.246-690].

Note: OMA BAC BCAST and OMA BAC DLDRM sub-working groups have become working groups. They are now named OMA BCAST and OMA DRM respectively.

2 Proposal

OMA BCAST thanks SA3 for responding on the subject of DRM Content Format (DCF). 
We are grateful and glad that 3GPP SA3 has agreed to guarantee interoperability with OMA. Please note that our specifications have been simplified by creating a KeyInfoBox 'obki' reproduced below for your convenience. This replaces the 'keid' box we had in our previous specifications.
{extract from OMA DRM v2.0 Extensions for Broadcast Support, Interim Specification, Draft Version 1.0 – 13 April 2007} 

13.1.1 Key Info Box

The ExtendedHeaders field in the OMADRMCommonHeaders box MAY include one or more instances of the Key Info Box:

aligned (8) class OMABCASTKeyInfoBox extends FullBox('obki', version, flags) {


unsigned int(8) KeyInfosNumber;


// indicates the number of key infos that follow


for (i=0;i<KeyInfosNumber;i++){



bit(1) KeyIssuerPresent;



// indicates that the key issuer URL is present



bit(1) STKMPresent;



// indicates that the STKM is present (only to be used for DCF)



bit(1) TBKPresent;




// indicates that the TerminalBindingKey information is present



bit(1) TBKIssuerURLPresent;



// indicates that the TBK issuer URL for TBK  is present



bit(4) rfu;





// reserved for future use



unsigned int(8) KeyIDType;



// indicates the type of key id that follows



unsigned int(8) KeyIDLength; 



// KeyID length in bytes



byte KeyID[];




// key_id



if(KeyIssuerPresent) {




unsigned int(16) KeyIssuerURLLength; 

// KeyIssuer URL field length in bytes




char KeyIssuerURL[];


// KeyIssuer URL string



}


if (STKMPresent) { 




// applies only to DCF, not PDCF




unsigned int(16) STKMLength;
 
// STKM field length in bytes




byte STKM[];



// STKM


}


if (TBKPresent) { 







unsigned int(32) TBK_ID; 


// TerminalBindingKeyID



if (TBKIssuerURLPresent){





unsigned int(16) TBKIssuerURLLength; 
// TBK Issuer URL field length in bytes





char TBKIssuerURL[];

// TBKIssuer URL string





}


}

}

} 

The OMABCASTKeyInfoBox fields are described in Table 1.

Table 1: OMABCASTKeyInfoBox fields

	Field name
	Type
	Purpose

	KeyInfosNumber
	unsigned int(8)
	indicates that the number of key infos that follow

	KeyIssuerPresent
	bit
	indicates that the key issuer URL is present

	STKMPresent
	bit
	indicates that an STKM is present (only for DCF)

	TBKPresent
	bit
	indicates that the TerminalBindingKey information is present

	TBKIssuerURLPresent
	bit
	indicates that the TBK issuer URL for TBK is present

	KeyIDType
	unsigned int(8)
	type of KeyID

	KeyIDLength
	unsigned int(8)
	length of the Key ID in bytes

	KeyID
	byte[]
	value of Key ID

	KeyIssuerURLLength
	unsigned int(16)
	length of the KeyIssuerURL (optional)

	KeyIssuerURL
	char[]
	Key Issuer URL (optional)

	STKMLength
	unsigned int(8)
	length of the STKM in bytes (optional)

	STKM
	byte[]
	STKM (optional)

	TBK_ID
	unsigned int(8)
	TerminalBindingKeyID

	TBKIssuerURLLength
	unsigned int (16)
	TBK Issuer URL field length in bytes

	TBKIssuerURL
	char[]
	TBKIssuerURLstring


The KeyIssuerURL in the Key Info box SHALL be used first. If this fails or if the KeyIssuerURL is not present, the Device MAY try the RightsIssuerURL in the OMADRMCommonHeaders box.

For this version of the specification, the following values for the KeyIDType MUST be used:

Table 2: KeyIDType values

	KeyID type
	Value
	Purpose

	OMA BCAST DRM Profile
	0x00
	OMA BCAST DRM Profile KeyID as defined in [BCAST10-ServContProt]

	OMA BCAST Smartcard Profile
	0x01
	OMA BCAST Smartcard Profile KeyID as defined in [BCAST10-ServContProt]

	3GPP MBMS
	0x02
	3GPP MBMS KeyID as defined in [3GPP TS 33.246]
Note this is one option given to MBMS. Other option is for MBMS to define their own box in the Extended Headers field. Both options will be suggested to 3GPP in an LS.


The field STKM_present_flag MAY only be set to 1 for DCF file delivery. In this case, the field STKM contains the key used to encrypt the DCF content. Refer to [BCAST10-ServContProt] for more details. In a PDCF file, this flag MUST be set to 0.
13.2 DCF

13.2.1 File Branding

The ISO base media file format defines a File Type box for identifying the major brand of the media file along with compatible brands. For DCF files conforming to this specification, the File Type box MUST be as defined in OMA DRM v2.0 [DRMCF-v2].
{end extract}
The use of the KeyInfo box is explained in the Service and Content Protection for Mobile Broadcast Services, Draft Version 1.0 – 13 April 2007 specification as shown below:

{extract from Service and Content Protection for Mobile Broadcast Services, Draft Version 1.0 – 13 April 2007} 

9.4 (P)DCF Encryption with TEK

This section describes how (P)DCF files can be protected over the broadcast channel by encrypting individual files with individual TEKs. This technique is based on material from MBMS text in [3GPP TS 33.246].  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.

Protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the key used in protecting the data. In this case the encryption key is a single TEK. Usage of DCF is independent of the KMS type. The same principle applies to the PDCF format for audio video data.
Data that belongs to a download Service is decrypted as soon as possible by the terminal, if the SEK or PEK needed to provide the relevant TEK are already available on the terminal or Smartcard. Storage of the STKM containing the TEK is also allowed in BCAST.
The following method is compatible with the OMA DRMv2 DCF file format as defined by [DRMCF-v2.0] as it uses the Key Info box defined in [XBS DRM extensions-v1.0] in the Extended Headers field, which is ignored by  OMA DRMv2 terminals.

Access to the file SHALL respect the protection_after_reception values defined in the STKM message.

9.4.1 Integrity Protection using OMADRMSignature Box
When it is required to protect BCAST download data, OMA DRM V2.0 DCF as defined in reference [DRMCF-v2.0] shall be used. However, encryption and authentication keys are generated from TEK. For integrity protection, an OMADRMSignature as specified below MAY be attached inside the optional Mutable DRM information box ('mdri') of the (P)DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by OMA BAC BCAST, and is defined by 3GPP as follows:
Table 37: OMA DRM Signature Box

aligned(8) class OMADRMSignature extends Fullbox(‘odfs’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [DRMCF-v2.0].

9.4.2 Use of OMABCAST Key Info Box

BCAST has defined a specific box [XBS DRM extensions-v1.0] to provide key management information for both DRM Profile and Smartcard Profile.

The OMABCASTKeyInfo box allows the following information to be stored for the DRM Profile and / or Smartcard Profile:

· KeyID: SEK / PEK ID & TEK ID used for decrypting the (P)DCF

· KeyIssuerURL: PermissionsIssuer URL used to acquire the appropriate permissions

· TBK_ID: TerminalBindingKey ID and URL if used

· STKM containing the TEK used to decrypt the content

In order to ensure key material can be acquired, the KeyIssuerURL in the Key Info box MAY be used. If the Terminal does not have the SEK or PEK required to decrypt the TEK within the STKM, it may request it by sending the Service request described in [BCAST10-Services] to the KeyIssuerURL with the corresponding SEK or PEK ID. If the KeyIssuerURL is not present, the RightsIssuerURL in the OMADRMCommonHeader box MAY be used instead.

The STKM containing the TEK used to decrypt the DCF MAY be stored inside the OMABCASTKeyInfo box in the STKM field. Note that as the OMABCASTKeyInfo box is part of the HMAC calculation, if the OMADRMSignature box is included but the STKM is not delivered within the OMABCASTKeyInfo box, subsequently adding the STKM to the (P)DCF invalidates the hash. A terminal doing this would typically remove the OMADRMSignature box.

9.4.3 FDT Protection within DCF

In case the FDT of the FLUTE protocol needs to be protected, the FDT MAY also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.
9.4.4 Support of OMA DRM v2 Boxes

The OMA BCAST DCF format SHALL support the following boxes specified in OMA DRM V2.0 DCF [DRMCF-v2.0]:

· Fixed DCF header;

· Mutable DRM information Box;

· OMA DRM Container Box.
{end extract}
Use of KeyInfoBox by 3GPP MBMS

The use of the 'obki' box by 3GPP would be as follows:
· KeyIssuerPresent set to 1 if KeyIssuerURL is provided (the DCF RightsIssuerURL field is NOT used)
· STKMPresent set to 0 (no STKM stored in file)

· TBKPresent set to 0 (no TerminalBindingKey used)

· TBKIssuerURLPresent set to 0 (no TBKIssuerURL present)

· KeyIDType set to 0x02 (reserved by OMA BCAST for 3GPP MBMS, identifies the KeyID is as defined in 3GPP TS 33.246)

DCF minor version number

Furthermore, after consultation with OMA DRM group, we can confirm that the DCF file format minor version should be the same as that of OMA DRM v2.0 minor version, i.e. 0x00000002, in order to remain compatible with OMA DRM and OMA BCAST.

OMADRMSignatureBox
OMA BCAST thanks 3GPP SA3 for clarifying the 4CC code. We have reflected the use of 'odfs' in our specifications. We also allow use of the box for integrity protection.
Use of mechanism for PDCF protection
OMA BCAST informs 3GPP SA3 that the mechanism used to protect DCF files is also allowed for the PDCF file format, using the same approach as for the DCF file format.

OMA BCAST specification references
The following references can be used by 3GPP:

“OMA DRM v2.0 Extensions for Broadcast Support, Interim Specification, Draft Version 1.0 – 13 April 2007”
and

“Service and Content Protection for Mobile Broadcast Services, Draft Version 1.0 – 13 April 2007”

We will update you with references once Candidate Enabler status is achieved.
3 Requested Action(s)

We kindly request 3GPP SA3 to:
· confirm if the KeyIDType value allocated to 3GPP is acceptable to you

· confirm use of OMA DRM v2.0 DCF minor version 0x00000002

4 Conclusion

OMA BCAST and OMA DRM wish once again to thank 3GPP SA3 for taking into consideration interoperability issues and showing their willingness to collaborate with us. We hope to continue such fruitful collaboration with 3GPP SA3 and look forward to future exchanges. Thanks for advising us on KeyIDType value allocation and DCF minor version use.
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