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1 Reason for Change

This CR addresses two issues in the SPCP document:

1. The SPCP document incorrectly refers to “RightsIssuerURI” in Access fragment. The parameter names in Access fragment are “PermissionIssuerURI” and “tbkPermissionIssuerURI”.

2. The BCAST EXT of SC Profile LTKM contains a parameter named “RightsIssuerURI”. BCAST group already agreed to use “Permission Issuer” rather than “Rights Issuer” for SC Profile.

This CR addresses both above issues, by chancing the used names accordingly.

2 Impact on Backward Compatibility

None. 
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is kindly request to agree the proposed changes.
6 Detailed Change Proposal

6.6.2  EXT BCAST for LTKM
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. For LTKMs this payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionality:
· Pay-Per-View

· Pay-Per-Time

· Number of times the SEK/PEK can be used

· Send tokens to be added  to a purse in the USIM

· Service/program termination for a user and SEK/PEK ID key deletion
The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs. The Smartcard MAY support the use of the EXT BCAST for LTKMs.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830] and reproduced below for convenience: 

Table 1: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


Note that the same fields are present in the EXT BCAST for LTKMs and the EXT BCAST for STKMs (defined in Section Error! Reference source not found.). The difference between the two EXT BCAST payloads is the Payload Data that they contain.
For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): This field SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 2.
Table 2: Format of Smartcard Profile LTKM Management Data
	Smartcard Profile Management Data
	Length (in bits)
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

Consumption_reporting_flag
	1
	bslbf

	

reserved_for_future_use
	1
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

access_control_flag
	1
	uimsbf

	

reserved_for_future_use
	2
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07 || 0x08 || 0x09)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	         If (access_control_flag == LTK_FLAG_TRUE) {
	
	

	
     
        Reserved_for_future_use
	8
	bslbf

	
     
        number_of_access_control_descriptors
	8
	uimsbf

	
     
        access_control_descriptor_loop() {
	
	

	
     
                    access_control_descriptor()
	
	

	
     
                   }
	
	

	
     
        }
	
	

	

}
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

PermissionIssuerURILength
	8
	uimsbf

	

PermissionIssuerURI
	8*PermissionIssuerURILength
	bslbf

	

}
	
	

	if (Consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

Security_policy_extension
	4
	uimsbf

	

reserved_for_future_use
	4
	uimsbf

	

}
	
	

	}
	
	


6.6.2.1  Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
6.6.2.2  Coding and Semantics of Attributes
protocol_version (4 bits):  This field indicates the protocol version of this LTKM.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. LTK_FLAG_FALSE indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7] applies (i.e. according to the parameters carried in the SP payload in Error! Reference source not found.), and LTK_FLAG_TRUE indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies. 
Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the purse, the number of playbacks and the cost value of the content associated to the SEK/PEK ID and the security policy defined in the consumption_reporting extension.

terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (4 bits): This field indicates the security policy extension.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

In the table below:

Purse associated to a service means that the purse is associated to a SEK/PEK key group.

User purse means that the purse is associated to the SMK key
It is assumed that TEK decryption is performed only as long as the associated SEK/PEK is deemed valid (i.e. the TS value in the received STKM is within the range of the key validity data stored in the Smartcard).
Table 3: Security Policy Extension Values
	Value
	Description

	0x00
	Pay Per Time with purse associated to a service and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x01
	Pay Per Time with purse associated to a service and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x02
	Pay Per Time with user purse and play-back of content not allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging based on the number of TEKs decrypted. STKM replay protection is enabled.

	0x03
	Pay Per Time with user purse and play-back of content allowed

In this mode, the Smartcard uses the purse associated with the SMK to implement charging on the number of TEKs decrypted. STKM replay protection is disabled. 

	0x04
	Subscription mode for a single play of content

In this mode the LTKM is processed as defined for MBMS in [3GPP TS 33.246 v7] but using the OMA BCAST STKM replay protection mechanism and key validity data format. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed. STKM replay protection is enabled.  

	0x05
	Subscription mode for unlimited play-back of content 

In this mode The LTKM is processed as defined for MBMS in [3GPPTS 33.246] but using the OMA BAST key validity data format and with STKM replay protection disabled. This allows a user to watch recorded content an unlimited number of times, provided that the SEK/PEK is not deleted. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM SHALL NOT be processed.  

	0x06
	Pay Per View with purse associated to a service and deduction of tokens prior to play-back of content 

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with the value number_play_back 

	0x07
	Pay Per View with user purse and deduction of tokens prior to play-back of content

In this mode, the Smartcard decreases the purse associated with SMK by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with value number_play_back 

	0x08
	Pay Per View with purse associated to a service and play-back of content allowed

In this mode, the Smartcard decreases the purse associated with the SEK/PEK Key Group by the cost_value when a freshness failure is detected.

	0x09
	Pay Per View with user purse and play-back of content allowed

In this Pay per view mode, the Smartcard decreases the purse associated with the SMK by the cost_value when a freshness failure is detected.

	0x0A
	Service/Program termination

In this mode, a service/program termination is identified by the smart card through the equal to zero values of upper and lower limits of the Timestamp interval applicable to a certain SEK/PEK ID.  As a result, the USIM/(R‑)UIM/CSIM deletes all the previously stored SEK/PEK and related key material corresponding to that SEK/PEK ID.

	0x0B …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16 bits):  If the security_policy_extension is set to 0x00 or 0x01 or 0x02 or 0x03, the cost_value field indicates the number of tokens per TEK decrypted by the USIM to decrement from the associated purse.  If the security_policy_extension is set to 0x06 or 0x07 or 0x08 or 0x09, the cost_value field indicates the number of tokens per play-back to decrement from the associated purse. For security_policy_extension values 0x04, 0x05 this field is not used.

Number_play_back (8bit): If the security_policy_extension is set to 0x06 or 0x07, or 0x08 or 0x09 the number_play_back field indicates the maximum number of times content recorded under a SEK/PEK can be played back, otherwise this field is not used.

purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM. LTK_FLAG_FALSE indicates no purse data is present, LTK_FLAG_TRUE indicates purse data is present and the USIM SHALL perform appropriate update of the purse indicated by the purse_mode. 

purse__mode (1 bit): This field indicates the purse update mode.

Table 4: Purse Update Mode Indication

	Value
	Description

	0x00
	Set mode

In this mode, the purse SHALL be set to token_value.

	0x01
	Add mode

In this mode, the token_value SHALL be added to the purse.


In order to detect overflow in the purse when an update occurs, the following SHALL apply:

When the purse is present in LTKM (purse_flag = LTK_FLAG_TRUE) and the purse_mode is set, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section Error! Reference source not found..
token_value (31 bits): This field indicates the number of tokens to be added or set (according to purse_mode value) in the purse.

access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_control_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_control_descriptor is present in the LTKM.

Server MAY support access_control_descriptor. In case server doesn’t support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
Number_of_access_control_descriptor (8bits):  This field indicates the number of access_control_descriptor present in the LTKM
Access_control_descriptor_loop
	Tag
	8
	Uimsbf

	Length
	8
	Uimsbf

	Value
	8xlength
	bit string


The Access Criteria Descriptor loop is an extension mechanism to allow the addition of new access controls associated to access_criteria carried in STKM in future versions of this specification. The secure function SHALL ignore Access Criteria Descriptors that it doesn’t support.  It is OPTIONAL for the BCAST Terminal to support Access Criteria Descriptors.
A single Access Criteria Descriptor can carry one or more access controls.

The following Access Criteria Descriptors have been defined:

parental_control – This descriptor enables an access restriction based on a content rating. The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 5: parental_control Access Criteria Descriptor
	parental_control descriptor
	Length
	Type

	update_mode
	1
	

	parental_control_PIN_flag
	1
	

	Reserved_for_future_use
	1
	

	number_of_rating_types
	5
	uimsbf

	For (i=0; i < number_of_rating_types; i++) {
	
	

	rating_type
	8
	uimsbf

	level_granted
	8
	uimsbf

	
}
	
	

	if (parental_control_PIN_flag == LTK_FLAG_TRUE) {
	
	

	parental_control_PIN
	128
	uimsbf

	}
	
	


update_mode (1 bit): This field indicates whether the rating_value and rating_type pairs should be added to or deleted from the list stored in the secure function. If the update mode is set to LTK_FLAG_TRUE the rating_value and rating_type pairs are added to the list. If the update mode is set to LTK_FALG_FALSE the rating pairs are deleted from the list.

parental_control_PIN_flag (1 bit): This field indicates the presence of a pincode in the message.

number_of_rating_types (5bits): this field indicates the number of rating types transmitted within the descriptor.

rating_type (8bits): This field indicates the rating_type. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field. 
level_granted (8 bits): This field is an integer with the meaning that is dependent on the rating_type. 
For rating_type different from 0x00, this level_granted is the maximum rating_value authorized to the user. The rating values are defined in Error! Reference source not found. in Section Error! Reference source not found..
The level_granted associated to the rating_type 0x00 is the age of the user and for this case the coding of rating_value is two digits in 4-bit Binary Coded Decimal (BCD)

As an example 11 year’s old is coded as “0x11”
parental_control_PIN (128 bits): The parameter is used to initialize of the UNBLOCK PIN for the parental control PINCODE in the secure function. The UNBLOCK PIN is used if the parental PINCODE has been forgotten by the user. This field contains the cryptogram of the PIN. 

The ciphering of the PIN SHALL be based on the SMK. 

The ciphering algorithm used SHALL be AES-CM-128

The input message SHALL consist of the UNBLOCK PIN padded with 0 for the 64 Most Significant Bits to obtain an input message of 128 bits: 0 (64 bits) || PIN

TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section Error! Reference source not found. for further details.  This field is ignored by the USIM as it is used only by the terminal.

PermissionIssuerURILength (8 bits):  This field specifies the length in bytes of the Permission Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

PermissionIssuerURI (Variable Length):  This field is the URI of the Permission Isssuer that can be contacted to obtain the Terminal Binding Key. See Section Error! Reference source not found. for further details.  This field is ignored by the USIM as it is used only by the terminal.
6.10.1.1  MBMS USD Method for Acquiring SEK/PEK
As specified in [BCAST10-SG], the SessionDescription fragment, referenced by the Access fragment, may contain MBMS User Service Description (USD), the latter specified by [3GPP TS 26.346 v7].  If the MBMS USD is used as the entry point, it SHALL contain the relevant service information required by the terminal to register to for the services that it is advertising.  For convenience these steps are summarised below:
1. During the MBMS announcement procedure, the terminal receives the full domain name of the BSM (BM-SC) from which it can deduce the IP address to send the “Registration Request” and “LTKM Request” messages, as defined in [BCAST10-Services].  Note that the Smartcard Profile “Registration Request” and “LTKM Request” messages correspond to the MBMS “User Service Registration” and “MSK Request” messages respectively.
2. The terminal sends a “Registration Request” message to the BSM (BM-SC) for the services to which it is subscribed. As defined in [BCAST10-Services], the following information SHALL be included in the “Registration Request” message:
· Indication that the UE requests to register to the MBMS User Service;

· One or more MBMS User Service ID(s), where each MBMS User Service ID corresponds to a concatenation of GlobalPurchaseItemID and PurchaseDataID.

In this situation the PermissionIssuerURI contained in the Access fragment and the BaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 6: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Fragment contents
	MBMS USD.

	PermissionIssuerURI (in Access fragment)
	Not used / ignored.

MBMS USD contains a Service Protection Description, which identifies the key management server which the terminal should register with, and request SEK/PEK from.

	BaseCID (in Service or Content fragment)
	Not used / ignored as this applies to DRM Profile only.

Note: Equivalent identifier in Smartcard Profile is provided in two possible ways:

1) in the MBMS USD (represented by the serviceID attribute of userServiceDescription element in the User Service Description; this serviceID is equivalent to the  MBMS User Service ID);
2) in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-SG].


6.10.1.2  Session Description Method for Acquiring SEK/PEK
In this scenario, session description information, either embedded in the Access fragment or provided in a standalone Session Description fragment, and containing Smartcard Profile specific protection information (in addition to nominal session information) is used.  The session description is formatted according to the syntax of Session Description Protocol (SDP).  The BCAST Service Guide provides the global purchase item identifier (globalPurchaseItemID of Purchase Item fragment) and purchase data identifier (id attribute of Purchase Data fragment).  These two identifiers are concatenated to create the MBMS User Service ID.
In this method, the SDP file provides information on the data and STKM streams, as well as other service protection parameters equivalent to those found in MBMS USD’s Service Protection Description. This would typically be the case for a non-MBMS bearer used to deliver the data, with the interactive communication channel being used to provide LTKMs. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.
Registration to the service is achieved by sending the “Service Registration” message as explained above in Section 0.
The relevant parameters are summarised in the table below.

Table 7:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description information type
	SDP in Access fragment, or SDP-formatted data in Session Description fragment referenced by Access fragment.

	PermissionIssuerURI (in Access fragment)
	Used to reference the key management server, i.e. the BSM, which the terminal should register with and to request SEK/PEK from.

	BaseCID
	Not used / ignored as applies to DRM Profile only. 

Note: Equivalent identifier is provided in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-SG].


6.10.2  Description of Service Access for Smartcard Profile using BCMCS Information Acquisition
Section 5 of BCMCS specification [3GPP2 X.S0022-A] describes BCMCS service discovery, subscription and registration procedures using BCMCS information acquisition process.  For terminals with (R)-UIM smartcards, those procedures are used for OMA BCAST application information and security parameters, including keys.  The PermissionIssuerURI and SubscriptionManagerURI may be pre-provisioned or acquired via BCMCS Information Acquisition exchange(s).

When using BCMCS Information Acquisition, the PermissionIssuerURI contained in the Access fragment and the BaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the BCMCS Information Acquisition elements.  This is summarised in the table below.

Table 8:  Parameters used when using BCMCS Information Acquisition

	Parameter
	Value / Description

	Session Description Reference Type
	BCMCS Information Acquisition

	PermissionIssuerURI
	Not used / ignored.

Such information is provided by BCMCS Security Parameters.

	BaseCID
	Not used / ignored.

BCMCS Application Information and BCMCS Security Parameters are linked.


8.3.2  Recording of ISMACryp Protected Streamed Content using Adapted PDCF File Format
When recording content from a real-time delivery service using ISMACryp, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys (TEKs) for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMABCASTAUHeaderhich signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a STKM track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded.  The type of STKM is indicated in the adapted PDCF.

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 9: Mapping of broadcast parameters to PDCF parameters

	Parameter
	Source Location
	Destination Location

	PermissionIssuerURI
	SG Access Fragment
	RightsIssuerURL in CommonHeadersBox or

KeyIssuerURL in KeyInfoBox

	Service_BCI or Service_CID or Program_BCI or Program_CID
	SG Access Fragment and STKM
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in STKM track

	STKM type indication
	SDP
	Sample_type in OMAKeySampleDescriptionEntry

	TerminalBindingKeyID (if TBK is used)
	SG Access Fragment
	entry in OMAKeySampleDescriptionEntry and KeyInfoBox

	tbkPermissionIssuerURI  or PermissionIssuerURI (for TBK)
	SG Access Fragment
	entry in OMAKeySampleDescriptionEntry and KeyInfoBox


This applies to both DRM and Smartcard profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 10: CommonHeaders box fields for adapted PDCF
	Field
	Contents DRM Profile
	Content Smartcard Profile

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128__BYTE_CTR (0x03) for ISMACryp encryption with TEKs.
	same

	PaddingScheme
	Determined by the recording device.
	same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same

	ContentIDLength ContentID[]
	N/A
	N/A

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI if KeyIssuerURL not used in KeyInfoBox.
	N/A

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	N/A

	ExtendedHeaders[]
	Empty.
	same


In the definition of these fields, the base64() operation is defined by [RFC2045].
The Table below shows the content of the KeyIDBox fields when using the adapted PDCF. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 11: KeyInfo box fields for adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile

	KeyID Type
	0x00
	0x01

	KeyID
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)

	KeyIssuerURL
	RightsIssuerURI
	PermissionsIssuerURI

	TBK_ID
	N/A
	TerminalBindingKeyID 

	TBKIssuerURL
	N/A
	tbkPermissionIssuerURI or PermissionIssuerURI for TBK

	STKM[]
	N/A as have STKM track
	same


The following section provides recommendations for how change of rights is handled when recording.
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