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1 Reason for Change

Throughout the SG TS, the description of the <ProtectionKeyID> element may be understood in a way that each instantiation of this element could hold multiple key identifiers (“List of key identifiers needed to access protected content”). However, the list functionality is actually provided by the cardinality of the element.
Leaving the door open to this misinterpretation could lead to interoperability problems since BCAST has not defined how to bundle several key identifiers together. This Change Requests propose a small modification which would avoid such situation to happen.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is kindly requested to agree the proposed changes.
6 Detailed Change Proposal

Change 1:  ProtectionKeyID description in the Service fragment
5.1.2.1 Service
[…]

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary


Change 2:  ProtectionKeyID description in the Content fragment
5.1.2.2 Content 

[…]

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary


Change 3:  ProtectionKeyID in the Access fragment
5.1.2.3 Access

[…]

	ProtectionKeyID
	E2
	NO/

TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary


Change 4:  ProtectionKeyID in the PurchaseItem fragment
5.1.2.4 Purchase Item

[…]
	ProtectionKeyID
	E1
	NO/TO
	0..N
	Key identifier needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem' or 'Access' fragments, but not mixed.

Contains the following attribute:

type
	base64Binary
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