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1 Reason for Change

The intent of this change is to allow for Service Requests messages with a special PurchaseIetemIDs. For first time subscription purposes the end-user could already be subscribed by the back-end system (e.g. via out of band means), but the terminal does not have received the proper Service Key yet. In fact there is not yet a relationship between the server and the terminal. The terminal is not able to include a PurchaseItemID in the Service Request or Subscription Long Term Key Renewal Request messages yet. In such a case, the terminal should be allowed to include a special value for the PurchaseItemID to indicate to the BSM it wants to subscribe to a service it has already purchased. The BSM can then send the correct DRM ROAP trigger.

Note: Other CR’s will contain a proposal to solve the identical bugs for the Smartcard profile.
R01 proposes the use of “oma-bcast-allservices” as the special PurchaseItem ID.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to OMA BCAST for agreement.

6 Detailed Change Proposal

Change 1:  OMA-TS-BCAST_Services-V1_0-20070529-C


Chapter 5.1
5.1 Service Provisioning

BCAST Terminal SHALL support Service Provisioning messages if it supports the interaction channel and if it supports service and/or content protection as defined in [BCAST10-ServContProt]. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 


· Requesting / subscribing to service related to a PurchaseItem
· Renewing a subscription related to already requested PurchaseItem
· Requesting /subscribing to a service that was already purchased (e.g. via out of band means)
· Cancelling a subscription related to already requested PurchaseItem


· Requesting a token or LTKM


· Inquiring the status of an account


· Subscription and unsubscription to user-specific notifications


To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 
This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on   Smartcard profile. BCAST General Provisioning messages supports the various kinds of Service Protection Function and Content Protection Function with the sub-elements and  Smartcard service provisioning message are specified for Terminal supporting  Smartcard profile.

Change 2:  OMA-TS-BCAST_Services-V1_0-20070529-C 


Chapter 5.1.5.3  
5.1.5.3 Subscription Renewal Messages

5.1.5.3.1 Subscription Long-Term Key Renewal Request

Subscription Long-term Key Renewal request message is sent if a user wants to renew a certain Purchase Item or group of purchase items.
This message can also be sent by the terminal to the BSM to request the subscription to any purchase items that the end user has already purchased (e.g. via out of band means), but has not yet received key material for. This could for example be used the first time the BCAST application is started in order to register the terminal to “free” or “default” channels.  

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalRequest
	E
	
	
	Subscription Long Term Key Renewal Request Message

Contains the following attributes:

   requestID

Contains the following elements:

   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the Subscription long term Key renewal request message.
	unsignedInt

	UserID
	E1
	O
	0..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC 2865] 

1 – IMSI

2 – URI

3 – IMPI

4 – MSISDN

5 – MIN 

6-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM. This element SHALL be included when the device supports the DRM profile. In this case, the device shall not allow the user to modify the DeviceID

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]

2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]

3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
Item
	E1
	M
	1..N
	A list of Purchase Items that the user wants to renew. 
Contains the following attribute:

   globalIDRef
If the terminal wants to requests to the BSM the subscription to any purchase items that the end user has already purchased (e.g. via out of band means), but has not yet received key material for, the terminal has to set the globalIDRef attribute equal to “oma-bcast-allservices”. This could for example be used the first time the BCAST application is started in order to register the terminal to “free” or “default” channels.  

	

	globalIDRef
	A
	M
	1
	GlobalPurchaseItemID to identify this PurchaseItem, found in the PurchaseItem fragment.

	anyURI

	UserConsentAnswer
	E2
	O
	0..1
	Signals whether user agreed to the Terms of Use as represented by id of the related TermsOfUse element.

true:
User agrees the terms of the 
Terms of Use.

false:
User disagrees the terms of the 
Terms of Use.

If this element is not present the interpretation is that the user has not read or understood the Terms of Use.
	boolean

	id
	A
	M
	1
	The URI uniquely identifying the Terms of Use this ‘UserConsentAnswer’ relates to.
	anyURI


Table 10: Structure of Subscription Long Term Key renewal request  in General Service Provisioning Message
5.1.5.3.2 Subscription Long-Term Key Renewal Response
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalResponse
	E
	
	
	Subscription Long Term Key Renewal Response Message

Contains the following attributes:

   requestID

   globalStatusCode

Contains the following elements:

   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Subscription request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in section 5.11.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of Subscription LTK Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   globalIDRef
   ltkValidityEndTime

   itemwiseStatusCode

Contains the following sub-element:

   PurchaseDataReference
In case the globalIDRef attribute of the PurchaseItem element has been set equal to “oma-bcast-allservices” in the corresponding request message, the reply message SHALL contain a list of those PurchaseItem elements which the terminal has already purchased (e.g. via out of band means), but has not received key material for.


	

	globalIDRef
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message. This field is expressed as the first 32bits integer part of NTP time stamps. 

Note: the information on this element can be provided in RO.
	unsignedInt

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.11.  
	unsignedByte

	PurchaseDataReference
	E2
	M
	1
	Describes the PurchaseData associated with the subscription to the Purchase. The device MAY use this information to update its internal subscription information concerning the user.

Contains the following attributes:

idRef

Contains the following sub-element:

Price
	

	idRef


	A
	M
	1
	The id of the Purchase Data fragment that is being referred to.
	anyURI

	Price
	E3
	O
	0..N
	The price currently associated for the use to the subscription, possibly in multiple currencies.

Contains the following attribute:

currency
	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 

Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger**. If the subscription renewal failed because the device was unregistered, the response MAY include a ROAP Registration Trigger**. In that case, the device is expected to use the trigger to initiate a registration and repeat the subscription renewal once it is registered. 
	RoapTrigger


Table 11: Structure of Subscription Long Term Key renewal response  in General Service Provisioning Message 

** These (ROAP Messages) are DRM profile specific
6.1.1.1.1 Subscription Long-Term Key Renewal Completion
This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the Subscription Renewal Response. The network SHALL reply with a HTTP 200 OK response message when this message is received.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalCompletion
	E
	
	
	Subscription Long-Term Key Renewal Completion Message

Contains the following attributes:

   requestID

Contains the following elements:

   LongTermKeyID
	

	requestID
	A
	O
	0..1
	Identifier for the corresponding Service request message.
	unsignedInt

	LongTermKeyID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	string


Table 12: Structure of Subscription Long Term Key renewal completion  in General Service Provisioning Message 
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