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1 Reason for Change

As per Orange email sent prior to Bangkok meeting, LTKM extensions are not clearly explained in terms of use cases / commercial modes. This is clarified in this CR (see table summarising supported modes).
Also, tokens are associated to a service purse for PPV and PPT. To simplify this, these are replaced by absolute PPV / PPT rights, i.e. the concept of service purse tokens is removed as it is replaced by X plays or Y TEKs consumed.

Given the changes highlighted above, the LTKM format is cleaned up. The extension type length is correct to one byte to allow future-proofing (currently 4 bits).

Alignment with RFC4909 on BCAST MIKEY general extension payload is also incorporated (subtype was missing).

A subsequent CR will align the text on LTKM handling as this has to be aligned with this CR too.
R01: Remove mention of freshness failure for 0x08 (existing bug). Technical aspects handled in processing sections.
2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

6.6.2 EXT BCAST for LTKM

To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. This payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionalities:
· On live events
· Subscription on services
· Pay-Per-View on an event
· Pay-Per-Time

· On recorded events and files

· Play Per View where the number of times playback is possible is governed (SEK/PEK usage or token usage)
· On general provisioning messages
· Send tokens to be added  to a purse
· Service/program termination for a user and SEK/PEK ID key deletion
The different possibilities are summarized in the following table
	Security policy extension
	Live support
	Playback support
	Subscription support
	PPV support
	PPT support
	Tokens support

	0x00
	X
	
	
	
	X
	

	0x01
	X
	X
	
	
	X
	

	0x02
	X
	
	
	
	X
	X

	0x03
	X
	X
	
	
	X
	X

	0x04
	X
	
	X
	
	
	

	0x05
	X
	X
	X
	
	
	

	0x06
	X
	
	
	X
	
	

	0x07
	X
	X
	
	X
	
	

	0x08
	X
	
	
	X
	
	X

	0x09
	X
	X
	
	X
	
	X


Table X: Smartcard Profile LTKM extensions and supported modes of operation

The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs.The terminal SHALL support the use of the EXT BCAST for LTKMs. The Smartcard MAY support the use of the EXT BCAST for LTKMs.

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830] and reproduced below for convenience:

Table 1: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data



For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830].

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5.


Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): The subtype is equal to 1 and the SubType specific data SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 2.

Table 2: Format of Smartcard Profile LTKM Management Data
	Smartcard Profile LTKM Management Data
	Length (bits)
	Type

	LTKM_management_data() {
	
	

	
	
	

	
protocol_version
	4
	uimsbf

	
security_policy_ext_flag
	1
	bslbf

	
consumption_reporting_flag
	1
	bslbf

	
reserved_for_future_use
	1
	uimsbf

	
terminal_binding_flag
	1
	bslbf

	
if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	

purse_flag
	1
	bslbf

	

access_control_flag
	1
	uimsbf

	

reserved_for_future_use
	6
	uimsbf

	
	
	

	
	
	

	

if security_policy_extension == 0x02 || 0x03|| 0x08 || 0x09) {
	
	

	


cost_value
	16
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x00 || 0x01) {
	
	

	


number_TEKs
	24
	uimsbf

	

}
	
	

	

if (security_policy_extension == 0x07) {
	
	

	


number_playback
	8
	Uimsbf

	

}
	
	

	

if (purse_flag == LTK_FLAG_TRUE) {
	
	

	


purse_mode
	1
	Bslbf

	


token_value
	31
	Uimsbf

	

}
	
	

	

if (access_control_flag == LTK_FLAG_TRUE) {
	
	

	


reserved_for_future_use
	8
	bslbf

	


number_of_access_control_descriptors
	8
	uimsbf

	


access_control_descriptor_loop() {
	
	

	



access_control_descriptor()
	
	

	


}
	
	

	

}
	
	

	
}
	
	

	
if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

terminalBindingKeyID
	32
	uimsbf

	

rightsIssuerURILength
	8
	uimsbf

	

rightsIssuerURI
	8*RightsIssuerURILength
	bslbf

	
}
	
	

	
if (consumption_reporting_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	
	
	

	
}
	
	

	}
	
	


6.6.2.1 Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1

6.6.2.2 Coding and Semantics of Attributes
protocol_version (4 bits): This field indicates the protocol version of this LTKM.

The device SHALL ignore messages that have a protocol_version number it does not support. 
If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM.
	LTK_FLAG_TRUE
	Indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies.

	LTK_FLAG_FALSE
	Indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7].


Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be enabled  and a verification message containing the status of the purse, the number of playbacks and the cost value of the content associated to the SEK/PEK ID and the security policy defined in the consumption_reporting extension shall be sent by the Terminal to the head-end.
terminal_binding_flag (1 bit): This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (8 bits): This field indicates the security policy extension.



· 
· 
It is assumed that TEK decryption is performed only as long as the associated SEK/PEK is deemed valid (i.e. the TS value in the received STKM is within the range of the key validity data stored in the Smartcard).

Table 3: security_policy_extension values
	Value
	Description
	STKM replay protection

	0x00
	Pay Per Time Live
The Smartcard uses the value “number_TEKs” to implement charging based on the number of TEKs decrypted. Each time a STKM is processed and a TEK delivered to the Device, a counter is decreased. A maximum of “number_TEKs” STKM can be processed.. Playback of recorded content is not allowed.
	Enabled

	0x01
	Pay Per Time Live and Playback
Same as 0x00 but playback of recorded content is allowed. Playback of content is also governed by the value “number_TEKs”.
	Not enabled

	0x02
	Token Pay Per Time Live
The Smartcard uses the purse associated with the SMK to implement charging based on the number of TEKs decrypted. Playback of recorded content is not allowed. The “cost_value” is then equal to the cost of one TEK decryption 
	Enabled

	0x03
	Token Pay Per Time Live and Playback
Same as 0x02 but playback of recorded content is allowed.
	Not enabled

	0x04
	Subscription Live
Enables subscription to a live service (playback of recorded content is not allowed).
	Enabled

	0x05
	Subscription Live and unlimited Playback
Same as 0x04 but unlimited playback of recorded content is allowed
.
	Not enabled

	0x06
	Pay Per View Live
Same as 0x04 but with a validity covering a single event to allow live pay-per-view.

	Enabled

	0x07
	Pay Per View Live and Playback
Same 0x06 but playback of recorded content is allowed and is governed by a counter which is updated with the value “number_playback”.
	Not enabled

	0x08
	Token Pay Per View Live
The Smartcard uses the purse associated with the SMK to implement charging when the live content is viewed.
	Enabled

	0x09
	Token Pay Per View Live and Playback
Same as 0x08 but playback of recorded content is allowed. Enables charging each time the content is viewed.
	Not enabled

	0x0A
	Service/Program termination

Upper and lower values of the Time Stamp interval applicable to a certain SEK/PEK ID are set to zero. As a result, the Smartcard deletes all the previously stored SEK/PEK and related key material corresponding to that SEK/PEK ID.
	Enabled

	0x0B …0x8F
	Reserved for future standardization
	

	0x90 …0xFF
	Reserved for proprietary implementation
	


purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM.
	LTK_FLAG_TRUE
	Indicates purse data is present and the Smartcard SHALL perform appropriate update of the purse as indicated by the purse_mode value.

	LTK_FLAG_FALSE
	Indicates no purse data is present,


access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. Server MAY support access_control_descriptor. In case server does not support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
	LTK_FLAG_TRUE
	Indicates that at least one access_control_descriptor is present in the LTKM.

	LTK_FLAG_FALSE
	Indicates that no access_control_descriptor is present,




cost_value (16 bits): If the security_policy_extension is set to:

0x02 or 0x03 (Token based Pay Per Time), the cost_value field indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the purse.
0x08 or 0x09 (Token based Pay Per View), the cost_value field indicates the number of tokens per playback to decrement from the purse.
number_TEKs (24 bits): Indicates the number of TEKs that can be decrypted for the SEK/PEK. The associated counter is decreased by one for each TEK decrypted, until the counter reaches zero, when an error message is produced.
number_playback (8 bits): It indicates the maximum number of times content recorded under a SEK/PEK can be played back.


purse__mode (1 bit): This field indicates the purse update mode.

	
	

	0x00
	Set mode: 
The purse SHALL be set to token_value.

	0x01
	Add mode: 
The token_value SHALL be added to the purse.


In order to detect overflow in the purse when an update occurs, the following SHALL apply:

When the purse is present in LTKM (purse_flag = LTK_FLAG_TRUE) and the purse_mode is set, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section ‎6.6.3.
token_value (31 bits): This field indicates the number of tokens to be added to or set (according to purse_mode value) in the purse.

6.6.5  Purse
Some values of security_policy_extension are based on the availability in the Smartcard of a purse. Therefore a 


purse linked to the SMK is established during the registration step. This purse contains tokens. 
According to security_policy_extension value, the purse will be used either during the LTKM processing and/or STKM processing (see Section ‎6.6.4 and Section 6.7.2). The amount of tokens in the purse is indicated by the token counter.

If renewing the SMK, established during the latest GBA run, is needed, the token counter purse value associated to the previous SMK SHALL be associated to the new SMK.

Update of the purses is made at the reception of a LTKM containing a security_policy_extension and where the purse_flag is set. 
In this case the number of token indicated in the token_value will be either
· Added to the purse if the purse_mode is 0x01 (new token counter = old token counter + token_value)
· or used to set the purse if the purse_mode is set to  0x00 (new token counter = token_value)
This update SHALL not be executed if, in the LTKM: 
security_policy_ext_flag is enabled 
AND purse_flag is enabled 
AND purse_mode is enabled 
AND V-bit flag in the MIKEY common header is enabled 
AND token_value is set to 0x7FFFFFFF 
AND cost_value is set to 0xFFFF
AND no KEMAC Key Data sub-payload is present. Such LTKM is used for requesting the reporting of token consumption (see Section ‎6.6.3).












�Text not modified only moved





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

