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Change Request

	Title:
	Modification in service and content protection
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-AD-BCAST-V1_0-20070529-C

	Submission Date:
	07 Aug 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Li Fengjun, ZTE Corporation, li.fengjun@zte.com.cn

	Replaces:
	n/a


1 Reason for Change

In section 5.3.4.4, the information is about content protection,the service protection should be changed. In section 5.3.4.4 and 5.3.4.3, about the interfaces CP-4 and SP-4 in two tables respectively, I think that some information about the registeration materials from BSM to BSD/A should be added for the integrity of the interface definiton..
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to OMA BCAST for agreement.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.3.4.4 Functional Architecture for Content Protection

The following diagram describes Content Protection for file and stream and interfaces among BCAST logical entities.

The architecture is agnostic to content protected files: DCF, PDCF files can be distributed just as any other file.  For streams, the content protection is determined by the indication of CP-M that post acquisition usage rights are required for the stream.
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Figure 11 - Content Protection Functional Architecture
The figure above depicts the architecture of the BCAST Content Protection function for files. 
It is presumed that the entire content protection functionality can be performed by either the BCAST Enabler or the underlying BDS technology which contains the BDS-SD/A.  In the content protection architecture as shown, it is presumed that the content protection functionality is entirely performed by the BCAST Enabler.  Therefore, similar content protection capability in the BDS-SD/A is disabled or considered a null function.
The following table explains the interfaces and maps them to BCAST reference points:
	Interface
	Reference Point
	Definition

	CP-2
	BCAST-2
	Delivery of file or stream to CP-E in BSD/A, where encryption is performed. 

	CP-4
	BCAST-4
	Exchange of the information related to STKM generation by BSD/A or BSM.

Delivery of STKM generated by BSM (for STKM delivery over Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivery over Broadcast channel to Terminal supporting only Broadcast channel capability).

This interface delivers Long Term Key material from the CP-M to CP-KD, for use in subsequent encryption of Short Term Keys.  These Long Term Key materials are SEAK/PEAK for the DRM Profile, and SEK/PEK for the Smartcard Profile.
Delivery of registration key materials from the CP-M to CP-KD，(for registration key materials delivery over Broadcast channel to terminal supporting only Broadcast Channel capability).

	CP-5-1
	BCAST-5
	This interface implements layer 4 (“Traffic encryption”) of the 4-layer model.

The content delivered across CP-5-1 may also be unencrypted in the case of free-to-air services.
The content protected file and stream is distributed to the terminal over Broadcast Channel (CP-5-1a) or Interaction Channel (CP-5-1b), which may include traversing the BDS Service Distribution/Adaptation.
Note: This interface is identical to FD-5 and SD-5.

	CP-5-2
	BCAST-5
	Delivery of STKM to terminal over Broadcast channel to CP-C in Terminal (CP 5-2a) or CP-C in Smartcard (CP 5-2b).

Delivery of LTKM to terminal which only support Broadcast Channel which may include traversing the BDS Service Distribution/Adaptation.
Delivery of the information related to registration and authentication over Broadcast Channel which may include traversing the BDS Service Distribution/Adaptation to Broadcast only terminal.

Note: Key materials are stored within a secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation.

	CP-6-1a
	BCAST-6
	Delivery of STKM by BSD/A over Interaction channel, for the DRM Profile.

	CP-6-1b
	BCAST-6
	Delivery of STKM by BSD/A over Interaction channel, for the Smartcard Profile.

	CP-7
	BCAST-7
	The signalling exchange for registration (layer 1 of 4 layer model) and delivery of LTKM over Interaction channel to CP-C in Terminal (CP-7-1  or CP-C in Smartcard (CP -7-2).

Note: Related key materials are stored within a secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation. 

	CP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface should correspond to the relevant specifications in 3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [3GPP2 C.S0023-C] and 3GPP2 CSIM [3GPP2 C.S0068]. 
The secure authenticated channel between terminal and smartcard should correspond to [3GPP TS 33.110], [ETSI TS 102.484].

Note: CP-9 is Terminal internal interface and is not standardized within OMA BCAST

	CP-10
	N/A
	Transmission of traffic encryption keys (TEKs) from the terminal to the CP-D to decrypt the enciphered content.
Note : CP-10 is Terminal internal interface and is not standardized within OMA BCAST.


Change 2:  (optional)Brief description of specific change

5.3.4.3 Functional Architecture for Service Protection

The following diagram describes Service Protection for file and stream and interfaces among BCAST logical entities.
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Figure 9 - Service Protection Functional Architecture
Note:  The Smartcard can be USIM/(R-)UIM.
It is presumed that the entire service protection functionality can be performed by either the BCAST Enabler or the underlying BDS technology which contains the BDS-SD/A.  In the service protection architecture as shown, it is presumed that the service protection functionality is entirely performed by the BCAST Enabler.  Therefore, similar service protection capability in the BDS-SD/A is disabled or considered a null function.

The following table explains the interfaces and maps them to BCAST reference points:

	Interface
	Reference Point
	Definition

	SP-2
	BCAST-2
	Delivery of file or stream to SP-E in BSD/A, where encryption is performed. 

	SP-4
	BCAST-4
	Exchange of the information related to STKM generation by BSD/A or BSM.

Delivery of STKM generated by BSM (for STKM delivery over Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivery over Broadcast channel to Terminal supporting only Broadcast channel capability).

This interface delivers Long Term Key material from the SP-M to SP-KD, for use in subsequent encryption of Short Term Keys.  These Long Term Key materials are SEAK/PEAK for the DRM Profile, and SEK/PEK for the Smartcard Profile.
Delivery of registration key materials from the SP-M to SP-KD，(for registration key materials delivery over Broadcast channel to terminal supporting only Broadcast Channel capability).

	SP-5-1
	BCAST-5
	This interface implements layer 4 (“Traffic encryption”) of the 4-layer model.
The content delivered across SP-5-1 may also be unencrypted in the case of free-to-air services.
The service protected file and stream is distributed to the terminal over Broadcast Channel (SP-5-1a) or Interaction Channel (SP-5-1b), which may include traversing the BDS Service Distribution/Adaptation.
Note: This interface is identical to FD-5 and SD-5.

	SP-5-2
	BCAST-5
	Delivery of STKM to terminal over Broadcast channel to SP-C in Terminal (SP 5-2a) or SP-C in Smartcard (SP 5-2b).

Delivery of LTKM to terminal which only support Broadcast Channel, which may include traversing the BDS Service Distribution/Adaptation.
Delivery of the information related to registration and authentication over Broadcast Channel, which may include traversing the BDS Service Distribution/Adaptation to Broadcast-only terminal.

Note: Key materials are stored within a secure storage entity in the SP-C on the terminal or the smartcard depending on key management implementation.

	SP-6-1a
	BCAST-6
	Delivery of STKM by BSD/A over Interaction channel, for the DRM Profile.

	SP-6-1b
	BCAST-6
	Delivery of STKM by BSD/A over Interaction channel, for the Smartcard Profile.

	SP-7
	BCAST-7
	The signalling exchange for registration (layer 1 of 4 layer model) and delivery of LTKM over Interaction channel to SP-C in Terminal (SP-7-1) or SP-C in Smartcard (SP-7-2).

Note: Related key materials are stored within a secure storage entity in the SP-C on the terminal or the smartcard depending on key management implementation. 

	SP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface should correspond to the relevant specifications in 3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [3GPP2 C.S0023-B]. 
The secure authenticated channel between terminal and smartcard should correspond to [3GPP TS 33.110], [ETSI TS 102.484].

Note: SP-9 is Terminal internal interface and is not standardized within OMA BCAST.

	SP-10
	N/A
	Transmission of traffic encryption keys (TEKs) from the terminal to the SP-D to decrypt the enciphered content.
Note : SP-10 is Terminal internal interface and is not standardized within OMA BCAST.
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