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1 Reason for Contribution

In OMA BCAST 1.0, the service protection mechanism is based on Packet switch domain, which adapted the technical standard from 3GPP and 3GPP2. There is a precondition in MBMS and BCMCS is those two multicast network are based on packet domain, which means the coverage of PS interactive packet signal is same with the coverage of multicast signal, e.g. the subscriber can access interactive PS channel when he/she is watching mobile TV. 

But for DVB-H or other broadcast network, the coverage is much bigger than mobile network. There will be some blind areas that subscriber cannot access PS interactive channel but still can receive broadcast network signal. The subscriber cannot receive LTKM message from PS channel if his/her SEK/PEK is expired. This contribution suggests BCAST SHALL support service protection based on Circuit domain, especially use control plane protocol as authentication and authorization.
2 Summary of Contribution

This contribution propose BCAST 1.1 SHALL support service protection base on Circuit Switch domain in mobile network.
3 Detailed Proposal
To avoid bad user experience, BCAST SHALL consider providing multiple choices for service protection. In BCAST1.0, the standard only considers service protection in PS domain. But there are some situations exists that the subscriber can receive mobile TV signal from broadcast network but cannot access PS interactive. The subscriber cannot renew SEK/PEK when they are expired. The subscriber will feel frustrated because he/she still can make a phone call or send a SMS, just cannot retrieve the key subscribed. 
From Figure 1 Coverages of broadcast, control plane and PS in mobile network, we can see the coverage of control plane in CS domain is bigger than the coverage of PS domain in mobile network, because the control plan requires higher traffic priority and lower bandwidth than PS domain. When a subscriber is in a weak signal spots, such as inner building, elevator, subway, a crowd place or a roaming area without PS roaming agreement, he/she cannot make a phone call or access packet channel , but still can connect control plane. So the contribution suggest BCAST1.1 SHALL support subscriber authorization and send LTKM messages in CS domain when subscriber is not accessible in PS interactive channel, which can reduce the possibility that LTKM is not retrievable. 

[image: image1]
Figure 1 Coverages of broadcast, control plane and PS in mobile network
There are two issues need to be considered if BCAST support authentication and authorization in CS domain:
How to authenticate subscribers in CS domain? For pre-provisioned keys, there is no authentication flow. For dynamic keys establishment, the BSM need to fetch required of AKA information from HLR, and generate SMK and SRK, which is supported by GBA [3GPP 33.220]. Since the AKA is happened in CS domain, and the BSF can get all of information of UE from HLR, there is no need to establish a PS interactive channel between UE and BSF.
How to authorize subscribers in CS domain? For CS interactive channel, it is trustable channel compare to PS channel, so there is no need to secure interactive channel with SRK. The LTKMs can be pushed via SMS or other available CS channel if the subscriber cannot access PS channel.  The advantages to distribute LTKMs via SMS are: 

First, this solution is a more universal one than the one based on PS channel. All of GSM/WCDMA/CDMA1.x/CDMA2000 networks support CS authentication and SMS services. The CS signal can reach the edge of Cell coverage, which is bigger than the coverage of PS signal.

Second, this solution can reduce the registration transaction burden for BSM. In the solution based on PS, the registration procedure will be executed if the connectivity is re-established, which happened very often since the PDP context will be tear down if there is no traffic for a while. In CS domain, the system can treat the CS channel be a always available connectivity, and the SMS system can guarantee the LTKMs will be delivered to terminal when it is registered in a mobile network.
The authentication and authorization architecture SHALL support CS interactive channel, which is indicated in Figure 2.
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Figure 2 – Broadcast-only BDS with Cellular Interaction Channel Scenario, using either GBA or derivation of Layer 1 Key from RK
The subscriber still can watch mobile TV even he/she cannot access PS domain in mobile network.

the coverage of broadcast network is bigger than the coverage of PS channel. Because the broadcast data is carried by service channel. and the PS data is carried in signal channel. The signal channel needs a lower bandwidth and higher priority than PS channel. The subscriber still can receive SMS when he/she cannot access PS channel. That is the reason why this proposal suggest BCAST should consider service protection SHALL be based on CS domain..
3.1 Use case – authenticate subscriber and generate keys in CS domain 
Short description

In this use case, BCAST authenticate subscribers in Circuit domain.   

Mobile network operator

Provides the mobile network to the End User.
End User 
Watches mobile TV when he/she is in the coverage of broadcast network and mobile network. 
Actor Specific Issues

Mobile network operator

The mobile network authenticates the end user via CS or PS interactive channel according to the End User’s connectivity conditions.

End User 
Can enjoy the mobile TV services even he/she has no PS services .
Pre-conditions

The end user is in the coverage of broadcast network and mobile network.

Normal flow

1.
End User turns on terminal and start to watch mobile TV.

2.
The terminal is authenticated and registered in CS domain.
3.
The terminal tries to initiate a GBA procedure, but find it cannot setup a PDP context.
4.
The terminal sends a Registration message in SMS to BSF.
5.
BSF fetches registration information from HLR.
6.
The terminal and BSF generates SMK and SRK from Ks.
4.
The BSF sends a OK response to terminal .

5.
The terminal displays the program the subscriber selected .

Alternative flow

No

3.2 Use case – service protection in CS domain 
Short description

In this use case, BCAST protects service in Circuit domain.   
Mobile network operator
Provides the mobile network to the End User.
End User 
Watches mobile TV when he/she is in the coverage of broadcast network and mobile network. 
Actor Specific Issues

Mobile network operator

The mobile network sends authorization message to terminal via CS or PS interactive channel according to the End User’s connectivity conditions.
End User 
Don’t want to receive the message “you have no right to access this channel” when he/she subscribed this channel.
Pre-conditions

The end user is in the coverage of broadcast network and mobile network.
Normal flow

1.
End User is watching the football play which is provided from the Service Provider.

2.
The Key Validity of   SEK/PEK will be expired soon.
3.
The BSM initiates a BSM solicited pull procedure if it finds the subscribers is not reachable in PS domain.
4.
The terminal receives the SMS and trys to connect BSM via PS connectivity.

5.
The terminal cannot access the PS connection.

6.
The BSM finds the end user doesn't  pull the KV at several minus before key expired.
4.
The BSM pushed a SMS with LTKMs to terminal. 

3. 
The terminal get the KV or SEK/PEK from SMS.
5.
The terminal displays the program  continuously without interrupt the end user .

Alternative flow

No 
Requirements
(Normative)

High-Level Functional Requirements

	R1
	System SHALL support authentication in CS domain

	R2
	System SHALL support authorization in CS domain


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Suggest OMA BCAST SHALL support service protection in CS domain.
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